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Abstract

The field of digitalization has recently witnessed a radical shift in how to promote various busi-
nesses with the advent of modern technology. With the advancement of digital technology, dig-
ital platforms for craftsmen and self-employed workers have emerged in order to highlight their
work and communicate with their customers smoothly. And in this thesis, we created a digital
platform that contributes to promoting professionals and highlighting their services by provid-
ing an easy-to-use and easy-to-navigate platform that allows craftsmen to display their work
and services to potential clients. The platform also includes features such as customer reviews,
scheduling, payment processing, and a space for craftsman-customer chat. One of the main
features of this platform is that it is compatible with all segments of society. On the other hand,
our platform contains the latest technology, such as the recommendation system, which helps
customers find craftsmen of interest to them, through their interactions with the platform, such
as conducting searches for craftsmen within the platform, as well as the various evaluations
that customers give to craftsmen. The platform also contains a chatbot that enables customers
and craftsmen to answer their inquiries related to the platform. As for securing the data of cus-
tomers and craftsmen, and the various transfers between them, we used blockchain technol-
ogy.Regarding developing and testing the platform and its various services we created our own

private cloud.

key words : Digital platforms, Recommendation system, Blockchain, Chatbot, Private cloud .
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Résumé

Le domaine de la numérisation a récemment été témoin d’'un changement radical dans la facon
de promouvoir diverses entreprises avec I’avenement des technologies modernes. Avec|’avancée
de la technologie numérique, des plateformes numériques destinées aux artisans et travailleurs
indépendants ont émergé afin de mettre en valeur leur travail et de communiquer facilement
avec leurs clients. Dans cette thése, nous avons créé une plateforme numérique qui contribue a
promouvoir les professionnels et a mettre en valeur leurs services en fournissant une plateforme
facile a utiliser et a naviguer, permettant aux artisans de présenter leur travail et leurs services
aux clients potentiels. La plateforme comprend également des fonctionnalités telles que les
avis des clients, la planification, le traitement des paiements et un espace de discussion entre
I'artisan et le client. L'une des principales caractéristiques de cette plateforme est sa compati-
bilité avec tous les segments de la société. D’autre part, notre plateforme integre les derniéeres
technologies, telles que le systtme de recommandation, qui aide les clients a trouver des ar-
tisans qui les intéressent, grace a leurs interactions avec la plateforme, comme la recherche
d’artisans sur la plateforme et les différentes évaluations que les clients donnent aux artisans.
La plateforme comprend également un chatbot qui permet aux clients et aux artisans de répon-
dre a leurs demandes liées a la plateforme. En ce qui concerne la sécurisation des données des
clients et des artisans, ainsi que les différents transferts entre eux, nous avons utilisé la tech-
nologie de la blockchain. Pour le développement et le test de la plateforme et de ses différents

services, nous avons créé notre propre cloud privé.

Mots clés: Plateformes numeériques, Systeme de recommandation, Blockchain, Chatbot, Cloud

privé.
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General Introduction

Today, web technologies continue to have an ever-increasing influence on our lives, becoming
an integral part of them. The world today is characterized by its shift towards digital technology.
Where we are witnessing rapid growth in the use of modern technology and Web technologies
in all aspects of daily life. This major shift aims to improve services provided by companies to
customers.

Digital platforms provide opportunities for communication between people as well as in vari-
ous services and can also be used in electronic commerce and social networks.

For the world today, which is witnessing a fast development in the field of digital technology,
various items and services of high quality can be found in the least possible time and with mini-
mal effort, thanks to digital platforms, as for traditional methods, they are less effective and cost
a lot of effort and time .

Nowadays, finding skilled and high-quality craftsmen (such as plumbers, masons, etc.) is very
difficult using traditional means such as word-of-mouth referrals or online directories.

Based on this context, our manuscript aims at the possibility of creating a new digital platform
that facilitates the link between customers and craftsmen, as the platform will provide an easy-
to-use user interface and is in line with all segments of society . The platform also provides the
latest technologies such as chatbot, which represents customer support in the platform. The
platform also provides a recommendation system that recommends items that may be of inter-
est to users. As for the data protection and security system, we have used blockchain technology
in order to provide a high level of security and trust.

In order to deal with the growth of the platform and the joining of an increasing number of
craftsmen and customers, we have used cloud-based solutions, and thus we can manage re-

sources efficiently .
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And by combining these technologies, we aim to create a comprehensive and flexible platform
that enables craftsmen to highlight their work and enhance their presence on the Internet .
As for customers, it makes it easier for them to search for craftsmen of high quality and experi-

ence .

The manuscript is structured as follows :

Chapter One : In this chapter, we make a comprehensive study of the various types of digital
platforms, as well as studying each technology separately and the work related to this technol-

ogy, while highlighting the advantages and disadvantages of each technology .

Chapter Two : In this chapter, we will lay out the approach that we follow to build the plat-
form, in addition to explaining the structure and design of the system, as well as highlighting

the various algorithms used to build the various technologies of our platform .

Chapter Three : In this chapter, we explain the tools that we relied on in creating the platform,
as well as we describe the main functions of the platform that we developed, in addition to
evaluating the algorithms of the system, as well as highlighting the different interfaces of the

platform.



Chapter 1

WorkersSpace platform : state of the art

1.1 Introduction

In the context of creating a platform to connect craftsmen and their clients, this first chap-
ter plays an important role in creating a clear understanding of the digital platform and what its
goals and characteristics are. The chapter’s exploration of different types of platforms and tra-
ditional platforms provides a solid foundation for understanding the different ways platforms
can be structured and how they work. This knowledge can inform platform design and develop-
ment, as the dissertation can consider what type of platform will work best to connect craftsmen

to their customers.

1.2 Definition of digital platforms

They are online and web-based virtual spaces based on unique business models for exchanging
information, knowledge, goods, ideas, or services, etc. with financial or non-financial return,
e.g., Google Search, Facebook, Spotify, Youtube, Apple Store, Amazon Marketplace, Uber, Ap-
ple/Google Pay, etc [9].
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1.3 Types of platforms

As the digital platform approach continues to thrive, our engagement with these platforms has
become increasingly frequent. These platforms vary widely in their structure and function, with

their specific form and purpose being influenced by the business model employed. Examples

of successful digital platforms are:
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Type of plat- | Definition of Platforms Examples for

forms platforms

service mar- | A service marketplace or platform for online services is a | Fiverr, Upwork,

ketplace website that provides a space for individuals, profession- | and Thumbtack
als, or businesses to showcase their offered services [10].

Product mar- | A marketplace for products is a platform where suppliers | Esty, Ebay and

ketplace or vendors sell physical, virtual, and downloadable goods | Amazon

to customers [11].

Payment plat-

A payment platform is an online infrastructure that fa-

Pypal, Alipay and

form cilitates electronic money transfers and serves as a dig- | Visa
ital substitute for traditional paper-based methods, like
checks and money orders [12].
Investment A An Investment Platform is an account that is profession- | Prosper, Cir-
platform ally managed and intended to combine multiple invest- | cleUp, Lend-
ments into a single account [13]. ingClub and
AngelList

Social media

One can define a social media platform as a website or

Facebook, Twit-

platform application that allows users to create, share and discover | ter, TikTok, Insta-
content, as well as connect with other users [14]. gram

Communication The term communication platform encompasses various | Messenger,

platform methods of communication such as email, internet, tele- | Zoom, Skype
phone, and social media, among others [15].

Development | A development platform allows customers to create a per- | Windows, Linux,

platform sonalized application that can run on platform services | Mac, Ios, And An-

[16].

droid

Table 1.1: Comparison of types of digital platforms
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1.4 Classification of traditional platforms

The categorization of digital platforms based on numerous characteristics, such as their
business strategy, interaction style, governance style, and ownership structure, offers insightful
information about how they operate.

The integrator platform paradigm, exemplified by Apple’s iOS and Google’s Android, places
an emphasis on creating a unified environment where multiple programs and services may
seamlessly integrate. These platforms provide a tailored experience and seamlessly combine
hardware and software, giving consumers and developers access to a controlled environment.

As demonstrated by Linux and cloud computing initiatives, the product platform strategy
places a heavy focus on the development of underlying infrastructure or technology. Linux is a
free and open-source operating system that offers a flexible and adaptable framework for many
applications. Organizations may access scalable and flexible computing resources using cloud
computing services like Amazon Web Services (AWS) or Microsoft Azure.

Platforms like Facebook, eBay, and Alibaba leverage the multisided platform concept to con-
nect several user groups or markets. These platforms operate as middlemen, allowing inter-
actions and transactions between diverse parties to facilitate communication, commerce, and
social relationships.

Through collaborative platforms like Threadless.com and Wikipedia, collaboration and user-
generated content are promoted. By depending on the contributions and work of their user
communities to create and curate content, they foster a collaborative and participatory envi-
ronment. Console video games and competitive websites like TopCoder thrive on competition.
These platforms usually offer contests, challenges, or gaming environments where users com-
pete with one another and showcase their skills and expertise.

Governance structures differ between open and closed platforms. Decentralized decision-
making is supported by open systems that rely on user input and communal intelligence, like
Wikipedia and Linux. Since they have more centralized administration of their ecosystems,
closed platforms like Apple’s iOS and Google’s Android have tighter control over the production
and distribution of apps.

Different ownership structures are also present. Certain businesses control and operate the
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platforms that rely on IP, such Sony’s game consoles or Microsoft’s platforms. Anyone may use,
modify, and share the source code of community-driven, open-source systems like Linux and R.

If we have a deep grasp of these various facets of these platforms, we can appreciate their
unique traits, business models, and governance systems. Additionally, it helps stakeholders de-

cide whether to use, create, or participate in the complex world of digital platforms|6].
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Categories of plat- | Types of platforms Examples for
forms platforms
Integrator platform model Apple iOS; In-
Business model noCentive.com,;
Google Android
Product platform model Linux; Cloud

computing ini-

tiatives
Multisided platform model Facebook; eBay;
Alibaba
Collaborative platforms Threadless.com;
Interaction model
Wikipedia
Competitive platforms TopCoder; Video

games on con-

soles
Opened platforms Linux; Wikipedia
Governance mode
Closed platforms Apple ioS;
Google Android
Property-based platform Sony (game con-

Ownership Structure
soles); Microsoft

platforms

Open source-based platform Linux; R

Table 1.2: Comparison of categories of digital platforms [6]

1.5 Platform objectives

The internet has revolutionized the way we do business, offering new opportunities for
individuals and businesses to connect with each other. For traditional craftsmen, an online plat-

form can provide a centralized location to showcase their work and services, offering benefits

8
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such as secure transactions, reputation building, and promotion of traditional crafts.

* Providing a centralized location for craftsmen to showcase their work and services: An
online platform can bring together various craftsmen from different regions, specializa-
tions, and backgrounds. By creating a centralized location for their work and services, it
becomes easier for clients to find and learn about them. This can include details such
as their portfolios, reviews, ratings, contact information, and pricing. A well-designed
platform can also help craftsmen differentiate themselves and their offerings from oth-
ers, which can be particularly helpful for those who may not have a physical storefront or

online presence.

* Making it easier for clients to find and hire the right craftsmen: For clients, an online plat-
form can be a one-stop shop for finding and hiring the right craftsmen for their needs.
By providing advanced search and filtering options, clients can easily narrow down their
search by location, type of service, pricing, and other factors. They can also compare and
contrast different craftsmen based on their reviews and ratings, making it easier to make
an informed decision. This can save clients time and effort and provide a better overall

experience.

* Creating a platform for craftsmen to build their reputation and establish themselves as
experts: By showcasing their work and services on a reputable online platform, craftsmen
can build their reputation and establish themselves as experts in their field. This can help
them stand out from competitors and attract more business opportunities. Reviews and
ratings from previous clients can also serve as social proof, which can help to further so-
lidify their expertise and skill level. A well-designed platform can also provide resources

and tools to help craftsmen market themselves and their services more effectively.

 Offering a secure and reliable platform for transactions between clients and craftsmen:
One of the most important aspects of an online platform for craftsmen is ensuring that
the platform is secure and reliable for transactions between clients and craftsmen. This
can include providing secure payment options, clear terms and conditions, and dispute
resolution mechanisms. A trustworthy platform can help build trust between clients and

craftsmen and provide a better overall experience for all involved.

9
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e Promoting traditional crafts and supporting the preservation of cultural heritage: Finally,
an online platform for craftsmen can help promote traditional crafts and support the
preservation of cultural heritage. Providing a platform for craftsmen to showcase their
traditional skills and techniques, can help to ensure that these crafts continue to thrive
and evolve in the modern world. This can be particularly important in areas where tradi-

tional crafts may risk disappearing due to a lack of demand or interest.

Overall, an online platform for craftsmen can provide many benefits for both craftsmen and
clients. By bringing together a diverse range of skills and services in one place, it can make
it easier for clients to find the right craftsmen for their needs and help craftsmen to establish
themselves as experts in their field. It can also help to promote traditional crafts and support

the preservation of cultural heritage.

1.6 Characteristics of good platform

A good platform is one that is able to effectively facilitate interactions between users ,
while simultaneously delivering benefits to all users. The following are some essential features

of a good platform:

* Scalability: The capacity to scale up is a vital attribute of a quality platform, as it should be
capable of accommodating a burgeoning user base without compromising its operational

efficiency .

* Flexibility : Adequate flexibility is an essential characteristic of a superior platform, as it

should have the ability to adapt to diverse users and their unique requirements .

* User-centric : An ideal platform ought to concentrate on delivering a user-centric expe-
rience , where the user’s needs and preferences are given priority. This involves ensuring
that the platform is user-friendly and intuitive, making it effortless for users to engage with

and navigate through the platform .

* Openness: Transparency and openness in governance are crucial elements of a good plat-

form. It should provide users with a platform that is governed in an open and transparent

10
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manner, where users can have a voice and contribute to the decision-making process.
This promotes a sense of community and trust among users, and allows for a more demo-

cratic approach to platform management .

 Security : Ensuring the security of user data and transactions is of utmost importance for
a good platform. It should prioritize safeguarding user information and transactions by
implementing robust security measures. This helps to build user trust and confidence in
the platform, and protects users from potential risks and vulnerabilities associated with

online transactions .

* Reliability : is a key aspect of a good platform. It should be dependable and operate with
minimal disruptions and downtime. This helps to ensure that users can access the plat-
form when they need it, without any issues or delays. A reliable platform instills confi-

dence in users, and enhances their overall experience and satisfaction with the platform.

* Interoperability : A good platform must possess the ability to integrate with other plat-
forms and services seamlessly, thereby promoting interoperability. This integration allows
users to experience a more comprehensive and streamlined process, where they can ac-
cess different services and platforms through a single interface. The benefit of interop-
erability is that it enables users to capitalize on the strengths of multiple platforms and

services, resulting in a more potent and efficient solution .

e Innovation : is a crucial element of a good platform. It should continuously evolve and
introduce new features and capabilities to remain ahead of the competition and ful fill the
evolving needs of users. By embracing innovation, the platform can deliver unique and
innovative solutions that set it apart from competitors, and provide users with a fresh and
exciting experience. This ensures that users stay engaged and satisfied with the platform

and encourages them to remain loyal over time .

* Accessibility : is an essential aspect of a good platform. It should be designed to cater
to a diverse range of users, including those with disabilities or limited access to technol-
ogy. This involves ensuring that the platform is easy to use and navigate, with features and

tools that enable all users to access and engage with the platform. By prioritizing acces-

11
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sibility, the platform can provide an inclusive experience for all users, irrespective of their

background or technological abilities .

* Responsiveness : is a crucial aspect of a good platform. It should actively seek and re-
spond to user feedback, continuously improving and evolving to meet changing user needs.
By incorporating user feedback, the platform can refine its features and functionalities,
providing a more tailored and satisfying user experience. Additionally, by demonstrating
responsiveness, the platform can foster a strong relationship with its user base, instilling

a sense of loyalty and trust in the platform .[17] .

1.7 Related works

In this section we present some similar works related to our web application with all the part
of our work, so each part of our platform we present some related works to this task to make
a comparisons and learn from various works. So, each part of our work discusses the problem

definition, the solution, and some similar works.

1.7.1 Digital Platform

First of all, this task related to build a website which is the main part. In the next subsections we

discuss the problem and the solution and some related works comparative study.

1.7.1.1 Problem Definition

* Finding reliable and skilled professionals for home repair and maintenance tasks can be

challenging in today’s fast-paced world.

* Traditional methods of finding and hiring craftsmen can be time-consuming and unreli-

able.
e Many people feel frustrated and unsure of whom to trust when searching for craftsmen.

* Urgent home repairs and maintenance tasks can lead to further damage and expense if

delays occur in finding a suitable craftsman.

12
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* The difficulty of finding craftsmen in big cities.

1.7.1.2 Synthesis comparative study

Digital platforms have gained significant attention over the past few years due to their ability
to connect customers with service providers efficiently. Two of the most successful digital plat-
forms in the home services sector are TaskRabbit and Thumbtack. Both platforms allow cus-
tomers to find reliable and skilled professionals for home repair and maintenance tasks with
ease. They offer different features and business models, which have resulted in various out-
comes. To gain a better understanding of these platforms and their differences, a comparative

study is necessary, and provide an analysis of their similarities and differences.

13
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Name of Platform Taskrabbit Thumbtack
URL https://www.taskrabbit.com https://www.thumbtack.com
Headquarters San Francisco San Francisco
Definition Focus more on one-off tasks and odd | Thumbtack’s primary focus
jobs. For example, installing a TV, | is on services related to
putting together furniture, planting | homes, such as installing
flowers, or cleaning a specific room | floors, painting interiors
in the house. and exteriors, and cleaning
houses.
Services +20 +2000
Pricing 25.00 dollar registration fee Only pay for leads that you
pursue and other pro fea-
tures like targeted advertis-
ing
Review System Users leave reviews and ratings on | Users leave reviews and rat-
job completion ings on job completion
Customer Services Very responsive. Users can connect | Very responsive. Users can
with pros only through the app or | connect with pros only
website through the app or website.
Customer Services No work experience required Work experience required

Table 1.3: Comparison between Taskrabbit and Thumbtack

1.7.2 Chatbot for customer support

Sometimes customers have inquiries or require information regarding the services offered to

them, because of that we made a chatbot to handle the queries of the client on the platform that

we proposed.
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1.7.2.1 Problem Defintion

Traditional customer service methods such as phone and email support can often be time-
consuming, but traditional customer service channels such as phone or email can often lead to
long wait times and delayed responses. This can lead to frustration and dissatisfaction among
customers, which can ultimately impact a company’s reputation and bottom line. Another chal-
lenge is the need to provide consistent and accurate information across multiple channels, such
as phone, email, social media, and chat, which can be difficult to manage and can lead to con-
fusion for both customers and support teams. One of the biggest problems in customer service
is the challenge of providing fast and efficient customer service. Customers may have questions
or problems that need to be resolved quickly. The primary problem for chatbots in customer
service revolves around their ability to understand and interpret natural human language accu-
rately. This issue, commonly known as the Natural Language Processing (NLP) problem, arises
due to the inherent complexity, ambiguity, and variability of human communication.

When creating a website for craftsmen or any other website, there is always a request and
concerns of interest to customers at any time, meaning that any inquiry from any customer
may be at any time, and this must be taken care of by those in charge to develop and ensure
customer satisfaction and service at any time, and at the same time this is a challenge on how to
make a chatbot in terms of accuracy and customer service. Chatbots provide a range of benefits
to customers by improving the customer experience and delivering faster, more personalized

service. and it make easy ask and get the responses.

1.7.2.2 Natural Language Processing:

NLP is a sub-field of Artificial Intelligence (Al), it make the machine process and understand
the human language, NLP provide methods and techniques to dealing with human language by
process and understand this language[18].

There are many problems NLP is used to solve such as language translation, question answering

problem and more.
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1.7.2.3 Benefits of customer support chatbot

Chatbot very important and useful in case of customer services, chatbot offer these services :

 Faster response times: Chatbots can handle multiple queries at the same time, resulting

in faster response times compared to human agents.

* Cost-effective: Without the need for additional staff, resulting in cost savings for busi-

nesses.

* Availability all time: Customers have access all times. This can improve customer sat-
isfaction. Chatbots have the capability to gather customer information and utilize it to

customize interactions, resulting in a more individualized experience for every customer.

1.7.2.4 History

One of the first chatbots was ELIZA, Eliza developed in the 1960s by Joseph Weizenbaum at MIT
[19] ELIZA chatbot used a simple pattern-matching algorithm to simulate conversation and us-
ing scripted responses. and after the 1990s, chatbots were primarily used in customer service
and supportroles, providing automated responses to frequently asked questions. After that chat
robots are becoming more and more advanced and more complicated. chatbots becoming more
common in our life. Virtual assistants such as Apple Siri, Alexa are becoming more popular. In
recent years, chatbots have become sophisticated with the advent of artificial intelligence, natu-
ral language processing and machine learning techniques. And with the advent of transformers,
robots gained more sophisticated capabilities and greater computational power. And in recent
months, chatgpt By 'OpenAl’ [20] appeared and it revolutionized the field of Al, this is because
chatgpt can perform difficult and complex tasks such as written code, solve problems, written

paragraphs about anything, and more.

1.7.2.5 Types of chatbots

There are many approaches to build a chatbot for customer support like:

* Rule-Based: Based on predefined keywords that bots understand, this type of bots the

system operates based on specific rules, this chatbot system cannot effectively answer
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questions if the input pattern does not match the predefined rules [21], the bot’s response
is static. While it’s simple, it solves most repetitive tasks such as: Canceling an order or

requesting a refund[22].

* Retrieval based: These models are designed to retrieve relevant information from a given
dataset of textual information, based on the user’s input. These models typically use deep

learning algorithms[23].

* Generative based: This approach under the category of the models have the ability to

generate new sentences as a response to user input [24].

1.7.2.6 Synthesis comparative study

In [25], the authors have proposed an online chatting system (chatbot) using a knowledgeable
database for college inquiries using pattern matching, and this chatbot did not use advanced Al
methods like machine learning and deep learning it is just a rule based chatbot. The application
allows students to stay up-to-date with the latest cultural events at the faculty. this application is
for College student, staff and parents. the first objective of this chatbot is to minimize the time
required to solve the quries. and the second is To give response to the user based on queries.
and finally to simplify communication between user and machine.

Another study in this paper [26], they develop a chatbot called FedBot it is a retrieval based
chatbot using transformers, the main idea in this article is applying federated learning to share
models parametres without sharing data. federated learning is using to protect user privacy.
so FedBot is able to train a machine learning model to understand user conversations without
having to access the data itself. by using federated learning all the clients participating data is
protected so FL is about reducing privacy risks.

The authors in [27] made a conversational system for customer support , they worked with
sequence to sequence with encoder and decoder as a LSTM neural networks , the LSTM is
trained on a twitter conversation dataset, after feed the input request into the model the re-
sponse is generated.

A pipeline optimization approach based on a deep learning-based open-source chatbot sys-

tem called ArRASA proposed by [28] using the open source RASA framework to interact with
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users. the work is devided into four global parts which is tokenization , feature extraction, in-

tent classification , entity extraction.

Type of | Rule-based Retrieval-based | Generative- Hybrid
chatbot based
Methods Knowledgeable Transformers Sequence to se- | Framwork based
apply database and | and  federated | quence model on transformers
pattern match- | learning
ing
Objectives | Online chat- | Customer Sup- | Conversational Arabic customer
ting system for | port system for cus- | support
college inquiries tomer service on
social media
References | [25] [26] [27] [28]

Table 1.4: Related work comparison studies for Chatbots

So, our work is to build a retrieval-based chatbot to handle customer support part of the web-
site. We have used transformers and extractive question answering task to build this chatbot, so

it consider as a retrieval-based chatbot because it extract the answer from a given document.
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1.7.3 Blockchain for data protection

This task about build a network based blockchain to ensure security data of our customers.

1.7.3.1 Problem definition

The data collected through our platform always faces the problem of protecting it, because the
biggest concern of electronic platforms is data protection, because in our platform there is
a need to protect the job applicant’s portfolio and the entries and data of both participants
as well all other important concerns safely at all levels. Due to the constant demand for the
data available on our electronic platform, ensuring security is of paramount importance and
this is ensured by the blockchain application. Because of the decentralized system, data can-
not be hidden, altered or destroyed, so improving security is paramount. Weak security will not
work as registrants can be vulnerable to information and identity theft hackers. Sensitive infor-
mation such as ID number and personal details are at risk, but thanks to blockchain technology,

data becomes more secure

1.7.3.2 Synthesis comparative study

Name of Platform Everledger IBM Food Trust

Blockchain Type public blockchain[29]. uses a permissioned

blockchain [30].

Consensus algo- | Proof-of work (Pow)[29]. Practical Byzantine Fault Tol-

rithme erance (PBFT) [31].

Security Features Data integrity :no manipulation or | creating a tamper-proof
deletion of records[29] . record of transactions in the

food supply chain [30].

Industry Adoption tracking and authentication of high- | Track the path of food from
value assets, particularly diamonds | producer to consumer([30].

and other precious gemstones [29].

Scalability Difficult to expand[29] . Easy to expand.[30].

Table 1.5: Comparison of two applications using blockchain
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Blockchain Type: Both ibm food and everledger use public blockchains as all nodes have the
same influence in the network, which has an impact on scalability [29][30].

Consent algorithme: Everledger uses a proof of work approval mechanism whereby all nodes
are equal in proof of work, which is a relatively new and untested algorithm. . IBM Food Trust
uses a consensus mechanism called Practical Byzantine Fault Tolerance (PBFT), which is a proven
and secure algorithm to ensure the integrity of the blockchain [29][31] .

Security Features: Both Everledger and IBM Food Trust prioritize strong security measures.
While Everledger emphasizes data safety, preventing tampering and deletion of records, IBM
Food Trust focuses on creating tamper-proof transactional records in the food supply chain,
ensuring the safety and authenticity of food products[29][30].

Industry Adoption: IBM Food Trust focuses on tracking the path of food from the producer
to the consumer, ensuring transparency and traceability in the food supply chain. On the other
hand, Everledger specializes in tracking and authenticating high-value assets, specifically dia-
monds and other precious gemstones[29][30].

Scalability: Everledger and IBM Food Trust are both designed for scalability but have differ-
ent approaches. everledger uses a public blockchain, which can be more difficult to scale, while

IBM Food Trust uses an approved blockchain, which is easier to scale[29][30].

1.7.4 Recommendation system

A Recommender System (RS) is a type of software that helps users find items they might
be interested in from a large pool of choices. These items could be anything from movies and
restaurants to books and craftsmen. RS uses various methods to determine a user’s interest in
an item. One way is through ratings, which are scores that users assign to items. Another ap-
proach is to look at the similarity between an item and the ones that the user has previously
shown interest in, particularly in the case of textual domains. To provide personalized recom-
mendations, RS uses complex algorithms and techniques to analyze user behavior, resulting in
a better experience for the user.

Recommender Systems use user profiles to store their preferences about items that align
with their interests. These profiles typically comprise a set of ratings and/or a set of keywords

representing users’ interests. Ratings range from 1 to 5, with higher numbers indicating higher
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levels of interest. Meanwhile, keywords are automatically extracted from the texts that users
have consumed in the past. To recommend items of interest to users, ratings are first aggregated
through a series of computations to measure users’ similarity. Texts are then matched against
the user profile, and the most similar texts are recommended. Additionally, the keywords in
the user profile can have weights assigned to them, indicating how much the user values each
keyword.

Recommendation techniques have become essential for big companies like Amazon, eBay,
and Netflix as they assist in estimating the potential preferences of their customers and recom-
mending relevant products or items to them. The accuracy of these recommendations has a
significant impact on the commercial success of these companies, ultimately driving revenue
and customer satisfaction.

Recommendation systems can be divided into three main types: Content-Based (CB), Col-
laborative Filtering (CF), and Hybrid Recommendation. (CB) systems recommend items that
are similar to items that the user has liked in the past. Recommendation systems based on (CF)
recommend items based on the preferences of similar users.

(CF) suffers from a "cold start" problem, which is the difficulty in making recommendations to
new users or items with little or no data, and This problem is common in recommendation sys-
tems, where the algorithm must learn the user’s preferences from scratch .

The hybrid approach in recommendation systems combines both (CB) and (CF) techniques to
provide more personalized recommendations. The choice of approach depends on several fac-
tors, such as the type and size of the dataset, as well as the preferences of the user. By integrating
both (CB) and (CF) techniques, hybrid systems can leverage the strengths of each approach to
overcome their limitations and provide better recommendations to users.

For our project, we used the collaborative filtering technique and the content-based filtering
technique, which is based in our work on the TF-IDF technique , TF-IDF is a valuable tool used
in various areas such as content-based filtering, text mining techniques, and other contexts re-
lated to information retrieval. The acronym stands for "Term Frequency - Inverse Document
Frequency". It is a statistical measure used to determine the relevance of a word to a document
within a collection of documents. Typically, a weight is calculated for each word that indicates

the significance of the word in the document and the corpus. This approach is a widely used
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technique in text mining and information retrieval [32] , [33].

Collaborative Fa/b‘ﬁ/}gy

Rating by both Users

Similar Users

Figure 1.1: Collaborative Filtering .
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Content - Based ﬁ/feﬁ/}(fr

Research by User

Figure 1.2: Content-based Filtering .

1.7.4.1 Problem definition

The advent of recommendation systems has revolutionized the way users interact with websites
and online platforms. Before these systems, websites faced several challenges that negatively
impacted user engagement and satisfaction, as well as business revenue. In this context, we will
discuss some of the problems that websites encountered before the introduction of recommen-

dation systems :
* Low user engagement.

* Poor user experience.
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¢ Low conversion rates.

e Manual searching through large catalogs of products or content leading to frustration and

potential abandonment.

e Lack of personalized recommendations resulting in users leaving the website without mak-

ing a purchase or engaging with the content.
¢ Lost revenue for businesses and lower customer satisfaction.

e Limited means of gathering and analyzing user data to improve offerings and increase

user engagement.

1.7.4.2 Synthesis comparative study

In recent years, digital platforms have become increasingly popular for their ability to connect
customers with relevant products and services. Among these platforms, two of the most suc-
cessful recommendation systems are Netflix and Amazon. Both platforms use recommenda-
tion algorithms to suggest content and products that are tailored to each individual user. De-
spite their similarities, these platforms have different features and business models, resulting in
different outcomes. A comparative study of these platforms can provide insights into the effec-
tiveness of their recommendation systems, and the strategies that they use to drive engagement
and customer satisfaction. In this table , we will analyze the similarities and differences between

Netflix and Amazon’s recommendation systems.
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Name of Plat-

form

Netflix

Amazon

Definition of

Netflix is a streaming service that operates

It is an e-commerce and cloud

platforms on a subscription model, enabling its mem- | computing website founded by
bers to watch a variety of TV shows and | Jeff Bezos and is headquartered
movies on any internet-connected device. | in Seattle, Washington. It is the
world’s largest online retailer by
total revenue and market capi-
talization.
The method | - Collaborative Filtering - Content-based filtering
used - Content based filtering: - Item-to-item collaborative fil-
Personalized Video Ranking (PVR) /Top-N | tering
Ranking /Ranking of interesting content for | - Bandit-based algorithm
further viewing /Popular movies ranking | - Casual interference algorithm
(34]
Application These types of algorithms can be applied in | These types of algorithms can
domain different platforms ( such as YouTube, Tik- | be applied to different plat-
Tok...etc). forms such as electronic stores
(such as AliExpress, Alibaba...)
and these algorithms can also
be applied to service platforms
(such as Taskrabbit, Thumb-
tack...etc).
Problem The lack of success of the Netflix rec- | Amazon service is not available
treated ommendation system algorithms in some | in some countries. producer to
countries, such as India, despite the reduc- | consumer
tion in the subscription price. [35]
The limits Limited ability to recommend niche or non- | Users may find the recommen-

mainstream content

dations too limited.

Table 1.6: Related work comparison
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1.7.5 Private cloud

This task about building a private cloud to deploy the entire website on it. And make virtual

machines to connect on the same network.

1.7.5.1 Problem definition

The task is to create a private cloud infrastructure for hosting a website and its database. Addi-
tionally, the goal is to deploy virtual machines (VMs) that are pre-configured and ready-to-use
for website developers. Each developer should have access to their own VM according to their
individual needs. The infrastructure should be designed with a focus on scalability, reliabil-
ity, and security. The solution should consider the availability of open-source cloud platforms,
such as Eucalyptus, OpenStack, and OpenNebula, as well as the specific requirements and con-
straints of the organization.

Private cloud Definition: The private cloud is a form of cloud computing which benefits
from the same advantages offered by public clouds, such as scale and self service, but using
proprietary architecture. In contrast to the public cloud, which provides services to multiple
organizations, a private cloud, also known as an internal or corporate cloud, focuses on the

needs and objectives of a single organization [36].

1.7.5.2 Synthesis comparative study

This comparative study explores the similarities and differences among three popular open-
source cloud computing platforms: Eucalyptus, OpenStack, and OpenNebula. The study com-
pares these platforms in various aspects such as their origin, community support, architecture,
relation with Amazon, cloud implementation, programming/scripting language, hypervisors,
operating system support, databases, image management, and VM migration. The study also

notes that OpenStack has the largest active population among the three platforms.
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Criteria Eucalyptus OpenStack OpenNebula
Origin and Commu- | Originated from UCSB; | Foundation-led project | Funded by European in-
nity Support Powerful community for | with broad industry | frastructure grants; Sup-
development and fixing | support; Large global | ported by large compa-
community nies
Architecture Fragmented, distributed | Fragmented, distributed | Classical cluster-like ar-

architecture with five

architecture with three

chitecture with front end

components core software projects and set of cluster nodes
Relation with Ama- | Embraces AWS API Built-in  management | Embraces AWS API
zon tools with native REST-
ful APIs; AWS EC2
compatibility API

Cloud Implementa-
tion

Private cloud platform

Private and public cloud
platform

Hybrid cloud platform
with private and public
cloud capabilities

Programming / | Primarily written in C | Written in Python and | Uses multiple languages
Scripting Language | and Java; Euca2ools | Unix Shell; Uses C++, | including C++, Ruby,
written in Python Ruby, and Java and Java
Hypervisors Compatible with Xen | Compatible with many | Supports Xen, VMWare,
and KVM hypervisors hypervisors  including | and KVM hypervisors
KVM, Xen, LXC, QEMU,
and Hyper-V
Operating System | Supports Linux and im- | Supports CentOS, De- | Supports CentOS, De-
Support ages of Windows and | bian, Fedora, RHEL, | bian, Fedora, RHEL, and

Linux

open-SUSE, SLES, and
Ubuntu

Ubuntu

Databases

Uses PostgreSQL

Supports any database
supported by  SQL-
Alchemy but commonly
uses SQLite3, MySQL,
and PostgreSQL

Supports SQLite back-
end in previous versions
and now uses MySQL
backend

Image Management

Uses Euca2ools for man-

Uses OpenStack Image

Uses image repository or

aging images service (glance) for dis- | datastores for managing
covering, registering, | images
and retrieving images
VM Migration Does not support VM | Supports VM migration | Supports VM migration
migration from one resource to an- | from one resource to an-
other other
Miscellaneous Has a powerful commu- | Largest active popula- | Supported by large com-
nity; Second largest ac- | tion; Largest global com- | panies

tive population

munity

Table 1.7: Comparison of Eucalyptus, OpenStack, and OpenNebula [7]
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1.8 Conclusion

Through this chapter, we've seen some ideas about digital platforms and the difference
between them. We have also identified problems and gaps in the market that our platform can

fill. In the next chapter we will introduce and analyze the basic structure of the system.
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Chapter 2

Design and Contribution

2.1 Introduction

This chapter focuses on the design and contribution of the proposed architecture of our
platform. It starts by presenting an introduction to the proposed architecture, explain its com-
ponents and how it works, and provide UML diagrams to envision the architecture. Additionally,
this chapter discusses the algorithms and techniques used in the proposed architecture. Finally,
we conclude by summarizing the proposed architecture and its contributions to the platform or

system.

2.2 Proposed architecture

In this manuscript we decide to build a platform that act as intermediary between clients
and craftsmen. In fact, this platform is a web application that provide services to ensure cus-
tomer satisfaction, so we decide to develop systems inside this website which is an chatbot and
recommendation system and use the blockchain technique to ensure the security data and all
of this work hosts in a private cloud, so our architecure divided by five parts which is a digi-
tal platform and recommendation system and chatbot and a security data and a private cloud
based, we have describe in details each part of this work in the next section which is architecture
description.

Our architecture will be mainly focused on three layers as explains in figure 2.1 the general ar-

chitecture of our proposed platform.
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End User Layer

Processing Layer

Website Management

Customer services

User Management
Project Management

Search and Discovery
Admin Management

Customer Support

Data Preprocessing

Intent Classification
Answer Retrieval

Translation API

Recommandation System

Data collection
Cleaning Data
Data preprocessing
Recommandation engine

Top-N Recommandation

Security Data

Get Transaction
Encrypt the Data

Proof of work

Create Block

Figure 2.1: General architecture

Data Layer

p

-]
=

=

= <

-]

Private Cloud

Hosting Website
Database Server
Providing VMs to developers
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End-user layer: Is responsible for providing the user interface components for user inter-

action. This layer contains various user interface elements such as buttons, menus, forms and

other graphical elements that allow the user to interact with the platform. It mainly focuses on

the user experience and usability of the platform.

Processing layer: Is responsible for providing the application logic for request processing

and data processing. This layer contains the algorithms, procedures, and rules that allow the

platform to serve user requests and process data accurately and efficiently.

Data layer: Is responsible for storing and managing platform data. In this case, the data

plane is hosted in a private cloud that provides a secure and scalable environment for data stor-
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age and management. A private cloud is also used to host the website, providing a reliable and
accessible platform for user interaction.

Typically, these layers work together to create an online platform that offers a seamless user
experience while efficiently processing and managing data. The end user layer provides the user
interaction interface, the process layer provides the application logic for handling requests and
data processing, and the data layer provides a scalable and secure environment for storage and

data management.

2.2.1 Architecture description

In this section we describe each layer that we proposed in the previous section, our proposed
architecture consists of :

Private Cloud Infrastructure (Data Layer): where we will be hosting our website and database
which will be a blockchain that secure our customer’s data.

Processing Layer: This layer contains the platform application logic. It handles user requests
and interacts with the underlying database. Our platform layer consists of several components,
including:

Website services:

1. User Management: This component is responsible for managing user authentication, reg-

istration, and account information.

2. Project Management: The project management component is responsible for managing

the project from its inception to completion.

3. Messaging: This component is responsible for managing the communication between

users and craftsmen through message threads.

4. Search and Discovery: The search and discovery component is responsible for the search
and discovery functions. Includes keyword research services, and category based search.
This component also recommends services and service providers to users based on their

search history and preferences.
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5. Admin Management: Admin management involves overseeing user accounts, content

moderation, and platform settings, ensuring smooth operation and security.
Customer support (chatbot):
1. Processing message
2. Understand the intention
3. Retrieve the response
4. Translation API

Security data (blockchain):

. Get the transaction

[a—

[\

. encrypt the data
3. Proof of work

4. create a block

Recommendation system:
1. Data Collection.
2. Data Cleaning.
3. Data Preprocessing.
4. Recommendation engine.
5. Top-N Recommendation.

End User Layer: The final layer encompasses the user interface (UI) elements that engage with
the user. Its purpose is to exhibit information and gather input from the user. This layer com-
prises a versatile website designed to adapt to various devices such as laptops, smartphones,

and tablets.
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2.2.2 Platform Process

Our proposed "WorkersSpace’ platform divided into five differents parts, as we can see in this
figure 2.2. In this section we explain the process steps to build each one of these systems of the

work in details.

WorkersSpace

b ( Customer Support Reco;n;;r:gatmn ) 4

Data Security .:Z: :Zf Private Cloud

Figure 2.2: Global parts of the platform

2.2.2.1 Customer Services Platform

The platform architecture is designed to provide a comprehensive solution for users looking to
connect with skilled craftsmen and complete projects in a reliable and efficient manner. The ar-
chitecture consists of four major components that work together seamlessly to provide a seam-

less user experience.

1. User Management
In this platform, user management refers to the processes involved in creating, maintain-
ing, and updating user accounts. This includes the registration process, login mecha-

nisms, authentication, and profile management.

(a) Registration

Users can create an account on the platform by providing basic information such as
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(b)

(c)

username, email address, password, and user type (craftsman or customer needing a
craftsman). If the type of user is a craftsman, the system also requests additional in-
formation such aslocation, phone number, craft name, years of experience, diploma,
a personal picture and his accounts on social media sites, if any. Once a user submits

their registration information, the system sends an email to verify their identity.

Login and Authenticate
The platform uses a secure login and authentication mechanism to ensure that only
authorized users can access the platform. Users can log in with their username and

password.

Profile Management
Users can manage their profile information within the platform. This may include
updating personal information such as name and contact details, as well as adding

or removing services they provide.

2. Project Management

Project management is an important component of the platform. It involves managing

the life cycle of a project, from its creation to its completion. Here are some more details

about the project management component of the build:

(a)

(b)

(©

Create a Project
When a client places a craftsman hiring request, they provide details such as project
description, location, and date for the project. This information is stored in the

database and the request is sent to the craftsman.

Project Acceptance
The craftsman has the option to accept or reject the project. If the craftsman accepts

the project, he communicates with the craftsman.

Project Completion
Once the project is completed, Craftsman marks the project as completed on the

platform. The client is notified, and has the option to review and rate the craftsman.
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3. Messaging
Messaging is an important feature of the platform that facilitates communication between
clients and craftsmen. It allows them to exchange messages, clarify assignment details,
discuss schedules, and negotiate prices.
The messaging feature of the platform is designed to be simple and easy to use. and

Adding the feature of notifying users of new messages.

4. Search and discovery
Search and discovery is an important component of the platform, as it helps users find
artisans quickly and efficiently. The platform leverages several technologies to enable ef-

fective search and discovery, such as:

(a) Search by keyword
Users can search for craftsmen by entering keywords such as: craft name, state and

municipality name. Making it easier to find and hire someone nearby.

(b) Recommendations
The platform uses machine learning algorithms to provide personalized recommen-

dations for craftsmen based on users’ past search history and behavior.

(c) Categories
The platform categorizes craftsmen into different categories, such as masonry, painter,

electrician, plumber and so on. making it easier for users to find relevant craftsmen.

The search and discovery component of the platform is critical to the success of the plat-
form as it helps users find suitable craftsmen quickly and efficiently, resulting in increased

satisfaction and frequency of use of the platform.

5. Admin Management
Administrative management is an important aspect of a digital platform that involves
managing administrative tasks and privileges within the system. Here are the main com-

ponents of admin management in a digital platform:
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(a) Administrator Dashboard
The Administrator Dashboard provides a centralized interface for managing and mon-

itoring various aspects of the platform.

(b) Reporting and Analytics
The Administrator Dashboard provides reporting and analytics capabilities to track
key platform metrics, user activity, and performance indicators. This helps adminis-

trators make data-driven decisions and identify areas for improvement.

(c) Support and Communication
Administrators are equipped with tools to communicate with users, handle support

tickets, and provide assistance when needed. using messaging systems.

(d) Security and data management
Administrators play an important role in ensuring the security of the platform and
user data. This includes implementing security measures, handling data backups,

and addressing any security holes or breaches.

Effective administrative management is essential to maintaining the smooth operation of
the Digital Platform, ensuring user compliance, resolving disputes, and providing timely
support. Administrators serve as the backbone of the platform, overseeing its perfor-

mance and maintaining its integrity.

2.2.2.2 Chatbot for customer support

To make an intelligent bot we must have a dataset and choose one of the architecture to make
the model train on this data, then the model can be used for prediction, in this part we explain

the process of training and using the model.

1. Training : To build any deep learning model must feed into this model a data to train on
this data and make predictions, but in first we must clean and prepare this data to get

ready for training.

¢ SQuAD dataset
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We choose squad the version 1.1 dataset it is the stanford question answering dataset,
it consist of more than 100K pairs of question and answers, it came from wikipedia
articles, the dataset contain contexts questions answers and the answer is some-

where in the context [2].

¢ Data preparation and preprocessing: We have two different model with two differ-
ent architecture, we build a dataset with combination of [37] and some necessary
intents from another customer support dataset [38] and [39] and we use squadl.1
[40] dataset to fine tune transformer model, the first dataset that we build is a pat-
terns of questions and their tags, the preprocessing task is to remove stop words and
use tokenization and lemmetazing and bag of words, first of all is read the data and
and remove stop words and apply the tokenization and lemmetazation and convert
the result into a bag of words to feed it into the model to train, and for the trans-
former model we get the data which is squad dataset and process this dataset by
apply tokenizer of this pretrained model, we tokenize the context and question, this
is by add special tokens [CLS] (classification taken) and [SEP] (separator token) , after
that we encoding the tokenized input into numerical representation that BERT can
understand, BERT requires two additional input tensors: segment IDs and attention
masks, after that the data is going to be ready to fine tune transformer BERT model

on it.

We use on this work two kind of deep learning models the first is a feed forward network
for intent prediction and the second one is a transformers BERT model for questions an-

swering task. here is the details of the training for each of these models:

(a) Intent Classification: Two reasons to choose this model for intent prediction, the
first is to increase the accuracy of the question answering model, and the second
reason is as we know the input of the pretrained model has a limit of 512 Token, and

our database of course is bigger than that.

* Define the architecture of the model : We have created an Multilayer percep-

tron (MLP) architecture with one input and output layer and two hidden layers.

* Train and save the model: After we have preprocess the data and build the ar-
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chitecture we must feed this results into the model to train, after the training is

finish we saved the model for use it later for the inference.

(b) Pretrained Model: We have used more than one of the pretrained models on hugging
face, we decide to fine tune these pratrained models with SQUAD dataset version 1.1

[40]. here is the steps to fine tune the model (all models passe by the same steps):

i. Load the pretrained model: After the prerocessing of the dataset we use one of
the base models of the hugging face by loading the model using the "TFAuto-
ModelForQuestionAnswering’ class to get BERT ready to fine tune on question
answering.

ii. Train the model and save it: After loading the model and preprocess the dataset
we feed the results into the model to train on this dataset. the model saved after
each epoch automatically into my hugging face account by using 'PushToHub-
Callback’ class. This for save the model in case the training stopped and we can

load it directly from hugging face.

figure 2.3 explain the process of the customer support models training.
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L Intent Classification 1 L Question answering W

Load The Model from
Hugging face

Figure 2.3: Training the models of chatbot

After the training ends, we can use the models to make predictions, the next part is how

can we use this models for the inference:

2. Using the Models: After the training we save the models, and we can use the models to

predict, here is the description of the prediction process.

(a) Get message (sentence): Getting request (message) from the user interface, In first
it is important to detect the language that the user write the message with, to using

this language in the response.

(b) Translation the message : Detect the language of the message and translate the mes-

sage into English.

39



WorkersSpace: Design and Contribution

(©

(d)

(e)

()

(g

Process the input: Apply natural language processing (NLP) methods to this sen-
tence, we use tokenization and lemmatizing and bag of words, all of this before the

prediction.

Predict the intention: After the preprocessing of the sentence that the user send, our
model must understand the intention, here the intention is from what phrase the
model can extract the answer. the intent is the number of phrase where the model

can find the answer.

Question answering model: This model take two inputs the context and the ques-
tion of the user, the model is fine-tuned with extractive questions answering task
which is must get two inputs, the first is the global context and the second is the
question, the model can extract the answer from the context that we provide as a

database in a json file.

Extract the answer: Based on the two inputs the model can extract the answer from
the database which is contain some phrases (contexts), after the model get the ques-

tion predict the start and the end of the answer from the context.

Display the response: After extracting the answer which is the response of the user
input, The answer appears in the user interface.

Figure 2.4 describe the inference part by using the model.
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Figure 2.4: Prediction steps of chatbot

3. Used Algorithms

Here we describe the algorithms that we apply to build a retrieval-based chatbot using

deep learning technique.

¢ Trasformers

Deep learning is a subfield of machine learning, and both are subsets of artificial in-
telligence (Al), deep learning focuses on training artificial neural networks on datasets.
In 2017 paper known as "attention is all you need"introduced a new type of neural
network architecture, this architecture is designed to process the input data such as
natural language processing in the tasks like translating, summarizing, text classifi-
cation and others. The transformer architecture, introduced by the "attention is all
you need" paper, consists of multiple layers of self-attention and feed-forward neu-

ral networks, the main idea of the transformers is self-attention, which allows the
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network to take an attention to all the different parts of the sequence, so the trans-

formers can process the entire input sequencel[1],[41],[42].
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Figure 2.5: Transformers Architecture [1].

¢ BERT (Bidirectional Encoder Representations from Transformers)

BERT is a pre-trained language model introduced by Google researchers in the paper
"BERT: pre-training of deep bidirectional transformers for language understanding",
BERT follow the transformers architecture which means BERT use a self-attention
mechanism [1], the meaning of bidirectional that BERT using is considering left and
right of the context during pre-training. the main idea behind BERT is pre-trained
deep neural network with huge unlabeled text data. BERT was introduced with two
different architecture a BERT-base and BERT-large with different number on param-
eters, the base version of BERT with 110 million of parameters and BERT-large with
340 million of parameters. The pretraining phase of BERT it divide into two tasks
masked language modeling (MLM) and next sentence prediction (NSP) [2].

We also can finetune BERT on different nlp tasks.
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(a) Pre-Training
MLM: During pre-training masket some words of the input and make the model
predict the masked word.
NSP: The second phase of pre-training BERT the model to understand the rela-
tionship between two sentences in a given text.

(b) Fine-tuning: Is to take pre-trained model and adjusting its parameters on a task-
specific, so exploiting the weights of the model and using it for another task such

as question answering.

After BERT is released many derived models like '"ROBERTA’ (Robustly Optimized
BERT Approach) and 'DistilBERT’ (Distilled BERT) appears. An example about 'ROBERTA
is a additional derived model of BERT with some modification on the pretraining
process with large dataset and longer duration of training, and eliminate the NSP

(Next Sentence Prediction) from 'RoBERT?’.

@ Mask LM Mask LM \ @ /%D StartEnd Span\
> «

BERT Ly BERT

Masked Sentence A Masked Sentence B Question Paragraph
* RN
Unlabeled Sentence A and B Pair Question Answer Pair
Pre-training Fine-Tuning

Figure 2.6: Fine tuning and pretraining BERT [2]

* Transfer learning

It is a popular technique in the field of Al by using a pre-trained model as a starting
point. The main idea of this is that there is no need to train a model from scratch, but
rather we can use the last pre-trained model to transfer learning to a specific task. So,

instead of training a model from scratch, a pre-trained model can be used to direct it
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to a specific task [43].
In our case we did use on this manuscript a pretrained model called 'BERT’ and fine-

tune it with a specific task called ’extractive question answering’.

Feed forward

As we know neural network is a group of neurons connected with each other, it sim-
ulate the brain structure and function. A feed forward is a simple neural network. It
is just pass the information forward. It is the simplest ANN model. In this artificial
neural network, the network has multiple layers which is input and output layer and
between them there are one or more hidden layers, this kind of networks called MLP
(Multi-Layer Perceptron) [3].

This figure show the architecture of MLP and SLP (single layer perceptron):

nput Layer <

Figure 2.7: Feed Forward Architecture [3]

Pseudocode intent classification:

44



WorkersSpace: Design and Contribution

Algorithm 1 Intent classification model Training
Input: patterns, intents

Output: intention

inputs_train, intents_train — data_preprocessing(inputs, intents)

inputs_train, intents_train, inputs_validation, intents_validation — split_data(patterns,intents,
0.2)

model — CreateSequentialModel()

model.add_Dense_layers(units,len(inputs))

model.add_Dense_layers(units, relu)

model.add_Dense_layers(units, relu)

model.add_Dense_layers(intents_length, softmax)

model.compile()

history «— model.fit(inputs_train, intents_train, validation_data=(inputs_validation, in-
tents_validation), epochs=epochs)

results — model.evaluate(test_data)

return results

* Question Answering

Extractive question answering is the task that extract the answer from a given docu-
ment or context, is a specific field of natural language processing (NLP), this kind of
task focus on extracting an answer from a context, it is about searching an answer in
a document[44]. Using the transformers library , we try to fine-tune BERT for ques-
tion answering. There are a helpful hugging face courses to understand this task like
[4]. As we can see on the figure, the answer is in the context, so when the model get

the question it can predict the start and the end of the answer.
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Figure 2.8: Extractive Question Answering [4]

The next listing present the used pseudocode to construct our question answering

system.

Algorithm 2 Training question answering based Transformers model
Input: context, question

Output: start positions, end positions

squad — load_datasets(squad)

data_train — data_preprocessing(train_dataset)
data_validation — data_preprocessing(validation_dataset)
model — Load_BERT_Model()

model.compile()

model.fit(inputs_train, epochs=epochs)

metric — load_metrics(squad)

results — model.evaluate(metric)

return results

2.2.2.3 Data Security

During my programming for the blockchain, I created three classes, each class containing

a set of functions, the first class for the administrator, the second for the nodes that are
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mining, and the third for the users.

(a) Get transaction

These functions are found at all nodes

i.

ii.

1i.

iv.

Read the data from the user who will perform a process : If a person wants to
register at the level of our application, I read his data to provide him with the

following.
A. Publickey: public key is created for the user.

B. Private key : We also create a special key that only the owner of the account

should know because it is very dangerous if anyone has it.

C. Pickle : We also create a key named pickle, the latter of which is used to
encrypt sensitive data, such as name, surname, etc., where no one can see it

except the user.

Create transaction : After that, a transaction is created that may be a registration
or sending a currency or a request, for which we provide all the required inputs,
since in the case of registration to create a new account, the data is encrypted

except for the public key and the amount that should not be encrypted.

Create signature : create a signature by a function called get signature whose
inputs are transaction and private key where this function contains a function

to create a signature called ecdsa.sign() .

Add transaction to pool : The transaction signature has been verified. If true,
add this operation to a temporary chain and send it to all mined nodes, both the
transaction and the public key and signature to verify the transaction, if false,
the transaction is rejected and not added to the temporary chain, when a certain
size is reached in the temporary chain by nodes Metallurgical get into another

process.

Proof of work and Mining

These functions are on mined nodes only.
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A. Verified transaction : At this point, the following is executed: the mined
node executes a function called valid transaction, this function eliminates
all suspicious transactions, for example, that the same account performed
the same operation at the same time, or that it sent a coin to itself, and so

on.

B. Creation block : So that after verifying the mining nodes create a block in
the form of a dictionary containing an index and a previous hash, i.e. the
hash of the previous block plus transactions plus proof plus timestamp and

hash.
C. Mining: At this stage, the nodes agree on the block and add it to the blockchain.

D. Reach a solution : The mining process is done by node mining, where in
the mining process, each time the hash of the previous block, the current
block, and the proof of the current block are taken, they are mounted in
a chain, and then the hash of this chain is calculated. If this string’s hash
begins with 0009, the node will broadcast to the network. If not, 1 is added

to the directory in the current block.

E. Broadcast the solution in the network : Once this block reaches the mined
nodes, it performs a test if the block is valid and therefore does not complete
mining and adds the extension block in a temporary chain and the same
with all nodes and then it is agreed between the mined nodes on one block
to add to the chain, but if it is not valid it will be rejected This block is from

the side of the nodes.

(b) Test attack : After the previous process finishes, the mined nodes add the block to
the block.json file, while the administrator adds the block to the block.json file and
also to the cloud which is used as a backup in case his blockchain copy is hacked,
where all the blocks are traversed and tested if the copy is have been hacked. If this
happens, a copy is requested from the other null nodes, except for the administrator,
who restores it from the cloud first. In the event of a hack, it restores the copy from

other mined nodes.
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Figure 2.9: Diagram showing proof of work algorithm

(c) Display information: The mined nodes have the ability to reveal their account in-
formation in an encrypted way, but the administrator has a function in addition to
the mined nodes, which is to reveal all non-encrypted accounts, while other users
can reveal their accounts via a function that sends a request to the manager because
he is the one who has all The information, and upon receiving the request, re-sends

the account information.

used algorithme

* Proof of work
It is an algorithm in which the network contract is unanimous in proving the addi-
tion of a block to the network. A fragmentation of the previous block and the current
block is taken, and a hash is calculated for these two fragments. So by changing any
byte of the two fragments, it changes the solution. Where the agreement is made in
advance by the party to the network contract on a particular solution method, if the
solution is not in the customary way, 1 is added to the fragmentation called proof at

the end of reaching a solution that meets what is known by the network. If a solution
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is reached, the block is broadcast to the network; if it is true, it will be added to the

chain; if it is not true, it will be blasted by consensus [45].

- Whyis Proof of work ? used because its use provides a high degree of security,
as any change at the level of our blockchain chain requires change at the level

of all nodes on the network level, and this is very difficult to happen [45].

- pseudocode Proof of work
1: Proof — 0
:nodes — address_nodes
:Block — Createblock()
:Stick — Stick((hash(previous_block),block,Proof(block))
:Hash — Calcul_hash(stick)

2

3

4

5

6: While(debut(Hash)! = 00009)
7: Proof —Proof+1

8: Hash—Calcul_hash(stick)
9: Ifdebut(Hash)!=00009:
10: Send(block,nodes)

11: Agree_on_the_block()

12:Save(block)

2.2.2.4 Recommendation system

The overall structure of the recommendation system of our project is based on the collection
of data related to the user evaluation of the craftsmen registered on our platform. This is done
through collaborative filtering technique, artisans are recommended according to each user’s
history, on the other hand, craftsman are recommended through searches previously conducted
by the user, through the use of content-based filtering technique, using TF-IDF algorithm and
Cosine similarity, and building our recommendation system, we relied on this chart, which

highlights the most important steps to building a good recommendation system :
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Figure 2.10: Recommendation System Process

1. Data Collection
The first step is to collect data by importing it from sites that provide a free Dataset that
corresponds to the data needed by our platform. For our Dataset, we have imported it
from the following sites (Kaggle, data.world and BrianDunning.com), where the data has
been modified to be compatible with our platform, and this data is organized in CSV for-
mat and then uploaded to the platform’s database. And this DataSet contains ( IdEmploi
, NomEmploi , PrenomEmploi, NumTelephone, email, ville, ratingGlobal... ), and in this

table we do some description of the type of data in the DataSet.
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Database Type Description

user_id Integer Is the identifier of each craftmen

firstname String Nickname of craftsman

lastname String Name of craftsman

phone Integer The phone number of the craftsman
address String Craftsman address

municipal String The municipal in which the craftsman lives
state String The state in which the craftsman lives
picturepersonal String Profile picture of the craftsman

craft String The craft of the craftsman

experience String The craftsman’s experiences

facebook String The craftsman’s account on Facebook
instagram String The craftsman’s account on Instagram
youtube String Craftsman’s YouTube channel

tiktok String The craftsman’s account on Tiktok
ratingGlobal Float The overall rating of the craftsman in the platform

2. Data Cleaning

Table 2.1: Description of the database

Data Cleaning is the process of preparing data for analysis by removing or altering invalid,

incomplete, irrelevant, duplicate, or incorrectly formatted data. This data is generally not

required or useful for data analysis as it may interfere with the process or lead to inac-

curate results. There are different methods to clean data depending on how it is stored

and what answers you are looking for. Data cleaning is considered a critical part of data

science fundamentals because it plays an important role in the analysis process and in

finding reliable answers [46].

Here is a detailed description of the data set cleansing steps :
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Figure 2.11: Steps for cleaning data [5]

3. Data Pre-processing

Data pre-processing is an important step in the data mining process. It refers to the clean-
ing, transformation, and integration of data to prepare it for analysis. The purpose of data
pre-processing is to improve the quality of the data and make it more suitable for a spe-
cific data mining task.

These techniques are typically used in the early stages of machine learning and Al devel-
opment to ensure accurate results [47].

As for the data related to our platform, we removed it from all types of numbering and
coding ... To prepare the data entry for processing step, consequently, to ensure good re-

sults using machine learning techniques.

4. Recommendation engine
The reverse document frequency is used to make recommendations on user preferences
that are based on their searches on the platform. Where each record is converted into a
vector using the TF-IDF routing algorithm described earlier.
The similarity measure for each craftsman is calculated with the content that was entered

by the user, using the cosine similarity method. When the user requests a set of recom-
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mendations for specific craftsmen, this is done through the search engine in the user in-
terface, by entering the name of the craft to be searched for and the name The city and the
state in which he lives, and through these inputs, correlation coefficients are generated for
the craftsmen related to the content of the user’s inputs, and these recommendations are
sorted from the highest similarity ratio to the lowest percentage and are presented to the
user by the TF-IDF algorithm and cosine similarity method.

As for the recommendations made by the previously described collaborative filtering al-
gorithm, it depends mainly on the rating that the user gives to the craftsman, and this
rating is compared with the rating of users who rated the same craftsman with the same
rating given by the previous user, and thus recommends to him other craftsmen who have
By rating them highly by similar users and with this recommendation, there is a possibil-
ity for this user to like such recommendations. The results of these recommendations are
due to the use of cosine similarity method .

As for the hybrid filter, the results of the previous two recommendation algorithms are

combined.

5. Top-N Recommendation
In this step, a file of recommendations is created for each user in several ways, according

to his different behaviors on the platform.

Used Algorithms

In our project of creating a platform that connects craftsmen and customers, we have created a
system of recommending craftsmen to customers according to their behavior on the platform,
as our recommendation system relies on three technologies : Collaborative filtering, Content-

based filtering and hybrid filtering.

* Collaborative Filtering:
In terms of building intelligent recommendation systems, Collaborative filtering is the
most common filter technique. that can make better recommendations by collecting a
lot of information about users and about their preferences [48].
In terms of calculating similarity between users, this is due to user ratings: if similar users

rate items similarly. Collaborative filtering technology recommends targeted items to the
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user that have been rated highly by similar users [49].

As various global websites such as Amazon, Netflix and YouTube depend on their recom-
mendation system on collaborative filtering as an important part of their recommenda-
tion systems. As for our platform, we used collaborative filtering to recommend craftsmen
to the user through users similar to him in the ratings.

Where collaborative filtering depends on two types of techniques Memory —based Collab-
orative filtering and Model - based Collaborative filtering. In our project, we have worked
using memory based collaborative filtering technique, specifically User based technique,
which is one of the collaborative filtering techniques that seeks to improve recommenda-
tions for the user, based on the use of previous data to predict the unknown rating , This
technique is based on its work on the following ratings User based.

As for calculating the similarity between elements or the similarity between users , we

used the Pearson correlation method, which we explain as follows :

1. Pearson Correlation :
Itis a measure of the linear relationship between two variables, usually used to mea-
sure the degree of correlation between two variables. Where the linear correlation
coefficient ranges between -1 and 1, where the value of -1 indicates a negative lin-
ear correlation, while 1 indicates a positive linear correlation, while the value of 0
means no correlation [50].

The Pearson correlation formula is given as follows : [8]

Yjev(raj—ra)(rij—Ti)

\/(Taj _r_a)z\/(rij —T77)?

sim(a, u;) = pearson(a, u;) = (2.1)

2. User based :
This method relies on analyzing previous similar user ratings to recommend a spe-
cific item to a specific user. Where the principle of this method is to use elements of
similarity between the active user and users similar to him in order to determine the

closest neighbors, where the greater the similarity value, the closer the users are.
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Similar User

Figure 2.12: User based

To calculate similar neighbors, the following Pearson correlation equation can be

used :
Yjev(raj—ra)(rij—T7)

\/(raj_r_a)z\/(rij -7)?

To understand more about this technique and to know the similar neighbors of the

(2.2)

sim(a, u;) = pearson(a, u;) =

active user, we offer this example applied to the Pearson correlation method :

- We suggest this table that represents 4 different items that are rated by 4 different

users in order to explore similar users.
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Item 1 Item 2 Item 3 Item 4
User 1 rin=1 rip =2 ris=1 ri4=>5
User 2 rp1 =2 roo =1 Tp3 =2 rog =4
User 3 r31 =4 r3p = r33=>5 34 =5
User 4 rg1 =1 Ty =2 ra3 =2 Taqa =2

Table 2.2: Rating matrix (user 4 is active user) [8].

ri,j» I = user number, j = item number.

In our example, we want to calculate the similarity rate of users 1, 2 and 3 with
user 4.

Firstly : We calculate the average ratings for both the active user and other users.

1

= DT (2.3)
jel
|
Ta=— ) Taj (2.4)
|Al JjeA

The first formula represents Average user ratings.

The second formula represents Average active user ratings.

1+2+1 _  2+1+2

ry= ~1.33 Ty = ~1.66
4+1+5 _  1+2

rs = ~3.33 T'4:T:15

Secondly: Calculate the similarity between users.

We calculate the similarity between User 1 (U1) and User 4 (U4) :
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(rgn =710 (r1 —71) + (ra2 —714) (12 —71)

V(11 —T4)2 + (raa = T4)2V/ (111 = T1)% + (112 — 71)2
(1-15(1-1.33)+(2-1.5)(2-1.33)

VO -152+2-152/(1-1332+(2-1.33)2

sim(ug, uy) =

~0.95

Calculating the similarity between User 2 (U2) and User 4 (U4) :

(rgy —74) (121 —T2) + (rao —74) (122 = 72)

V (ra1 = Ta)2 + (raz = Ta)2\/ (ra1 = T2)? + (roa — T2)?
(1-1.5)2~1.66) + (2—1.5)(1 — 1.66)

B V(1 -1.5)2+ (2 -1.5)2y/(2—-1.66)2 + (1 — 1.66)2

sim(uy, up) =

=~ -0.95

Calculating the similarity between User 2 (U3) and User 4 (U4) :

(ra1 —T74)(r31 = T3) + (rag —74)(r32 = 73)

V (ra1 —T4)? + (ra2 = 74)?\/ (r31 = 73)? + (13 — 73)?
(1-1.5)(4-3.33)+(2-1.5)(1-3.33)

- V(1 —1.5)2+ (2 -1.5)2y/(4—3.33)2 + (1 — 3.33)2

sim(uy, uz) =

=-0.87

And from it we conclude that User 1 (U1) is the similar user to User 4 (U4) compared

to Users 2 and 3, according to Pearson’s correlation method.

Pseudo Code for Recommendation System ( User-based ) :
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Algorithm 3 Recommendation System ( User-based )

Input craftsman_df ( craft ), ratingtable ( IdUser, IdCraftsman, rating), ratingUser ( IdUser, Id-
Craftsman, rating)

Output Display recommendations

# Calculate similarity between users

shared_items — {}

user_similarities — {}

for all user1 in ratingtable.keys() do

for all user2 in ratingtable.keys() do
if userl # user2 then

items_user]l — set(ratingtable[user1].keys()) # Set of items rated by user1
items_user2 — set(ratingtable[user2].keys()) # Set of items rated by user2
#Shared items between userl and user2
shared_items[(userl, user2)] — items_userl nitems_user2
#List to store ratings of user1 for shared items
ratings1 — [ratingtable[user1][item] for item in shared_items[(userl, user2)]]
#List to store ratings of user2 for shared items
ratings2 — [ratingtable[user2][item] for item in shared_items[(userl, user2)]]
# Calculate the average ratings for a userl
avg ratingl — sum(ratingsl) /len(ratings1)
# Calculate the average ratings for a user2

avg_rating2 — sum(ratings2) / len(ratings2)

len(ratingsl)—1

numerator < 3.~ (ratings1[i] —avg_ratingl) - (ratings2[i] — avg_rating2)

denominator «— \/ Y ((ratings1[i] — avg_rating1)?)- \/ Y, ((ratings2[i] — avg_rating2)?)
if denominator # 0 then

# Calculate similarity value between users

numerator

user_similarities[(userl, user2)] «— g- =k

else
# Users do not share any common item
user_similarities[(userl, user2)] — 0
end if
end if
end for

end for
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¢ Content-Based Filtering:
Systems that apply the content-based recommendation approach analyze a set of docu-
ments or a set of items that the user has previously classified or searched for, and then a
file of this user’s interests is created [51].
As for our project, we worked with the TF-IDF algorithm in order to analyze the content
of the search for the user and create a file for his research in order to recommend to him

items (ie the craftsmen in our project) similar to his interests.

1. Cosine similarity:

Cosine similarity is a measure utilized to assess the level of similarity between two
vectors, commonly used in fields such as information retrieval, text classification,
and machine learning. Cosine similarity is a conventional similarity measurement
method incorporating the TF-IDF technique.

The cosine similarity method is founded on the idea of measuring the angle between
two vectors, where if the value of the angle is small between the two vectors here, the
degree of similarity is high between the two vectors, and when the angle between the
two vectors is 90°, that is, the degree of similarity is 0 This means that the two vectors
are not similar if the angle is 180°, then the two vectors are opposite [52].

The cosine similarity is calculated by the following formula :

Cosine similarity:

A-B T AiB;

SimC(A’B):||A||||B||:\/ N
SOV

(2.3)

2. TF-IDF Technique:
TF-IDF (Term Frequency-Inverse Document Frequency) is a technique used in nat-
ural language processing and text analysis to determine the importance of a specific

term within a collection of documents .
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whereas :

(a) TF (Term Frequency) :
Calculates the number of times a term appears in a document. The higher the
value, the greater the impact of the term in the document. TF is calculated as

follows :

Number of times term appears in a document

TF(term) =
( ) Total number of terms in the document

Figure 2.13: The mathematical formula for TF

(2.4)

In order to improve and enhance the accuracy of the TF-IDF technology, the

following rule has been developed :

TF = (1+10g(TF, 4))

(2.5)

(b) IDF (Inverse Document Frequency) :
Is a weight that indicates the popularity of a term. As a term is used more fre-
quently across documents, its IDF value decreases, making it less significant

(53], IDF (Inverse Document Frequency) is calculated as follows :
IDF, =log,(7%]

(2.6)
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Or:
d(Number of documents containing a given term)
DF(term) = - :
D(The size of the collection of documents)
(2.7)
Total number of documents
IDF(term) = log - : .

Number of documents with a given term in it

(2.8)
(c) TE*IDF:

To calculate the TF-IDF value, we multiply the TF value by the IDF value. A
high TF-IDF value indicates that a term appears frequently in a specific doc-
ument while being rare in the overall document collection. Thus, the term
is considered highly important in that particular document. TE-IDF is calcu-

lated as follows :

Wi a =1 +10gTF; 4) xlog,, (dﬂft)

2.9

In order to illustrate this technique, we suggest this example : [54]
- We have a number of sentences :

The sky is blue.

The sun is bright today.

The sun in the sky is bright.
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We can see the shining sun, the bright sun.

In order to calculate the importance of each term, we calculate the TF-IDF

of each term in each sentence.

Firstly we calculate the TF for each term :

ft.a

1 0 0 0 0 1 0 0
n 0 1 0 0 0 0 1 1
“ 0 1 0 0 0 1 1 0

0 1 1 1 1 0 2 0

Figure 2.14: matrix to repeat the term in each sentence.

Calculating the importance of all terms in the sentence by neglecting the stop

words.

1/2 0 0 0 0 1/2 0 0

n 0 1/3 0 0 0 0 1/3 1/3

n 0 1/3 0 0 0 1/3 1/3 0
0 1/6 1/6 1/6 1/6 0 2/6=1/3 0

Figure 2.15: Matrix for the importance of all terms in the sentence .
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Secondly We calculate the IDF :

ft.d

- 1 0 0 0 0 1 0 0
n 0 1 0 0 0 0 1 1
n 0 1 0 0 0 1 1 0
0 1 1 1 1 0 2 0

nt 1 3 1 1 1 2 5 1

Figure 2.16: Matrix for repeating the term across all sentences DF .
Calculate the IDF value :

We have: N=4

N : The total number of sentences .

idf(#,D) = log10
mmm--- today

- 0.602 0.125 0.602 0.602 0.602 0.301 0.125 0.602

/

- 4
loglo = 0.602 loglog =0.125

Figure 2.17: Matrix containing IDF values .
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Finally We multiply the two values TF with IDF in order to identify the impor-

tant words .

ti(z, d)

[_blue | bright | can | see [ L [ RIEETE LY

- 1/2 0 0 0 0 1/2 0 0
n 0 1/3 0 0 0 0 1/3 1/3
n 0 1/3 0 0 0 1/3 1/3 0

0 1/6 1/6 1/6 1/6 0 2/6=1/3 0

idf(¢, D)

[ blue | bright | can | see | ARl R

- 0.602 0.125 0.602 0.602 0.602 0.301 0.125 0.602

thdf(¢, d, D) = ti(¢, d).idi(z, D)

[_blue | bright | can | see [ L [T LY

- 0.301 0 0 0 0 0.151 0 0

n 0 0.0417 0 0 0 0 0.0417 0.201

n 0 0.0417 0 0 0 0.100 0.0417 0
0 0.0209 0.100 0.100 0.100 0 0.0417 0

Figure 2.18: Important terms matrix .

Pseudo Code for Recommendation System ( TF-IDF) :
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Algorithm 4 Recommendation System ( TF-IDF Model )
Input craftsman_df ( craft, address, state ) , search_df ( craft, address, state)
Output Display recommendations

1. # Load craftsman data from the database
2. # Load search query data from the database
3. # Preprocess craftsman data
4. # Combine relevant fields into a single text field
5. craftsman_df(text) — Combine_craft_Fields(craftsman_df)
6. vectorizer — Create_Tfidf Vectorizer() # Create a TF-IDF vectorizer
7. text_data — Extract text data and fill missing values
8. tfidf — vectorizer.transform(text_data) # Apply TF-IDF vectorizer
9. tfidf matrix — tfidf.toarray() # Store TF-IDF matrix
10. for all index =0 —length of search_df - 1 do
11. cleaned_craft — Clean_Title(craft) # Clean the search query
12. if User_Exists(IdUser) then
13. # Transform the search query into a TF-IDF vector
14. query_vec — Transform_Query(cleaned_craft, address , state, vectorizer)
15. # Calculate cosine similarity between the search query vector and craftsman data
16. similarity_scores < Calculate_Cosine_Similarity(query_vec, tfidf)
17. # Get the top similar indices
18. indices < Get_Top_Similar_Indices(similarity_scores)
19. # Calculate cosine similarity score based on text fields only
20. similarity_score — Calculate_Cosine_Similarity_Score(query_vec, craftsman_df(text))
21. # Update the current results DataFrame with the relevant craftsman data
22, current_results — Update_Current_Results(indices, similarity_scores, similarity_score, craftsman_df)
23 end if
24. # Append the current results to the overall results DataFrame
25. all_results — Append_Current_Results(current_results)
26. end for
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* Hybrid recommendation :
Hybrid Recommendation is an approach that combines various different recommenda-
tion techniques, such as collaborative filtering and content-based filtering. This type of
recommendation aims to improve the accuracy and effectiveness of the recommendation
system by taking advantage of the strengths of each technique and compensating for the
weaknesses of others. For our project, we worked on a hybrid recommendation system
that combines collaborative filtering with content-based filtering in order to improve our

recommendation system.

2.2.2.5 Private Cloud

The private cloud structure we worked with is a two- or dual-network architecture. It is an ar-
chitecture where there are two networks one private (internal) and the other public (external)

the two are connected by a router to ensure connectivity between them.
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¥
|

Host
Machine

MNetwork Interface

Public Network

Figure 2.19: Dual-Network Architecture
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1. Private Network:

(a)

(b)

Isolation: The private network in the private cloud provides a secure and isolated
environment for the infrastructure’s virtual machines (VMs). It permits internal

communication among VMs whilst avoiding direct network exposure.

Enhanced Security: By placing the VMs on a private network, you may use secu-
rity measures like firewall rules and access controls to govern and monitor network

traffic.

2. Public Network:

(a)

(b)

Internet Access: The external network (named public) in the private cloud allows
VMs with floating IPs to have external network connectivity and access to internet
resources. It enables contact with external services, package downloads, program

upgrades, and access to external APIs.

Service Exposure: By connecting the private cloud’s public network to the inter-
net, you can expose specific services or APIs operating on the VMs to other users or
systems. This is especially beneficial when you want to make your applications or

services available to users who are not on your private network.

3. router:

(a)

(b)

(9]

Inter-Network Communication: The router in the private cloud serves as a bridge
between the private and public networks, allowing them to communicate with one
another. It enables private network VMs to access public network resources such as

external services or the internet, and vice versa.

Network segmentation: is provided by the router in the private cloud, which allows
for logical separation of the private and public networks. It allows you to set routing

rules, control traffic flow, and manage network connectivity.

Flexibility and scalability: With a private cloud router, you can quickly add and
remove networks and sub nets from your architecture. It provides scalability and

flexibility as your infrastructure and networking requirements shift over time.
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CPU Mode, Model and Performance: To optimize the performance of the virtual machines
(VMs) in our private cloud and meet the requirements of APIs and website hosting, we imple-
mented CPU pass-through by setting the CPU mode to "host-passthrough." This configuration
enables the VMs to fully leverage the capabilities, features, and specific CPU model of the host
machine.

By adopting the host-passthrough mode, the VMs gain access to the complete set of CPU flags,
instructions, and performance-enhancing features available on the host machine. This ensures
that the VMs can utilize the same CPU model and take advantage of any specialized functional-
ities provided by the underlying hardware.

The CPU pass-through approach optimizes the performance of the VMs, enabling them to effi-
ciently handle the demands of the APIs and website hosting tasks. By aligning the CPU capabil-
ities of the VMs with those of the host machine, we can maximize performance and achieve a

seamless and responsive computing experience within our private cloud environment.

Virtual machines Security: By associating a keypair to a virtual machine, you create a safe
authentication method. Only users with the correct private key can authenticate and gain access
to the VM. This helps to guarantee that only authorized individuals may access the VMs, which

improves overall security.

1. Keypairs:

(@) Secure Remote Access: SSH (Secure Shell) keypairs are used for secure remote ac-
cess to VMs. When you generate a keypair, a public key is associated with the VM,
while the user keeps the accompanying private key. This asymmetric key encryption
ensures safe communication between the user and the virtual machine, preventing

unauthorized access.

(b) Authentication and Authorization: By associating a keypair to a virtual machine,
you create a safe authentication method. Only users with the correct private key can
authenticate and gain access to the VM. This helps to guarantee that only authorized

individuals may access the VMs, which improves overall security.
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2. Security Groups:

(a)

(b)

(©

Firewall Rules: Security groups specify a collection of firewall rules that govern in-
bound and outbound traffic to virtual machines. You can allow or reject specific
types of network traffic to and from the VM by establishing security group rules.

This prevents unwanted access and malicious activity.

Traffic Filtering: Granular network traffic controls can be defined using security
groups. Protocols, ports, and IP ranges can all be allowed or prohibited. This pro-
tects virtual machines against unwanted network access by, for example, restricting

access to unnecessary ports or services.

Isolation and Segmentation: Security groups enable you to divide VMs into logi-
cal groups and restrict their communication. You can block communication across
VMs within the same security group or allow communication across specified ports
or protocols by establishing the proper rules. This adds an extra degree of security

by blocking unauthorized access between VMs.

3. FloatingIPs: Floating IPs provide VMs with publicly available IP addresses, allowing them

to communicate with the outside world while retaining network isolation. They provide

selective exposure, allowing you to provide floating IP addresses just to VMs that require

public access. NAT is used to translate outward traffic, masking the VM’s private IP ad-

dress.

2.2.3 UML Diagrams

A UML diagram is a visualization tool that plays a vital role in software engineering and system
design. It provides a unified language to capture and communicate the various aspects of a soft-
ware system or application. A UML diagram allows developers, designers, and stakeholders to
visually understand the structure, behavior, and relationships of system components. In this
section, we will introduce the UML diagram and its importance in representing the architecture
of a system. The UML diagram includes different types of diagrams, each serving a specific pur-

pose. We will study three types: Sequence Diagrams, use case Diagrams, and Class Diagram. We
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will delve into its components and applications. We explore how each schema type contributes

to a general understanding of system structure and behavior [55].

First we identify the interacting people in the system:

1.

3.

Craftsman
These are professionals who offer their skills and services to clients in exchange for pay-
ment. Craftsmen can come from a wide variety of fields, such as plumber, masonry, elec-

trician, and many more.

. Clients

These are individuals or organizations that seek the services of craftsmen to help with
specific projects or tasks. Clients browse the craftsmans on the platform and connect with

them to find the one that best suits their needs.

Administrators
These are individuals or teams that manage the platform, enforce its rules and policies,
and provide support to both craftsmen and clients. They are responsible for ensuring that

the platform runs smoothly and that users have a positive experience.

2.2.3.1 Use Case Diagram

The objective of a use case diagram is to visually represent the interactions and relationships

between actors and use cases within a system, providing a high-level overview of the system’s

functionality and the roles involved.
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1. Use Case Diagram - Client

Client

I\

P

P

e e
\ Hire a craftsman

Platform

Create Account
Search and Browse for a craftsman

order review
review and feedback

Figure 2.20: Use Case Diagram - Client

(a) Create Account: clients can create an account on the platform.

(b) Search and Browsing craftsmen: : Clients can search and browse the profiles of

craftsmen on the platform to find someone who is a good fit for their project.

(c) Hiring craftsmen: Clients can hire craftsmen by placing an order for their services.

(d) Review order: clients can review their order.

(e) Review and feedback: Both the client and the craftsman can leave reviews and

feedback for each other after the completion of a project.
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()

These reviews are displayed on each user’s profile and can help other users to make

informed decisions when choosing a freelancer or client.

Chat: The client and craftsman

communicate through the platform’s messaging

system to exchange updates and complete the project.

2. Use Case Diagram - Craftsman

(@)

(b)

(9]

(d)

X

Client

e

Create Account

%&nd{

Platform

Manage Profail

v‘u_ «wextends

!

X

Craftsman

T
=

wextend» .7

Manage Portfolio

. . ||
l’

i

‘

wextends >,

review orders

wextend»”  cextends,

review and feedback

s

~.. wextends

’
||.

Delete

Figure 2.21: Use Case Diagram - Craftsman

Create Account: Creating a profile and showcasing their portfolio.

Manage Account: : This use case represents the ability of a user to manage their

account information, including their profile, and order history.

Manage Portfolio: This use case represents the user’s ability to manage their port-

folio information (add, edit, and delete).

Review order: Reviewing order, the order can be accepted or rejected.
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3. Use Case Diagram - Admin

X

Client

Al

Platform

Manage Profail User

;«E; wtend:: ‘hE xtends

Search and Browse for a craftsman

Monitoring Usage
Administrator \\

Figure 2.22: Use Case Diagram - Admin

(a) Monitoring usage: Administrators can monitor the usage of the platform, tracking

key metrics such as the number of projects posted and the number of freelancers

active on the platform.

(b) Managing Profile users: Managing user accounts and ensuring that all users are

following the platform’s policies and guidelines.

(c) Add Craft: The administrator can add a new crafts if it does not exist.
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2.2.3.2 Sequence Diagram

The purpose of a sequence diagram is to visually represent the interactions and flow of messages
between objects or components in a system, illustrating the dynamic behavior of the system. It
helps in understanding the order of message exchanges and the collaboration between different

elements [56].

1. Sequence Diagram - Create Account

interaction Create Account )

User Registration Page DataBase Main Page

1: signup request

: o
; >
S T

i 2:return the registration form

3 : regist{input)

'LJ 4 - send information

al_t) 6 - add new user _
[valid input] L|

i rediréczion

linvalid :lnput]

e 8 display error

Figure 2.23: Sequence Diagram - Create account

In this sequence diagram, the client (i.e. the user) interacts with the website to create an
account. The website displays the appropriate pages and communicates with the database
to store the new user information and verify the login information. If there are any issues
during the process, such as invalid registration information or failed login verification, the

website displays an error message to the client.
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2. Sequence Diagram - Authentication

interaction Authentication )

User Login Page

1 visit

i
>
2 : enter username / password __l_ll

T

3 : login

4 : send information

DataBase

!

[
| o

[E 5 : validat user login data

[login data is correct]

[login dé\ta is incorrect]

me 9-display eror

cry T——

6 - user login accepted

! I 7 : redirection

'
e e e e e e e e e e e ke — — ]
v v T

S e ogin rejected T ;

Figure 2.24: Sequence Diagram - Authentication

In this sequence diagram, the user enters their login credentials on the website. The web-

site then sends these credentials to the authentication server, which queries the database

to check if the credentials are valid. The database sends the user data back to the authenti-

cation server, which then sends the authentication result (either access granted or denied)

back to the website. The website then displays the appropriate page to the user based on

the authentication result.
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3. Sequence Diagram - Add Post

interaction Add Post )

Craftsman Platform DataBase

ref
(Authentication)

1: click " Add Post” button

2 : Page to fill in post details

3 : submit post details

L_| 4 - send post details

L
A §

\E 5 : update

.......................................

6 : display post to relevent clients

Figure 2.25: Sequence Diagram - Add Post

The craftsman logs into the platform and clicks on the "add Post" button.

The platform prompts the craftsman to fill in the project details, such as the project

title, description, budget, and timeline.

The craftsman submits the project details.

The platform presents the project to interested freelancers who may be interested

in hiring the craftsman.
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4. Sequence Diagram - Hire a Craftsman

interaction Hire craftsman )
Client Platform Craftsman
ref
(Authentication)
1: search for a craft e
S iew craisman st | |
3:choose the craftsman
4 - Add project i:hformalion and send order
5 : order review
alt J H
[accapt] ! :
K e e e e m e L e e e e e e m B
u:: 6 : orde accept :
[rejeét]
A e :

Figure 2.26: Sequence Diagram - Hire a Craftsman

The client logs into the platform, the client searches for a craft, browses the craftsmen,
selects the suitable craftsman and hires him.
He sends him a request that contains information about the project that he wants to com-

plete, and he awaits a response from the craftsman.
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5. Sequence Diagram - Order Accept

interaction Accept Order )

Craftsman Platform

Client

ref
(Authentication)

1 : click " orders” button

T i s orders T

3 : select client to work with

4 - communication

Figure 2.27: Sequence Diagram - Order Accept

The client logs into the platform and clicks on the "orders" button.

The craftsman reviews the proposals and selects the client they would like to work with.

The craftsman and client communicate to discuss the project details and agree on the

terms and conditions.

6. Sequence Diagram - Rating and Feedback

The craftsman complete the project.

section.

The client initiates the review and feedback process by accessing the project’s review

The client provides a rating and writes a review for the craftsman, highlighting their

experience working together and the quality of the delivery.

80

The platform notifies the craftsman about the new review and rating.
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e The craftsman can also provide their own rating and review for the client, sharing

their experience of working with the client.

7. Sequence Diagram - Make Payments

interaction Subscription )

Client Platform Craftsman

ref
(Authentication)

1: Payment Page Request

e 2 - Page Payment :
3 : Make Payment >[
4 : commission rebate
5 . money transfer
,.c; .................................

6 : Successful Payment

Figure 2.28: Sequence Diagram - Make Payments
The customer requests the payment page, the customer makes the payment through the

platform’s secure payment system. The platform deducts its own commission and sends

the money to the craftsman.
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8. Sequence Diagram - Monitoring Usage

interaction Monitoring Usage )

Administrator

Platform

ref

{Authentication)

2 - generate metrics and reports

3 : review metrics and reports

d : take action based on mefrics and report

Figure 2.29: Sequence Diagram - Monitoring Usage

An administrator logs into the platform to monitor usage.

The administrator selects the metrics and reports they want to view, such as the

number of users, the number of craftsman of each craft, and overall platform usage.

database.

82

The platform generates the metrics and reports based on the data stored in the

The administrator reviews the metrics and reports to assess platform usage.

The administrator takes action based on the metrics and reports, such as identifying



WorkersSpace: Design and Contribution

and addressing issues, optimizing the platform to improve performance, or making

decisions about future development.

2.3 Conclusion

In this chapter, we have seen the system’s design and how it works. We have also identified
the actors in the system and the processes they perform. We also explained the techniques and

algorithms used to build the system. In the next chapter we will present and analyze the results.
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Chapter 3

Implementation and results

3.1 Introduction

After presenting and discussing the theoretical part of our project, we now come to the practical
part. In this chapter, we first introduce general concepts about the different languages, tools
and software that we will use to develop our platform. Second, we introduce the interfaces of

the system and discuss the given results provided by our model.

3.2 Development tools and used platforms

¢ Extension Pem (Privacy Enhanced Mail)
Applications like FileZilla server and OpenSSL both employ the Privacy-enhanced mail
(PEM) format. An RSA key pair, an SSL certificate, or both can be found in a PEM file. It
could have a password. The PEM file’s contents are base-64 encoded, unlike other keystore

formats that only support binary data [57].

* Extension Pickle
A pickle file—also called a "pkl file" —is a file that stores a serialized version of a Python
object. Pickling is the procedure for turning a Python object into a byte stream that can
be saved in a file or sent over the internet. The act of "unpickling" the produced pickle file
allows it to be reloaded into a Python application and transformed back into the original

object [58].
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* Extension Json (JavaScript Object Notation)

the end of the file.json to show that the file’s data is saved in the JSON format [59].

3.2.1 Used Platform

¢ Visual studio code (VS Code)

Visual Studio Code, developed by Microsoft, is a free source code
editor that provides developers with a flexible and expandable en-
vironment for coding in multiple programming languages. Its user-
friendly interface and customize features empower developers to
enhance their coding experience. It is compatible with various
platforms and seamlessly integrates with other software develop-

ment tools, streamlining the development workflow [60].

* Jupyter notebook

It is an open source web application that can be accessed via a
browser. And it works as a local server on the computer, used for
programming in more than 40 programming languages, including:
Python, Julia, Ruby and R... Jupyter notebook allows combining
Markdown text with Python code, as the user interface in Jupyter
notebook works in the form of separate cells that are Inside it is
writing the code and executing it, and its results are displayed im-
mediately, in addition to the inclusion of pictures and websites.

(611, [62] .
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* XAMPP

It is an open source program for developing web applications,
as its advantages are in the ease and speed of installation, while
Xampp works on various operating systems windows, linux and
MAC. Xampp was developed by Apache Friends. The Xampp pro-
gram converts the computer into a local server (Localhost) where
itis used to develop and test web applications written in languages
such as : HTML , CSS , PHP and Java Servlet ... It can also use a
database for java applications, and it can also be used to connect
to the database for storage and retrieve data by executing MySQL

queries [63], [64] .

* phpMyAdmin

It is a free web application written in PHP. Its importance lies in
the management of MySQL and MariaDB database systems, while
it allows managing databases, tables, columns, relations, indexes
and permissions... and all this is done through the user interface. It php

also provides dealing with MySQL queries. directly [65], [66] .

* MySQL

Itis an open source relational database management system devel-

oped by Oracle [67].

MySQL is used to store and manage data, where MySQL is a widely

popular database system in web applications and local applica- m
tions that need an effective database. The reason for its spread and M U
popularity among web applications is due to its flexibility, speed,

and good performance. MySQL is based on the Query (SQL) pro-

vides powerful tools for creating and organizing database queries.
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¢ HTML

(Hypertext Markup Language) is a standardized markup language HTML
used for creating and structuring web pages. It defines the ele-
ments and their layout within a web document, allowing for the

display of text, images, multimedia, and interactive elements on

the World Wide Web [68].

* CSS

short for Cascading Style Sheets, is a styling language used in web
development to describe the presentation and layout of HTML
documents. It allows developers to define how elements on a web- LS55
page should be displayed, including aspects such as fonts, colors,
margins, and positioning. By separating the content and structure

of a webpage from its visual design, CSS provides greater flexibil-

ity and consistency in creating visually appealing and responsive

websites [69].

¢ JAVASCRIPT

JavaScript is a high-level programming language primarily used for
web development. It enables interactive and dynamic functionality
on web pages, allowing developers to create responsive and engag-
ing user experiences. JavaScript is often integrated with HTML and

CSS to enhance the interactivity and behavior of websites [70].
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« JQUERY

is a concise and powerful JavaScript library that simplifies HTML
document traversal, event handling, and animation for rapid web

development. It provides a wide range of functions and utilities,

((*

allowing developers to write less code while achieving more func-
tionality. jQuery is known for its cross-browser compatibility and - Q u e r {

user-friendly syntax, making it a popular choice for enhancing the

interactivity and responsiveness of web pages [71].

* Ajax
Ajax, an acronym for Asynchronous JavaScript and XML, is
a method in web development that facilitates real-time, non-
blocking interaction between a web browser and a server, elimi- I‘
nating the need for refreshing the entire page. This technology em- AJ AX
powers the development of web applications that are engaging and

swiftly respond to user actions [72].

* BOOTSTRAP

Bootstrap is a popular open-source front-end framework used
for developing responsive and mobile-first websites and web ap-
plications. It provides a comprehensive set of HTML, CSS, and
JavaScript components and utilities that facilitate the creation of
visually appealing and user-friendly interfaces. Bootstrap offers
a grid system, responsive breakpoints, pre-designed components,
and customizable styles, enabling developers to efficiently build re-

sponsive and consistent web designs [73].
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* PHP
originally coined as "Hypertext Preprocessor," is a server-side
scripting language extensively employed in web development. It
operates by being embedded within HTML code and executed on
the server side, resulting in the generation of dynamic web pages.
Rasmus Lerdorf introduced PHP in 1994, and it has undergone sig-
nificant evolution since then, becoming a widely embraced lan-

guage for constructing interactive and dynamic websites [74].

e PHP Mailer PHP Mailer is a widely-used PHP library that enables the automated sending

of emails. It is an open-source solution known for its convenience and dependability,

offering web applications a reliable method for transmitting email messages [74].

* Openstack

OpenStack is an open-source platform for building and manag-
ing private and public clouds using pooled virtual resources. The
OpenStack platform’s tools, known as "projects," handle the essen-
tial cloud computing services of computation, networking, storage,

identity, and image services.

3.2.2 Back-end Treatments

* Google Colab

Or (Colaboratory): is a cloud-based platform that allows users to
write and execute codes entirely in the cloud, it provides access to
powerful computing resources like GPU, TPU and RAM. We use it

to train the models of the chatbot[75].

openstack.

Google Colaboratory

* GoogleTrans: A library provides a free online translation through Google.
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e Python
It is a good and easy programming language, as it is object-
oriented, easy to learn, and an ideal choice for entering the world P
of programming. It was created by a person named Guido van
Rossum, and these are the most important libraries used in the pgthon
project [76] :

- TensorFlow and Keras: One of the best Al library for numerical computution, devel-
oped by Google and uses for machine learning and deep learning, uses it to create a

deep learning model, train it and predict [77].

- Flask: It is a web framework for building web applications and APIs using python, It
can handle the server side functionality, we use it to make requests and responses

from chatbot to the website [78]

— Transformers: It is an open-source library in Python. This library was developed by
Hugging Face and offers a wide range of pre-trained models. We used this library to

fine-tune some of these models, like bert and roberta and distilbert [79].

- NLTK: An open source library for natural language processing, provide a wide range

of methods to work with texts like tokenization, stemming, and lemmetazing [80].
— Matplotlib: A library for generating plots to evaluate the performance of the model.

- Datasets: This library used for accessing to the dataset that we need to train the
deep learning model on it in a single line of code, it uses to load the dataset very fast

[81].

- Datetime: Timestamp formatting and interpretation are handled by the Python date
time package. This module provides a variety of functions, such as the ability to ob-
tain the current time, determine the difference (or delta) between two timestamps,
and transform popular timestamp formats into a date that can be read by humans

(82].
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Fernet: Asymmetric encryption techniques like Fernet ensure that the message be-
ing protected cannot be altered or read without the key. Methods for best-practice

cryptography are defined by Femet [83]

Threading:Python has threading modules as well. The ability to generate and man-

age threads is provided by the threading module [84]

Socket:This module helps us to create a socket, which leads to the creation of two-

way communication between two devices and the transmission of data..[85]

Fastecdsa: Python’s fastecdsa function divides by 0. The multiprecision arithmetic
library GNU MP, which is supported by the Python extension module fastecdsa,
was written in C. The ECDSA signature technique is implemented, and it also offers
adaptable EC arithmetic with affine coordinates. The module supports a number of
standardized curves with set parameters, generic Ew curves, as well as Ew versions

of contemporary EE and ET curves like Curve25519 and Curve448..[86]

Pyrebase: All of the Firebase SDKs have an unauthorized Python wrapper called
Pyrebase [87].

Hashlip: The module hashlib The most popular cryptographic hash function is im-
plemented as an interface by the module hashlib. Additionally, the Python hashlib
includes properties and methods to assist programmers in creating and managing

message digests..[88]

Pickle: Without the need to convert Python objects into strings in order to send or

save them, it is possible to keep complex and unreadable data as it is.[58]

Pandas :

It is an open source library licensed by BSD to process and analyze data in the
Python language, such as tables, where Pandas provides a highly flexible data struc-
ture called "Dataframe", which is known to contain tables with rows and columns,

where Pandas allows us to load data from various sources as CSV files, Excel, and
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databases and conduct operations on them, such as compilation, statistical analy-

sis, etc. By converting unstructured data into usable data. [89], [90].

SQLAIchemy :

It is an open source Python and Object Relational Mapper toolkit that allows ap-
plication developers to interact with relational databases through the Python lan-
guage. SQLAlchemy allows interacting with databases by writing queries in Python.
Instead of writing queries in SQL, SQLAlchemy allows defining tables, relationships,
and operations using Python code that is simple and clear. In other words, the
SQLAlchemy library is powerful and flexible in dealing with databases, using Python

queries, [91].

Numpy :

It is the basic package for scientific computing in Python that facilitates working
with numerical data. Numpy aims to manipulate matrices or multidimensional ar-
rays in addition to the mathematical operations applied to these matrices. Where
numpy is an essential tool for various libraries in the Python environment, such as

scikit-learn, SciPy and Pandas, [92].

SciKit-learn :

It is an open source Python library that is used in the field of machine learning.
The goal of Scikit-learn is to provide algorithms that facilitate the development and
implementation of machine learning models. As this library is based on numpy and

SciPy [93].

e Openstack Services :

— Nova (Compute) :

Nova is an OpenStack project that allows you to provision compute in-

stances (also known as virtual servers). Nova can create virtual ma-

chines, baremetal servers (through ironic), and has limited support for

system containers. To deliver that service, Nova runs as a group of dae-

mons on top of existing Linux servers [94].
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- Keystone (Identity) :

Keystone is an OpenStack service that implements OpenStack’s Identity
API to offer API client authentication, service discovery, and distributed
multi-tenant permission. It is compatible with LDAP, OAuth, OpenID
Connect, SAML, and SQL [95].

- Cinder (Block Strorage) :

Cinder is an OpenStack Block Storage service. It virtualizes the man-
agement of block storage devices and enables end users with a self-
service API to request and consume those resources without requiring

any knowledge of where their storage is placed or what type of device is

being used. This is accomplished by utilizing either a reference imple-

mentation (LVM) or plugin drivers for alternative storage [96].

- Neutron (Networking) :

OpenStack Neutron is a software-defined networking (SDN) network-
ing project that focuses on providing networking-as-a-service (NaaS) in

virtual compute environments [97].

- Placement :
Placement is an OpenStack service that provides an HTTP API for track-
ing cloud resource inventories and usages in order to enable other ser-

vices manage and distribute resources more effectively [98].

- Swift (Object store) :
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Swift is an object/blob storage that is extremely available, distributed,
and finally consistent. Swift allows businesses to store large amounts of
data in an efficient, secure, and cost-effective manner. It is designed for
scalability and is optimized for durability, availability, and concurrency
throughout the full data set. Swift is great for storing unstructured data

that grows indefinitely [99].
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- Glance (Image) :

Discovering, registering, and retrieving virtual machine images are all
part of the Glance image services. Glance provides a RESTful API for
accessing VM image metadata as well as retrieving the actual image.

Glance-provided VM images can be stored in a variety of locations,

ranging from simple filesystems to object-storage systems such as the

OpenStack Swift project [100].

— Horizon (Dashboard) :

Horizon is the canonical OpenStack dashboard solution, which is ex-
tensible and provides a web-based user interface to OpenStack services

[101].

3.3 System Interfaces and examples

In this section we show the systems interfaces and examples of the all application and how it

work.

3.3.1 Homepage

Our platform’s main page showcases comprehensive information about our services, highlight-
ing our diverse range of offerings. Additionally, we feature a curated list of highly recommended

craftsmen, ensuring exceptional quality and expertise for our users.
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WorkersSpace

Eal e e Home About Services Pricing Craftsman Contact Sign In Q

Need Craftsmen's
Services ?

WorkersSpace is the right place for craftsmen and self-employed
people to meet with people or companies that need their services

Figure 3.1: Homepage - WorkersSpace
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Ahmed Boudaoud

Plumber

Mohamed Belarbi
Plumber

Youssef Benarbia

Masonry

Craftsmen

Recommended Craftsmen

S ¥

Samir Azzouz

Painter

| & = )
i\ ¥R

Ali Dahmani

Painter

Omar Abdelkader

Masonry

Omar Abdelkader

Painter

Abdelkader Merzougui

Plumber

Ali Zaoui
Plumber

Figure 3.2: Recommended Craftsman - WorkersSpace

3.3.2 Chatbot

Our platform incorporates a chatbot feature that provides instant and personalized assistance

to users. The chatbot utilizes artificial intelligence to understand user queries, offer relevant

information, and guide users through various processes, ensuring a seamless and efficient user

experience while addressing their needs promptly.
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WorkersSpace

Craftsman Services

Home About Services Pricing Craftsman Contact Sign In Q

_ ChatBot

WorkersSpace Assistant!

hello 16:02

Hello, do you have any questions? gq0

Need Craftsmen'’s
Services ?

WorkersSpace is the right place for craftsmen and self-employed
people to meet with people or companies that need their services

Type message... B

Figure 3.3: Chatbot - WorkersSpace

3.3.3 Services

Our platform offers a wide range of services that cater to different needs and preferences. Such
as plumbing, painting, etc. We provide a seamless experience, connecting users with skilled

craftsmen to meet their specific requirements.
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WorkersSpace

Craftsmans Services

Home Services Sign In Q

Services

All Services

Masonry Painter Plumber Electrician

Placoplatre Carlleur Wedding Photographer Home Decoration

Figure 3.4: Services - WorkersSpace

3.3.4 Signin and Signup

Signing up on our platform is a breeze with a simple and user-friendly registration process. Once

signed in, users gain access to personalized profiles, enabling them to easily manage their pref-

erences, track orders, and engage with our vibrant community of craftsmen and customers.
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New here ?

If you are new, create your account now.

Signin

& Username

& Password

Or Sign in with social platforms

Figure 3.5: Signin - WorkersSpace

Sign up One of us ?
Enter your username and password to access your account.
& Username
Email
& Password
& Client @

O | agree to these Terms and Conditions.

Or Sign up with social platforms

f ¥ G | in

Figure 3.6: Signup - WorkersSpace
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3.3.5 Search

Our platform offers a robust search function that allows users to easily find craftsmen based on
specific criteria such as craft type and location. Whether searching for a skilled woodworker in a
particular state or exploring municipal artisans, our search feature ensures efficient and tailored

results for every user’s needs.

WorkersﬁS chInCe Home About Services Pricing Craftsman Contact Sign In Q

Craftsman Services

Type the name of the craftsman

ADVANCED SEARCH

Figure 3.7: Search - WorkersSpace

3.3.6 Profile Craftsman

The profile of each craftsman on our platform provides comprehensive details about their ex-
pertise, including ratings, reviews, and an extensive portfolio of their work. Users can make
informed decisions by exploring these profiles and directly hiring the craftsmen that best match

their requirements, ensuring a seamless and satisfactory experience.
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Workersspﬂce Home About Portfolio Feedback Contact Q

Craftsmans Services

hello i'm

Salah Edding
8 8 8 N

More About Me

About Me

Address - city 18 mars
The State - el meghier
Municipal - oumn tiyour
Years of Experience - & years

Raiting - W W Wiy

Skills

Painter

Figure 3.8: Profile craftsman - WorkersSpace
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Recent Work

Paint House House Paint At An Excellent Price House Paint At An Excellent Price

View Project View Project View Project

House Paint At An Excellent Price House Paint At An Excellent Price House Paint At An Excellent Price

View Project View Project View Project

H
H
£
g

House Paint At An Excellent Price  House Paint At An Excellent Price  House Painting

View Project View Project View Project

Feedback

abdallah

° Working with this client was an absolute pleasure. Their clear communication and collaborative °
approach made the project a success, and | highly recommend their professionalism and
dedication.

Figure 3.9: Portfolio craftsman - WorkersSpace
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WorkersSpace Home About Portfolio Feedback Contact m Q
Craftsmans Services

Contact Me
[l

T Follow Me
Address

f @ <4 o
Phone
Description of project
Send Order

Figure 3.10: Hire Craftsman - WorkersSpace

3.3.7 Client Profile

A customer profile on our platform provides a comprehensive overview of each user’s interac-
tion with craftsmen, including ratings and a detailed history of orders sent to specific craftsmen.
This allows clients to track their involvement, make informed decisions based on past experi-

ences, and ensure smooth and satisfying collaborations with skilled artisans.
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WorkersSpace

Craftemans Services

2

PROJECTS

All Orders
Order ID Name Craftsman Address
38 islam

city kanagaz

Home About Orders @ Q

About

Abdallah

Email - harzallahabdallah026@gmail.com

Rating - Y¥YIIrwoys

Orders

All Orders

Status Make Payment

Payment

Figure 3.11: Profile Client - WorkersSpace

3.3.8 Chats

More information

Details

Our platform features an integrated chat system that facilitates seamless communication be-

tween users and craftsmen. The chat function enables direct and real-time interactions, al-

lowing users to discuss project details, clarify requirements, and ensure smooth collaboration,

enhancing the overall user experience on our platform.
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salah eddine
€ I ﬁ Active

Hello
5 salam alikom u

-y
khoya wektach tebdali el khedma
5 ghodwa nchih
-y
B 3la 08:00
-y

ok nchih

Type a message here...

Figure 3.12: Chats - WorkersSpace

3.3.9 Craftsman Dashboard

The Craftsman Dashboard on our platform provides a comprehensive overview of a craftsman’s
performance, including ratings and a detailed record of orders received. Craftsmen can track
their success, manage their workflow efficiently, and leverage client feedback to continually im-

prove their services, all from a centralized and user-friendly dashboard interface.
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WorkersSpace

&

Dashboard 2 g] 'N“’ 0 }

) - H H -
Orders Rating Projects
Orders - L

Messages

Recent Orders

Profile

Order ID Name Address Order Date Status
Add Post

38 abdallah city kanagaz 2023-06-22
Edit Profile 23 mohamed alger 2023-05-16

Change Password

Logout

Figure 3.13: Craftsman Dashboard - WorkersSpace

3.3.10 Admin Dashboard

The Admin Dashboard on our platform offers a comprehensive view of all users, providing vital
information such as ratings, transaction numbers, and numbers for subscribers, clients, crafts-
men, and various crafts. Administrators can efficiently manage and analyze data, monitor plat-
form performance, and make informed decisions to ensure a smooth and successful operation

of the platform.
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Q) Search hear 0

o
WorkersSpacejill:) 6%9 99 00 11 7/_( 88 LY
Crafts Subscribers Clients Craftsman
Dashboard .
Crafts list Top Craftsmen
benszhban aymen
painter u
I masonry [ rainter N plumber e,
Questions I clcctrician [ placoplatre carlleur ‘ painter
Wedding Photographer [l home decoration
Air conditioner maintenance 5 fouad saidani
Add Craft a % painter
4 yacine saidi
Orders — ﬁ #  painter
B Number of subscribers: 34
nacer saidani
Logout painter
o mohamed amroun
w‘ painter
‘e mohamed belkacem
%0 F  painter
¢ alisoltani
plumber

Figure 3.14: Admin Dashboard - WorkersSpace

3.4 Obtained results and discussion

In this section, we present the results and discuss them for the parts that have the necessary

results.

3.4.1 Chatbot

Here we discuss and obtain the results of the chatbot.

 Training phase: We show in this part the training process for the two models that we build
to make our chatbot.
Intent classification model: This model is responsible to predict the intention, we need

this intention for the question answering model. For the intent classification model based
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on mlp architecture, we set the training for 300 epochs and we define metrics of evaluation

and loss function and the optimizer that we choose, as we can see in the training code 3.4.1

#build the architecture

model = Sequential ()

model .add (Dense (128, input_shape=(len(train_xI[0]),),
activation=’relu’))

model .add (Dense (64, activation=’relu’))

model .add (Dense (32, activation=’relu’))

model .add (Dense(len(train_y [0]), activation=’softmax’))

# Compile model.

sgd = SGD(1lr=0.001)

model .compile (loss=’categorical _crossentropy’, optimizer=
sgd, metrics=[’accuracy’])

#f1t model

history = model.fit(train_x, train_y,validation_data=(val_x
,val_y), epochs=300, batch_size=8)

model .save(’model_intent.h5’, history)

And the values of the evaluation metrics saved every each epoch in history variable to plot
the values using matplotlib as a graphs. After the training is finished we obtain a good
results for this model as we can see in the figure of evaluation plots for the training and

validation during the training 3.15.
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loss

Accuracy

Model loss

0.50

0.25 H

0.00 A

— Train
—— walidation

O 4

50 100 150 200 250 300

Epoch

Figure 3.15: MLP Evaluation loss

Model Accuracy

— Train
—— vwvalidation

100 150 200 250 300
Epoch

Figure 3.16: MLP Evaluation accuracy
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Question answering: The second model which is based on transformer architecture this
model take two inputs the intention and the question, it gives us a good results on dev
part of squad dataset. We first finetune the pretrained model (finetune more than three

derived models of bert) on a squad dataset. As we can see in training code3.4.1:

# must log into hugging face account

from huggingface_hub import notebook_login

notebook_login ()

squad_set = load_dataset ("squad")

#load the tokenizer

tokenizer = AutoTokenizer.from_pretrained(’bert-base-
uncased’)

#After the preprocessing part

#load the pretrained model

model = TFAutoModelForQuestionAnswering.from_pretrained(’
bert -base-uncased’)

# Compile model.

model . compile (optimizer=optimizer)

#using callback to store results after each epoch

callback = PushToHubCallback (output_dir="bert-for-squad",
tokenizer=tokenizer)

#f1t model

ssmodel .fit(train_set,callbacks=[callback], epochs=epochs)

model .save_pretrained(’bert-for-squad’)

And after the training is finished we get these results as we can see in the next table:
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Evaluation metrics/ | Accuracy (exact match) F1 Score
Derivative models

Bert base (Uncased) 80.75 88.20
Bert base (Cased) 80.86 88.40
Roberta base 85.79 92.22
Distilbert base 76.66 85.25
Albert base 82.70 89.88

Table 3.1: Evaluation question answering model on squad dataset

RoBERTa: Is a derived model of bert trained on a larger corpus and for a longer time than

the original bert.
Distilbert: Is faster and smaller than original bert, has less layers.
Albert: Is another derived model of bert focuses on reducing the number of parameteres

and model size.

* Using the chatbot: Here we describe how users can use the chatbot and the stages that
the message of the users goes through in order to reach the answer and display it to the
user.

1. Activate the flask

We use flask to make requests and responses from the website into the server.

(pytorch) C:\xampp\htdocs\saif>python app.py
All model checkpoint layers were used when initializing TFRobertaForQuestionAnswering.

All the layers of TFRobertaForQuestionAnswering were initialized from the model checkpoint at C:/Users/mohamed/Desktop/s|
aved_model.
If your task is similar to the task the model of the checkpoint was trained on, you can already use TFRobertaForQuestion|
Answering for predictions without further training.

* Serving Flask app 'app'

* Debug mode: off

* Running on all addresses (©.0.0.89)

¥ Running on http://127.8.0.1:5660

* Running on http://192.168.1.104:5000
Press CTRL+C to quit

Figure 3.17: Activate flask
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2. Submit the question and detect the language and translation

After the user send the message, we must detect the language to make the response

with the same language.

what is the payment methods do you accept?

The detected language is : english

Figure 3.18: Detect the language

3. Predict the intention

Our database store in json file contain contexts(answers) each name of these con-
texts consider as an intention. By using the intent classification model we can pre-
dict the name of the context where the question answering model can find the an-
swer because the bert based question answering model needs each context less than
512 token. This json file is our database in the form of intent (name of context) and

answers (contexts).

|

"contextl™: [

]J

"context2™: [

]J

"order_feedback™: [

“"problems™

]J

“"invoices"™
1
by

Figure 3.19: json file

4. Extract the answer

By using the question answering model pipline we can extract the answer as we can

see the model predict the start and the end of the answer inside the context.
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{'score': ©.8203263878822327, 'start': 651, 'end': 672, 'answer': 'cash or edahabia card'}

Figure 3.20: Predict start and end of the answer

5. Display the response

Finally, display the response to the user in the chatbot interface in the website.

wihat is thhe payment methods do you

accept? 1O-2a

cash or edahabia card 1924

Figure 3.21: Display the answer
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3.4.2 Data security

At this stage, several prominent results have been achieved in the field of blockchain technology.

Here are some notable advancements

* Form the block: The following figure represents how the block is stored at the level of the
JSON block file, as it can contain information about the registered person, sent amount,

or demand.

"password":
“phone":
“prenon”;

"email”:
, 'municipal”:

"password":
"phone":
prenam”;
“public k

Figure 3.22: An figure representing the block

¢ Store information in Firebase:

The figure represents how the administrator stores information on Firebase. At the Ac-
countt level, it stores the information of each registrant on the blockchain, including the
currency and operations associated with their account. Regarding the accounts, it in-
cludes the registered name and password on the website, as well as the public key and

private key. It’s important to note that I am not referring to the mined nodes by nature. All
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blocks on the network are stored at the block level.

v Accountt

) gAAAAABK j0b1-U3S6xd_Ub1oNnu1Y5hWz0_tU0%x) TuntyQ@x1id;Movxviqoqe0YoJs81_1T8kc6UbOk a7oJSIapeVFntkA=

) gAAAAABKDcPPIptvxcT2FodXZpMpRPapacnvekNCzutkNOcqeLROMNS-z5- jHKen2ykITA-ueBYSIP-_wdpZRFEnPQNp8sS-w==

v accounts
) “ayment2345678°
b "mohamed12345"

b "mohamed12345678"

v Dlock

Figure 3.23: figure representing information stored on Firebase
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* Inscription:
This option is for everyone in order to register, where private information must be entered,
whether it is a private person, miner or moderator. the following image represents how

information for each user is stored at the json file level

3", "hash": "5 379 B d f'}, {"index”: 3, “prev_hash”
ion": [{"adress”:

', "anount”: 100.9, "email":

, passiord":
=", "prenon”;

"D

Figure 3.24: The figure shows the logging information at the json file level
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* Send amount:
Each person registered on the blockchain can send the currency by entering the value he
wants to send, as well as the public key of the person he wants to send to. The following

image represents the recording of currency sending information at the level of the json

block file .

‘amount”: "15"}], "timestamp”: *

Figure 3.25: The figure represents a portion of the JSON block file, displaying the information

for sending a coin

* Demand:
Any individual registered at the level of the blockchain with its three categories can send

a request to another individual by entering the public key of the recipient . The request

information is stored in the block json file level as follows .

Figure 3.26: The figure shows the request information stored at the level of the block json file
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* Show my account information:
Any registrant on the blockchain can view their information by selecting Get may account

and pressing submit . Its information is displayed as follows .

Account Balance

Account: {‘non': mobamed!,'emal". ‘aymenben] 99 Womanl.com, password' 123456 prenont: ben, ‘dress’ wabwan, ‘amouat’ 100.0, publie key
(41 84dcaab127al 60d4aS 1406aTa3 2ef1a8737693 30 10£1491 1feS3dcdb3 el 750464214936 70 Te8 2420 ectadS Thoddbee1 Tac301 7a770240ch0e |

Transactions: | {demand': Ox184ddaabS 127a160d4a5 14064723 f1 8737693301 04491 e S3d44b32c0x2b1a7594642149367c0Te8 2420 ectOaf6 Toeddbee Tac391 TaT70240cbic!, ecipient
(x7207ede7520cabe 5896048221 8607bdeal04 00 SE3£6410£1f902422a60x2d 1 £32ea0f3ca S0b05a92ea8db03cd 0Th3 298 T6bed bl ade 9e4d8330e3 ', {sender’

(41 84dcaab127al 60d4a5 1406aTa3 2ef1a87376933b 10£1491 e 3da4b32c0x201 2750464214936 7c0 Te8 2420 ettt Thoddb01 Tac301 TaT702d0chle, recipient’

(x7207ede7520cabe 5896048221 8607bdea204 0018538041 0£1902422a60x241£32ealf32ca3 5000509 ea8db03cd 39Tb3298 T6bed bl a1 9e4d8330eS 1, amouat’ '151]

Demand: ]
Balane: 85

Transaction Cout: 2

Figure 3.27: The figure shows the account information display

* Show specific account information:
This operation is available only to the administrator. By entering the public key of a per-
son registered on the blockchain and clicking submit, information about that account will

appear in unencrypted form. Its information is displayed as follows .
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Account Balance

Accout: {'nom" aymen’, email: mnousuave Demar cont, password' 11345678, prenont’: bensehbane!, acvess’ ouled el ammount: 100.0, publc ey’

(720 7cd 75 0 8004821864 ThdlSea 94fH0916£3£64d1 01 ef0024 2206020113 Dea0f3ea 5000320 caBildb03ed5 ”b OGOl phoe’ 0674036

Transactons: [

Demand: |{ demand’ 0xf848ecd774be{3aflocel0c0755Ead 346109 To34234c51 2330070z 4024 DeadE2Sef a0 328 77Ed S B 88850405943 LbEded ed08
(x7207edeT520eabe589c09482a1860ThdlSea 04091 83164 101 eF9024 2206020 133 Dca 5000520 eaddb03ed 3932987609 b ade 1 9edd33bes ', { demand:
(1 84dde8 b91‘7'116014a51406a73 14873769330 10F4491 £ S3dd4b3 b aT59464210936 7 T 24200eetO6ifToeddbbe) 1 Tac391 T T0200chAe, ecipnt
(x7207ede320cabe5896048 221864 ThdSea0d 001 83t 101 eB00242 206020 £33 Dca 0b05202cabldb03ed 39 Tb3 208 760e0 ol ade  9edaf3bes ]

Balance; 145

Transaction Count:

Figure 3.28: The figure shows the account information display

e Show the account encrypted:
The miner or administrator has the ability to display the information for a specific ac-
count, but it is presented in an encrypted form. This can be done by selecting "Get Ac-
count," entering the public key of the desired account, and then clicking on "Submit." It’s
important to note that this process is not available to regular registrants. Its information

is displayed as follows .
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Account Balance

Account: {advess’ s AAAAABKIoGlcmZeyF TFuYTuTuh6wSaZ-DoPdiLa qoKXPNGOYV g TXHGOFPPDokIHoS-KSpG3TPehwBelyaplpgVedyw=" ‘mmouet’ 100.), ems]

'tAAAAARRIGG 10 loGT,SsRANDNmWHGMavPSEATIRZDECmooCymAYsoljEeBsfMoq vlipCalP KTk6lm3e6XLLjeURMbAIZnCoBDAySHNGzUz0=, ‘o 'sAAAAABKIqG yX Rl
FisUPINS002e AwYDugOutLbikFE2eT6WITYRNY. d70kSleli0A PoZH83L Teoly KIZKQMirVe==, passvord’ ‘pAAAAABKIgGLWZes3Ty3DQLMUyoNy -PRAL BuuFld- Ty LATA-
VZiYO8oZ_XwZEmy3L Wi TESTBgQLAEAVHV Odei-TytA==", prenom’ ¢ AAAAABKIG2VowtUCalreD TpOAQUAfekby WPt{hurf13DEA-Bral DINKAEEjutEkL Whie-C2D-uMy TixytCIXZeD 1y 28jadA=,
ublc ey OxSoee 6 7b7odLcbdFTd1 19ccabS 1151905483 74053 7b2868549 70308 1eSb0xT797af18 726903 1a131672025c8972d9265065b1 3f6ez 24 Tomac Ob64fade 3, st
'tAAAAABKIqG128BGvplPTDSRXuS0Wau Vit T8aC GENGOVRB3 1 V43pPIPBGIF TDYERToWergfkncn BAGQIKTpaa NV M=

Transactions: [ {sender’ CeSoee8567h7ed LebdfF7d1Lf19ceabS 1151903083 74033 ThI86854970a0e01e3b0xT797af 18726905 1a131e72025ec89724926506%b 1 3t6ee 4 Toane 0b64EA0c 13, reoipent”
(x5S Ha8cBd3£33e 2 7256063606e8 700 74260d%8c2 7971 76 bbil 8513 efed 9964724180993 6ceect30ubGB6eb 66264beld 1483 e T, anouat: 157

Demand: [ {demand; (x3efdefaGEG3ef33015307348ae30 H0da0 ez 4e67545¢Tab3 lal SeBa341 3axTo3b01d1%T2a601 dboccds3 1661 ST0T5499cA 06308 775029913062 7e8479. rewpent'
(xSoga 3670 Tod b7 19%cabS 1151905483 74053 702868549 T0a0c8 Sb0xT797af18 726903 1aL 316720250 6972d926506% 13564 Tomae 0b6fi0e 131

Balance; 100

Transaction Couat: |

Figure 3.29: The figure shows the account information display

3.4.3 Recommendation system

Our recommendation system is based on three filtering technologies: content-based filtering,
collaborative filtering, and hybrid filtering.

Our content-based filtering relies on the TF-IDF technology, on which we relied on to search
for similar craftsman, and this is based on the search that the user performs. Calculating the
similarity factor between the search made by the user with all the items in our database, and
these results are retrieved in the form of recommendations that are classified from the highest
degree of similarity to the lowest degree.

To show the results of this technique, we present this example for User 5:
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simiilarity score IldUser =

0. 472532090944 183274 =1
0_ 4457234922127 9456 =
0. 443615407 10738366 =1
0. 41207474 01528606 =T
0. 38339452932955957F =
032216153750 11051 =

Figure 3.30: search similarity

As for the collaborative filtering technique, we relied on memory-based collaborative fil-
tering. Specifically, we worked on User-based and Pearson correlation technology in order to
calculate the similarity between users and identify similar users who have a high degree of sim-
ilarity between them, through joint ratings between them.

In order to highlight the results of this technique, we present this example that calculates the

similarity value of user 5 with all users:

similarityIndex IdUser
1.6088800 18

. B8BBB66 18068

522233

. 148853

128896

. 8256981

. BBBRBo

. BoBBae

. BBBBBE 18

COGh = @ W R D =]
v I v B v B B T v I R
v B T T A WE

Figure 3.31: Similarity between users

To evaluate the performance of our models represented in the content-based filtering and
collaborative filtering technologies, we subjected the system to the Precision test, the Recall test,

and the F1-scor test, which are measures that give strong guidance to users to test the very high
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quality items from the set of available items. These metrics help determine the performance of

the model in binary prediction, distinguishing good items from bad ones.

Precision test
It is a measure used to evaluate the performance of the model by measuring the amount of true
positive results (True Positive) divided by true positive results (True Positives + False Positives).
TP

Precision= —— 3.1)
TP+ FP

Recall test
Recall measures the ability of the model to detect all positive cases. If the retrieval value is high

, it means that the model can detect many real positives and not miss them.

.. TP
Precision = —— (3.2)
TP+FN

F1-score test Combines precision and recall to provide a comprehensive assessment of model

performance.

2 x (Precision x Recall)
Fl-score = — (3.3)
Precision + Recall

To highlight the obtained results, we took a sample of the results obtained from the two tech-
nologies and put them under the test Precision, Recall and F1-scor, where we got the following

results:
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IdUser | IdCraftsman ac- | IdCraftsman Recall | Precision F1

tual Predicted Scor
Collaborative 5 [306,356,8,35|[5,2,306, 388 | 91.66 91.66 91.66
Feltring (User- , 388, 277, 112 |, 356, 193, 289
based) , 193, 496, 289, | , 376, 277, 328,

14,402,140,412 | 208,156,73,112

, 239, 270, 156, | , 140,35, 14,402

376,73,493,328 | , 239, 270, 412,

,331, 159,208 ] 159,331, 8]
Content based | 5 [7,24,95,107 | [7,130,231,107 | 93.33 84.84 88.88
filtering (TF- , 130, 141, 231 |, 68, 239, 328,
IDF) , 233, 239, 249 | 306, 24, 259, 406

, 251, 259, 265
, 276 , 306, 321,
328,350, 390,15
,68,119, 221, 250
, 272, 300, 319,
335,348,406 ]

, 194, 350, 249
, 388, 319, 276,
367,74,321,119
, 41, 251, 250,
15,335, 265, 95
, 300, 233, 272,
221,141]

Table 3.2: Evaluation of content-based and collaborative filtering techniques
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3.4.4 Private Cloud:

Dashbboard: The OpenStack dashboard was utilized to create VMs tailored to specific task
requirements. This included the deployment of VMs dedicated to running the chatbot AP]I, rec-
ommendation API, and hosting the website along with its associated database. By leveraging
the flexibility of OpenStack, each VM was configured to meet the unique demands of its corre-
sponding task, ensuring optimal performance and functionality.

3 openstack, Do~ & zdin~

Project
Project / Compute / Instances

API Access

e o INStances

Overview

m Instance ID =¥ Filter ' & Launch Instance More Actions ¥

Images Displaying 3 items

Key Pairs Instance Image Key Availability Power ’
¥ 0 IP Address Flavor _ - Status Task Age Actions
Name Name Pair Zone State
Server Groups
recommendati 10.0.0.59, 192.168.1.235, 8 hours,
buntut8 ds1G ke Shutoff N Shut D Start Inst v
v O on vty fd02:h8ab:acce:0:1816:3eflfeet:a5da “ . o ore - SiutLoun 25 minutes aninsance
'olumes y
10.0.0.3, 192.168.1.240. 10 hours,
chatbot ' dsdG v
Network b 0 chatbo ubuntu (02 b3a6:acce 0181636 fed9 9823 key Active nova None  Running 22 minutes Create Snapshot
an ’ D website ubuntutg 100027, 142.162.1.245 dsiG ke Active nova None  Runnin 1 day, 12 hours Creale Snapshot
ebste 1d02 b8at acce 0816 3eftfedk: 1201 L 4 B et Snapstol
Identity »

Displaying 3 items

Figure 3.32: Openstack Dashboard

Network Topology: As mentioned earlier, our architecture employs a Dual-Network setup, il-
lustrated in the graph. This configuration consists of two distinct networks: a public network
(blue) serving as the external network and a private network (green) functioning as the internal
network. These networks are interconnected through a router, and the VMs are attached to the

private network, enabling secure communication within this environment.
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f:openstack. =demo~ & admin ~

e v Network Topology
API Access
Compute > & Launch Instance + Create Network + Create Router
Volumes N Topology Graph
Network v 22 Small | 22 Normal
Networks
Routers

Security Groups

Floating IPs

Admin >

Identity >

@ L7/YZTT'89T'Z6T '79/::89P:TO0T
$9/::920:9880:Z0P) '92/0°0°0'T

YT/0°€ET8IT'T6T

& Launch Instance + Create Network + Create Router

Figure 3.33: Network Topology

Security group: these rules enable seamless connections between VMs and grant them access
to the required services within the OpenStack environment. By default, OpenStack follows a
policy of rejecting all connections, making it essential to define specific rules to allow the nec-
essary protocols and ports.

The figure outlines the protocols and ports that have been explicitly permitted, ensuring smooth
communication between the VMs. These rules provide the necessary framework for secure and
efficient interaction, enabling VMs to access the services they require.

By carefully configuring these rules, the desired protocols and ports are allowed, creating an
environment where VMs can communicate and utilize the designated services effectively. This
approach strikes a balance between accessibility and security, facilitating optimal performance

within the OpenStack infrastructure.
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o Direction Ether Type IP Protocol Port Range Remote IP Prefix Remote Security Group Description Actions

O Egrese 1Pua Any Any 0.0.0.0/0 . R
O Egress 1Pv4 ICMP Any 0.0.0.0/0 : .
O Egress 1Pva ToP Any 0.0.0.0/0 . R
O Egress 1Pva upP Any 0.0.0.0/0 - -
O Egress IPve Any Any o . .
O Ingress IPva Any Any - default R
O Ingress 1Pva IcMP Any 0.0.0.0/0 - -
O Ingress IPva Tcp Any 0.0.0.0/0 . R
a Ingress 1Pva TCP 22 (SSH) 0.0.0.0/0 - -
o Ingress 1Pva TCP 80 (HTTP) 0.0.0.0/0 - -
a Ingress IPva TCP 3306 (MYSQL) 0.0.0.0/0 - -
O Ingress IPva uDP Any 0.0.0.0/0 . R
O Ingress 1Pv6 Any Any . default -

Figure 3.34: Security Group

Hosting website an APIs:

website:

The website is hosted on a virtual machine (VM) named "website," which serves as both
the host for the website itself and the database. To ensure seamless access to the website
from across the network, specific configurations were applied within the security groups.
By specifying the appropriate settings in the security groups, HTTP connections have
been authorized, allowing users to access the website’s resources. This authorization ex-
tends throughout the network, enabling users from various locations to establish connec-
tions and interact with the website but since we're hsoting it in a local network it will allow

only those who are connected to it.
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- 192.168.1.246/index.php

Home About Services Team

WorkersSpace Was Created

Figure 3.35: Website hosted in vin

e Chatbot API:

Hosting the chatbot API necessitated configuring the virtual machine (VM) with AVX sup-

port, which was not initially available in the default CPU mode and model provided by

OpensStack. To overcome this limitation, modifications were made to the installation script,
enabling the VM’s CPU mode to be set as "host-passthrough." This configuration ensures

that all the CPU flags of the host machine are passed on to the VMs, including the neces-

sary AVX support.

The diagram below depicts the flow of messages between the Flask-based chatbot API and

the messages sent by users of the website.
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ubuntu@chatbot: ~/anes

ubuntu@chatbot: ~/anes ubuntu@website: /var/www/html

[2023-06-29 01:29:55.674117: W tensorflow/compiler /tf2tensorrt/utils/py_utils.cc:38] TF-TRT Warning: Could not find TensorRT
AL1 model checkpoint layers were used when initializing TFRobertaForQuestionAnswering.

[ALL the layers of TFRobertaForQuestionAnswering were initialized from the model checkpoint at HASANSS/bert-finetuned-for-roberta.

1f your task is similar to the task the model of the checkpoint was trained on, you can already use TFRobertaForQuestionAnswering for predictions without further training.
* Serving Flask app

* Debug mode: off

* Running on all addresses (©.0.0.0)
* Running on http://127.6.6.1:5600
* Running on http://10.0.

hello
The detected language {i:
1/1 - 0s 103ms/step
0.9718365
the predicted intent is : greeting
.168.1.225 - - [29/Jun/2623 01:30:15] "POST /ProcessUserinfo HTTP/1.1" 200 -

e detected language i nglish
[ - 0s 24ns/step
64573

e predicted intent is : greeting

.168.1.225 - - [29/Jun/2023 01:31:19] "POST /ProcessUserinfo HTTP/1.1" 268 -

can i pay

e detected language i nglish

- 05 26ms/step

the predicted intent is : contextl
0.25479358434677124
{'score': ©.25479358434677124, 'start': 527, 'end': 548, 'answer': 'cash or edahabia card'}
cash or edahabia card
a5lla Cash gl Edahabia
english

- - [29/Junf2023 ©1:31:37] "POST /ProcessUserinfo HTTP/1.1" 200 -
whats your name
The detected language is : english

- 0s 28ns/step

the predicted intent is : greeting

192.168.1.225 - - [29/Jun/2023 01:31:52] "POST /ProcessUserinfo HTTP/1.1" 200 -
what do you offer

The detected language i nglish

1/1 [: - 05 29ms/step

0.96448576

the predicted intent is : context1

0.12249552458524704

{'score': 0.12249552458524704, 'start': 11, 'end': 6@, 'answer': 'a variety of jobs for craftsmen in various fields'}
a variety of jobs for craftsmen in various fields

)Lzl | hize p ga8,al) llall o dsgiio aSgane

english

192.168.1.225 - - [29/Jun/2023 01:32:30] "POST /ProcessUserinfo HTTP/1.1" 200 -

Figure 3.36: Chatbot API

* Recommendation API:
The recommendation API leverages the database hosted within the website’s instance to
deliver personalized recommendations of new craftsmen to users. This process occurs
seamlessly following user interactions such as searching for or rating craftsmen.
The diagram below illustrates the dynamic behavior of the recommendation API in re-

sponse to these operations.
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ubuntu@recommendation:

ubuntu@website: /var/www/htm( ubuntu@recommendation: ~ anes@anes-ThinkPad-L13-Gen-2:

* Running on all addresses.
WARNING: This is a development server. Do not use it in a production deployment.
* Running on http://10.0.0.59:5000/ (Press CTRL+C to quit)
iz ol
/home /ubuntu/tf_idf.py:186: SettingWithCopyWarning:
A value is trying to be set on a copy of a slice from a DataFrame.
Try using .loc[row_indexer,col_indexer] = value instead

See the caveats in the documentation: https://pandas.pydata.org/pandas-docs/stable/user_guide/indexing.html#treturning-a-view-versus-a-copy
Enploi_df["clean_emploii’] = Emploi_df["craft"].apply(clean_title)

/home/ubuntu/tf_idf.py:205: SettingWithCopyWarning:

A value is trying to be set on a copy of a slice from a DataFrame.

Try using .loc[row_indexer,col indexer] = value instead

See the caveats in the documentation: https://pandas.pydata.org/pandas-docs/stable/user_guide/indexing.html#returning-a-view-versus-a-copy
Emploi_df['text'] = Emploi_df['craft'] + ' ' + Emploi_df['address'] + ' ' + Emploi_df['state’]

user_id username email . text similarity similarity_score

0x3c37414cdbeefo30edadc34ecc23eq2692c4bedef21b. . . qqqqq q999@9qq99q.com . Wedding Photographer qqqqqqqq qqqqqqq  ©.675618 0.675618

riyad26 riyad26@gmail.con . Wedding Photographer ouregla ouregla 543804 543804

samir azzouz samir@gmail.com . painter rue frantz fanon oran .377528 377528

yacine saidi yacine@gmail.com . painter rue des fréres berkat constantine 367233 367233

ahmed khaled ahmed@gmail.com . painter rue colonel lotfi setif .363907 363907

youssef benarbia youssef@gmail.com . masonry rue frantz fanon oran 349891 349891

hakin bouzid hakin@gmail.com ... masonry rue des freres berkat constantine ©.348136 340136

ahmed khaled ahmed@gmail.com . masonry rue colonel lotfi setif 336988 336988

mohamed belkacem mohamed@gmail.com . painter rue boualem boukhari tizi ouzou 327424 327424

abdelkader belkacem abdelkader@gmail.com . painter rue abane ramdane blida .325420 325420

hamoud bou3lam bou3lan@gmail.com . masonry algeria Biskra 0.319893 319893

sami saidani sami@gmail.com . masonry rue boualem boukhari tizi ouzou .302578 302578

sami amroun sami@ggmail.com . masonry rue abane ramdane blida 300694 300694

redouane benaissa redouane@gmail.com . painter rue des fréres amrouche batna .300635 300635

salin laribi salinggmail.con . painter rue de la liberté oran  0.299669 299669

karim chérif karin@gmail.com . painter rue abane ramdane annaba 298988 298988

victor victor@mail.com . painter fdssdfgs dfgdfgfd .293933 293933

mohamed abdelkader mohamed@gmail.com . painter rue de la republique oran .288883 288883

mohamed ait hamouda mohamed@gmail.com . painter rue des fréres belkacem béjata .285090 285090

kamel laribi kamel@gmail.com . masonry rue des fréres amrouche batna  6.277440 277440

abdelkader belkacem abdelkader@gmail.com . masonry rue de la liberté oran .276535 .276535

ahmed benaissa ahmed@gmail.com . painter rue el moudjahidine alger 270297 270297

ali belkacem aliggmail.com . painter boulevard des martyrs constantine .262541 262541

youssef boudjemaa youssef@gmail.com . painter rue bachir boukadoum blida  6.261497 .261497

george george@mail.com . painter biskra biskra .258952 .258952

kamel sifdaoudii23@gmail.com . painter zemala oulad djelal 243528 243528

mohamed anes sifdaoudi1s@gmail.com . painter, plumber algeria algeria .236763 236763

salah eddine sifdaoudiggmail.com . painter city 18 mars el meghier 227664 227664

nohamed saleh sifdaoudi1234@gmail.com . masonry, carlleur algeria algeria 6.203535 .203535

bensahban aymen aymen@gmail.com . painter ouled djellal ouled djellal 151973 151973

e - L ]
0P PP 0ODO 000000 OO OOV DD

[30 rows x 25 columns]

The table does not contain the lines that the client wants

id inside search and outside ratings

192.168.1.225 - - [29/Jun/2023 00:00:10] "POST /execute HTTP/1.1" 200 -

Figure 3.37: Recommendation API

3.5 Conclusion

In this chapter, we have showcased the implementation of our system and shared the
outcomes achieved through our efforts. To ensure effective programming and the success-
ful accomplishment of our objectives, we carefully selected the appropriate software and li-
braries. The results obtained were highly promising, demonstrating the effectiveness of our

well-structured and organized system.
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Conclusion

In this thesis, we have presented WorkersSpace, a comprehensive platform consisting of various
components and tasks. The central focus of the platform is the website, which encompasses
three distinct functionalities. Firstly, the chatbot utilizes deep learning transformers and MLP
techniques to handle customer support efficiently. Secondly, blockchain technology ensures the
security and integrity of user data. Lastly, the recommendation system incorporates content-
based filtering, collaborative filtering, and hybrid recommendation techniques to enhance user
satisfaction.

All these components are seamlessly integrated into the website, which is hosted within a
private cloud environment using the open-source cloud computing infrastructure, OpenStack.
Throughout the thesis, we have meticulously developed and integrated each component of the
WorkersSpace platform, ensuring ease of use and user satisfaction.

The results obtained from our experiments have been promising, as demonstrated in the
results section. Additionally, we have provided comprehensive system interfaces to showcase
the user experience.

Our ultimate objective is to serve our customers by offering a user-friendly platform that
facilitates efficient interactions between users and appropriate workers (craftsmen). Further-
more, the platform aims to assist craftsmen in finding suitable job opportunities, fostering col-
laboration and ultimately contributing to making the world a better place.

In conclusion, we have successfully developed and integrated the WorkersSpace platform,
providing a valuable tool for users to connect with craftsmen effectively. Through this platform,
we aim to create a positive impact by facilitating meaningful interactions and fostering mutually

beneficial relationships between users and workers.
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