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Abstract

The process of conducting fair and transparent elections is a critical aspect of
any democratic society. However, traditional voting systems have faced numerous
challenges, including concerns about tampering, fraud, and lack of transparency.
Blockchain technology offers a promising solution to address these issues and en-
hance the integrity of voting systems. This abstract presents an overview of a blockchain-

based application designed to facilitate untampered voting.

The proposed application leverages the decentralized nature of blockchain to
ensure transparency, security, and trust throughout the voting process. By using a
distributed ledger, the application enables the creation of an immutable record of
each vote, preventing unauthorized modifications or tampering. The transparency
of the blockchain allows for real-time verification and auditing of the voting results

by all stakeholders, including voters, election officials, and independent observers.

The blockchain-based application also addresses the issue of voter authentica-
tion. By implementing a decentralized identity management system, it ensures that
only eligible voters can participate in the election. This system can integrate various
identification methods, such as biometrics or government-issued digital identities,

to establish a robust and secure authentication process.

In conclusion, a blockchain-based application for untampered voting provides
a promising solution to enhance the integrity and trustworthiness of electoral pro-
cesses. By leveraging the decentralized and transparent nature of blockchain, this
application ensures secure and verifiable voting, protecting the principles of democ-
racy in the digital age.

Keywords: Blockchain, E-voting, Smart contract, Ethereum, Crypto-currency.



Résumé

L'organisation d’élections équitables et transparentes est un aspect essentiel de
toute société démocratique. Cependant, les systemes de vote traditionnels ont été
confrontés a de nombreux défis, notamment des préoccupations concernant la fal-
sification, la fraude et le manque de transparence. La technologie blockchain offre
une solution prometteuse pour résoudre ces problemes et renforcer 1'intégrité des
systemes de vote. Ce résumé présente une vue d’ensemble d"une application basée

sur la blockchain congue pour faciliter le vote non falsifié.

L'application proposée tire parti de la nature décentralisée de la blockchain pour
garantir la transparence, la sécurité et la confiance tout au long du processus de
vote. En utilisant un registre distribué, 1’application permet la création dun en-
registrement immuable de chaque vote, empéchant toute modification ou altération
non autorisée. La transparence de la blockchain permet la vérification et 1’audit
en temps réel des résultats du vote par toutes les parties prenantes, y compris les
électeurs, les fonctionnaires électoraux et les observateurs indépendants.

L'application basée sur la blockchain aborde également la question de I’authentifi-
cation des électeurs. En mettant en ceuvre un systéme décentralisé de gestion de
I'identité, elle garantit que seuls les électeurs éligibles peuvent participer a 1’élection.
Ce systeme peut intégrer diverses méthodes d’identification, telles que la biométrie
ou les identités numériques émises par le gouvernement, afin d’établir un processus

d’authentification robuste et sécurisé.

En conclusion, une application basée sur la blockchain pour le vote non falsifié
fournit une solution prometteuse pour améliorer 1'intégrité et la fiabilité des pro-
cessus électoraux. En tirant parti de la nature décentralisée et transparente de la
blockchain, cette application garantit un vote sécurisé et vérifiable, protégeant ainsi

les principes de la démocratie a 1’ere numérique.

Mots-clés: Blockchain, E-voting, Smart contract, Ethereum, Crypto-currency.
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General Introduction

Elections play a crucial role in upholding democratic societies as they enable citi-
zens to actively participate in selecting their representatives and shaping the gov-
ernment. However, traditional election systems, such as paper and electronic votes
with centralized processes, often encounter issues regarding transparency, potential
fraud, and limited accessibility.

In response to these challenges, authorities are seeking innovative solutions.
This project aims to address the limitations of conventional voting systems. We
propose an approach that utilizes a decentralized system to ensure immutability,
robust encryption, and transparency.

This solution harnesses the power of blockchain technology to deliver these ser-
vices and more. The decentralized nature of blockchain makes it an appealing op-
tion for enhancing election security and integrity, as it provides resistance against
tampering and manipulation.

When applied to elections, blockchain technology offers several advantages. Firstly,
it ensures transparency by creating an unchangeable and auditable record of all
transactions or votes. Each vote cast on the blockchain is encrypted and tied to a
unique identifier, guaranteeing its authenticity and preventing any tampering. This
transparency fosters trust in the election process and enables independent verifica-
tion of the results.

Secondly, blockchain enhances security. By cryptographically linking each trans-
action or vote to the previous block, the entire chain becomes highly resistant to
modification without detection. Additionally, the decentralized nature of blockchain
eliminates reliance on a single point of failure, thereby minimizing the risk of hack-
ing or tampering with election data.

Furthermore, blockchain technology can improve accessibility and convenience
in elections. Through the use of digital identities and cryptographic keys, voters can
securely cast their votes remotely from any location. This eliminates the need for
physical polling stations and allows individuals who may face obstacles in partici-
pating in traditional elections, such as overseas citizens or people with disabilities,

to engage in the democratic process.



This master thesis is structured as follows: Chapter One presents the current
state of blockchain technology, including its description, functionalities, benefits,
and drawbacks.

Chapter Two focuses on voting systems worldwide, discussing their history,
types, constitutional laws, the process of their creation, and the challenges they en-
counter.

Chapter Three outlines the design of our approach. It begins with an overview
of the system’s global design, describing each component and its interconnection,
followed by detailed designs for each component.

Chapter Four covers the implementation of the proposed system. The master

thesis concludes with a comprehensive summary in the conclusion section.



Chapter 1

Blockchain Technology

1.1 Introduction

Blockchain technology is a revolutionary concept that has gained significant atten-
tion in recent years. It is a distributed ledger technology that allows secure and
transparent transactions between parties without the need for intermediaries.

In a traditional transaction, intermediaries such as banks or financial institutions
are involved to validate and process the transaction. With blockchain, the need
for intermediaries is eliminated, as the transaction is validated and processed by a
network of computers connected to the blockchain.

The basic principle behind blockchain technology is that it allows for the creation
of a decentralized, secure, and tamper-proof ledger. This ledger is maintained by a
network of participants, with each participant having a copy of the ledger. Trans-
actions that take place on the blockchain are recorded in the ledger and cannot be
altered or deleted, creating a permanent record of the transaction.

The technology has several applications beyond just financial transactions, in-
cluding supply chain management, digital identity, voting systems, and more. The
potential uses of blockchain technology are vast, and it is considered to be one of
the most significant technological innovations of recent times.

In this chapter, we will explore the underlying technology behind blockchain, its
history, how it works, its potential uses and benefits, as well as some of the chal-

lenges and limitations of the technology.
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1.2 Blockchain Definition

Blockchain is a chain of blocks-based distributed data system. Blockchain keeps
track of all transactions on a network by acting as a distributed database or a global
ledger. The blocks that include the time-stamped transactions are recognized by
their cryptographic hashes.

The blocks line up in a straight line, with each block referencing the hash of the
one before it to create the chain of blocks known as the Blockchain. Every node in a
network that maintains a blockchain executes and records the same transactions.

The nodes in the Blockchain network duplicate the Blockchain. The transactions
can be read by any node in the network [22]

Block 0 Block 1 Block 2

index: 0 index: 1 index: 2

previousHash: 0 reviousHash: 0x123F... reviousHash: 0x23FE...
timestamp: 15:3W§meslamp: 15:3Mmestamp: 18:38 1/1/2018
data: "DATA 0" data: "DATA 1" data: "DATA 2"

hash: 0x123F... hash: 0x23FE... hash: 0x34FA...

Figure 1.1: Blockchain Structure

1.3 Blockchain History

1991-2008: Early Years of Blockchain Technology

Stuart Haber and W. Scott Stornetta had the idea for blockchain in 1991. They began
by constructing a chain of blocks that were encrypted. The documents’ timestamps
could not be altered. In 1992, Merkle trees were added to the system. As a result,
the system became more effective and could accommodate more documents in a
block [62].

2008-2013: The Emergence of Bitcoin
Bitcoin was created in 2008 as the first application in the history of blockchain tech-
nology. Since the Bitcoin blockchain was gaining popularity at this point, many
people confuse Bitcoin and blockchain as the same thing [47].

In 2009, Satoshi Nakamoto published the first article on blockchain technol-
ogy. In this article, they explained blockchain as a peer-to-peer electronic system.
Nakamoto created the first block, or Genesis block, from which other blocks were
mined. These blocks were connected together, creating one of the largest blockchains
that contains various information [78].

2013-2015: The Development of Ethereum Bitcoin’s limitations worried a pro-
grammer named Vitalik Buterin a little too much. He explained that Bitcoin has not
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been able to take full advantage of blockchain technology. So he set about devel-
oping a blockchain that involved more than just peer-to-peer technology. A brand
new public blockchain called Ethereum was launched in 2013. She had additional
functions [60].

2018: The Future

In recent years, blockchain technology has undergone many changes. In order to use
this technology, numerous new initiatives have been developed. The first decentral-
ized open-source blockchain platform, called NEO, was introduced in China. The
nation has banned cryptocurrencies, but it is still making significant investments
in the advancement of blockchain technology. The Chinese version of Ethereum is
called NEO [7] [56].

Blockchain technology R3 is formed
and forms consortium of over 40
legacy financial companies for implementing
Blockchain technology

The first Bitcoin purchase
10,000 BTC takes place

Stuart Haber and Scott Stornetta
work on the first Blockchain Bug in Ehereum DAO code
exploited and attacked

Ethereum Blockchain is
funded by crowdsale

TRANSACTIONS
CONTRACTS

1991- |\ ORIGIN APPLICATIONS

2008 2012 2016

2009 o\ 2013 20\° 2075
2010 2014 2018

Bitcoin marketplace
surpasses $1 Billion

Satoshi Nakamoto releases

Bitcoin whitepaper Ethereum Genesis

block created

EOS is unveiled by Block.one

as a new Blockchain protocol
Vitalik Buterin releases for the deployment of
Ethereum whitepaper decentralized applications

Linux Foundation unveils
Hyperledger to enhance
Blockchain development

Figure 1.2: History Of Blockchain

1.4 Types of Blockchain Architecture

Private and public blockchains are the two main categories of blockchains. How-
ever, there are many variations including consortium and hybrid blockchains. First,
let’s explore what the different blockchain types have in common before delving
into the specifics of each type. Each blockchain consists of a cluster of peer-to-peer
(P2P) nodes. Each node on the network maintains a copy of the shared registry,
which is updated immediately.Each node has the ability to create blocks, send or

receive transactions, and verify transactions [3].
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1. Public Blockchain:
Public blockchain is a concept where anyone can participate and participate in
the main activities of the blockchain network. The public blockchain is fully
decentralized, has access and control over the ledger and its data is not lim-
ited to individuals, it is always available and a central authority manages all
blocks on the chain [21]. Anyone can set up their own node or block in the net-
work/chain. Once a node or block is established on the blockchain, all blocks

are connected as peer-to-peer connections.

2. Private Blockchain:
To access the private blockchain, miners require authorization. The other par-
ties engaged will not have access to it, and only the subjects participating in
the transaction will be aware of it [79]. Unlike public blockchains, private

blockchains are run by the organization that owns the network.

3. Consortium Blockchain:
Something like personal blockchains linked to the block chain of governmental
institutions. Organizations created them, and nobody outside of those groups
is allowed access. All businesses between corporations collaborate equally in
consortium blockchains. They don’t permit access from the consortium’s or

organizations’ network [59].

The following table provides a detailed comparison among these three blockchain

systems:
Property Public blockchain Consortium blockchain Private blockchain
Consensus determination All miners Selected set of nodes Within one organization
Read permission Public Public or restricted Public or restricted

Immutability level Almost impossible to tamper Could be tampered Could be tampered
Efficiency (use of resources) Low High High
Centralization No Partial Yes
Consensus process Permissionless Needs permission Needs permission

Table 1:Comparison between the three types of blockchain
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1.5 Blockchain Structure

Blockchain is a Distributed Ledger Technology. It is a distributed and decentralized
database and it is secured ever as compared to other technologies [3].

Block n-1 .3, 3 W Blockn . 3 . I . W Block n+l

| } }

Previous Block
L-=-"* Address

Previous Block
---=* Address

Previous Block
-===* Address

Timestamp Timestamp Timestamp

Nonce

Nonce

Nonce

i
il
iy

Merkel Root Merkel Root Merkel Root

Figure 1.3: Blockchain Structure

1. Header:
It is used to identify a specific block in the overall blockchain. It supports all
blockchain blocks. The block header is regularly hashed by miners by chang-
ing the nonce as part of normal mining. There are also three sets of block
metadata in the block header [48].

2. Previous Block Address/ Hash:
Used to combine the i + 1 block with the i th block using a join. In short, it’s a
reference to the hash of the previous (parent) block in the chain.

3. Timestamp:
It is a mechanism that checks block data and gives digital documents a creation
time or date. A timestamp is a string of characters that both uniquely identifies
and notates the creation date of a document or an event.

4. Nonce:
a nonce that is only used once. It is a crucial component of the block’s proof of
work. If it is less than or equal to the current target, it is compared to the live
target. Individuals who mine, test, and remove a large number of once every

second until they discover a legitimate instance of a valuable once.

5. Merkel Root:
It is a frame-like data structure made up of various data blocks. A Merkle Tree

creates a digital fingerprint of each transaction and saves them all together in
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a block. It enables users to confirm if a transaction may or cannot be included
in a block.

1.5.1 Blockchain core architecture
These are the core blockchain architecture components [54]:

* Node - user or computer within the blockchain architecture (each has an inde-
pendent copy of the whole blockchain ledger).

* Transaction - smallest building block of a blockchain system (records, infor-

mation, etc.) that serves as the purpose of blockchain.

* Block - a data structure used for keeping a set of transactions which is dis-
tributed to all nodes in the network.

* Chain - a sequence of blocks in a specific order.

* Miners - specific nodes which perform the block verification process before
adding anything to the blockchain structure.

* Consensus (consensus protocol) - a set of rules and arrangements to carry out
blockchain operations

1.6 Blockchain Layers

The layered architecture of blockchain is categorized into six layers [1] [23].

* Hardware infrastructure layer
The content of the blockchain is hosted on a server at a data center somewhere
on this beautiful planet. The client-server model is used when users go online

or use any applications to request content or data from application servers.

Now, clients can communicate with one another and exchange data. A vast
network of computers sharing data is referred to as a peer-to-peer (P2P) net-
work. Blockchain is a peer-to-peer computer network that computes, vali-
dates, and accurately records transactions in a shared ledger. As a result, all
of the data, transactions, and other important data are stored in a distributed

database. A node in a P2P network is a computer [48].

* Data layer
The data structure of a blockchain is described as an ordered linked list of
blocks. Pointers and a linked list are the two main components of the blockchain’s

8
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Application Internet of Things, Smart City, Market
Layer Security, Health Records
Contact Algorithm, Smart Contract, Script Code
Layer
Incentive Issuance Mechanism, Allacation
Layer Mechaniam
Consensus PoW, DAG, Po5, PoE, PoX, BFT, Pol,
Layer PoET atc.,
Metwork P2P Network, Communication
Layer Mechanism, Verification Mechanism

Data Layer Data Block, Chain Structure, Time Stamp

Figure 1.4: Blockchain Layers

data structure. A linked list is a collection of linked blocks that each contain

data and a pointer to the block before it.

* Network layer
Inter-node communication is handled by the network layer, often known as
the P2P layer. The network layer is in charge of transactions, block propaga-
tion, and discovery. This layer is also known as the propagation layer.

This P2P layer guarantees that nodes may connect with each other and com-
municate, share, and synchronize to maintain the integrity of the blockchain
network. A peer-to-peer (P2P) network is a computer network where nodes
are dispersed and share the workload of the network to accomplish a shared
goal. Nodes are responsible for processing transactions on the blockchain.

* Consensus layer
For blockchain platforms to function, the consensus layer is necessary. Whether
it’s an Ethereum, Hyperledger, or other blockchain, the consensus layer is the
most important and required layer. The blocks are ordered and validated by
the consensus layer, which also makes sure that everyone is in agreement.

e Application layer
The application layer is composed of smart contracts, chaincode, and decen-
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tralized apps (DApps). The application and execution layers are further sep-
arated into the application layer protocols. The software that end users use
to interact with the blockchain network is included in the application layer.
It includes user interfaces, frameworks, application programming interfaces
(APIs), and scripts.

1.7 Blockchain Working

As the name implies, a blockchain is a shared, unchangeable record that divides
data into units or blocks, whereas a database organizes data into tables [63].

A succession of blocks makes up a blockchain. Blocks are attached to one another
after they have been filled with data. Let’s use an example to better understand how
blockchain functions:

Consider Jack and Phil as two nodes on the bitcoin blockchain network who wish

to transact with one another. [19]
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Figure 1.5: Blockchain Works

Step 1: Facilitating the transaction: Jack wants to send 20 BTC to Phil via the
Blockchain network.

Step 2: Verification of transaction: All nodes on the network will get the message
for verification. All nodes will verify the crucial transactional characteristics, such
as whether Jack has enough balance—at least 20 BTC—to complete the transaction.
Jack, a node, is he registered? The node Phil is he registered? The transaction is
validated when the parameters have been checked.

Step 3: Formation of a new block: A new block is created when several validated
transactions accumulate in mempools and are kept there. The block will addition-
ally contain this validated transaction.

Step 4: Consensus algorithm: The Proof-of-Work consensus mechanism will be
utilized for block verification since this discussion is about bitcoins. In proof-of-
work, the system gives a node the goal hash value; as a result, it is required to

10
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generate a hash for the new block. The hash value for the new block that is below
the intended value must be determined by the node. The block that presents the
greatest challenge is chosen when two or more miners are mining the same block
simultaneously. The remainder are referred to as stale blocks. Typically, mining
pays out in blockchain currency. Bitcoin serves as the blockchain currency in this
instance.

Step 5: Addition of the new block in the blockchain: Only once the freshly pro-
duced block has been added to the network and authenticated using proof-of-work
will the transaction be marked as complete. Jack will give Phil 20 Bitcoin. The new
block will be connected to the blockchain’s open end.

Step 6: Transaction complete: The transaction will occur and 20 BTCs will be
transferred from Jack’s wallet to Phil’s wallet as soon as the block is uploaded to the
blockchain. The blockchain permanently secures the transactional facts.

1.8 Consensus Protocols

The exact way to determine if a transaction is genuine or fraudulent is provided by
a consensus protocol at the heart of the blockchain network [72]. It provides a way
to verify and confirm information that should be in a blockchain record. Blockchain
networks often lack a central authority to decide who is right and who is wrong, so
all blockchain nodes must agree on the state of the network by adhering to estab-
lished protocol rules [50].

There are some common protocols of consensus:

1.8.1 Proof of Work (PoW)

Bitcoin, the first blockchain, makes use of PoW. The nodes, or "miners," use their
computers to solve mathematical or cryptographic puzzles to authenticate transac-
tions on the Bitcoin network. Bitcoin is given to miners in exchange for their efforts

in validating and enabling a block record [37].

1.8.2 Proof of Stake (PoS)

Instead of miners in PoS, there are "forgers". These forgers stake a certain amount of
bitcoin, giving them a chance to become a block validator based on likelihood. The
necessary block transaction costs are given to the successful forger as compensation.
A forger is discouraged from trying to fool the network by staking their own cryp-
tocurrency on a block because they risk losing the stake if their fraudulently added
transactions are found to be on the network [36].

11
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1.9 Cryptography in Blockchain

In the presence of malevolent outside parties, or adversaries, cryptography enables
safe communication. An algorithm and a key are used in encryption to convert an
input (plaintext) into an encrypted output (i.e., ciphertext) [15].

Cryptography focuses on four different objectives [4]:

1. Confidentiality: Just the individual for whom the information is meant can

access it; no one else is permitted.

2. Non-repudiation: The information’s author or sender cannot retract his intent

to send additional information in the future.

3. Integrity: Information cannot be changed either in storage or during trans-
mission from the sender to the intended recipient without the addition of new

information being noticed.

4. Authenticity: It is established who sent the message and who received it. The

information’s origin and destination are both verified.

1.10 Types of Cryptography

Understanding the different types of encryption is essential to understanding blockchain
cryptography [25]. Hash functions, symmetric key cryptography, and asymmetric
key cryptography are the three main methods used to run cryptographic algorithms.

1.10.1 Symmetric-Key Cryptography

Symmetric cryptography [31], commonly referred to as secret key cryptography;, is
the sharing of encrypted data between parties using a single shared secret. Because
you use the same key to encrypt and decrypt the data, ciphers in this category are

referred to be symmetric [17].
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Figure 1.6: Symmetric Encryption
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1.10.2 Asymmetric-Key Cryptography

Asymmetric cryptography employs two distinct keys for encryption and decryp-
tion. Each user has a private key in addition to a public key. The public key can be

freely shared, but the private key must always remain a secret [26].
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Figure 1.7: Asymmetric Encryption

1.10.3 Hash Functions

An algorithm called a hash function converts input data of any size into an output
of a specific size [71]. The result is a hashed text known as a hash value. A crypto-
graphic hash function’s primary goal is to confirm the validity of data [11].

Input Hash Function Hash Value
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Plaintext I adak73
message Ihbdgz

Figure 1.8: Hash Encryption
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1.11 Uses of blockchain

There is a lot of wide usage of Blockchain beyond finance, We mention some of

them:

1.11.1 Electronic Voting

The numerous issues that these early attempts at internet voting have revealed can
all be resolved by blockchain. Because any hacker with access to the terminal cannot
influence other nodes, a blockchain-based voting application is not concerned with
the security of its Internet connection. Without disclosing their identities or political
inclinations to the public, voters can nevertheless cast their ballots efficiently. The
ability to attribute each ID to a single vote, prevent the creation of fakes, and prevent

tampering allows officials to count ballots with complete confidence [8] [53].

1.11.2 Supply Chain Management

Blockchain enables businesses to conduct transactions directly and without the in-
volvement of a third party, increasing the efficiency of global supply chains. It also
enables more data sharing between stakeholders and supports increased integration

of financial and logistical services [14] [69].

1.11.3 Healthcare

Blockchain’s distributed ledger technology makes it easier to transfer patient med-
ical records securely, improves the security of healthcare data, controls the flow of

medications, and aids genetic code discovery in the medical field [2] [44].

1.11.4 Peer-to-Peer Transactions

Although convenient, P2P payment services like Venmo have some limitations. Cer-
tain services limit transactions depending on location. Others demand payment in
exchange for use. Also, a lot of them are hacker-prone, which deters users from
disclosing their financial information. With all of the aforementioned advantages,
blockchain technology could remove these obstacles [12] [65].
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1.12 Smart Contracts

It is a collection of code (its functions) and data (its state) that resides at a specific ad-
dress on the Ethereum blockchain. smart contracts are a type of Ethereum account.
However, they are not controlled by the user, they are deployed across the network
and work as designed.User accounts can then interact with the smart contract by
sending transactions that perform the function defined in the smart contract [73].
Smart contracts can define rules like a standard contract and apply them automati-
cally via code. By default, smart contracts cannot be deleted and interactions with

them are irreversible [9].

1.13 Advantages and Disadvantages of Blockchain

Every technology has it’s advantages and disadvantages that we need to know. we

present it as follows [40]:

1.13.1 The advantages of the Blockchain

* Decentralized system: Dealing with the third-party organization or the cen-
tral administrator is not necessary. This shows that all Blockchain users are in-
volved in decision-making and that there is no intermediary in the system [64].

* Trusty: The belief of two or more participants—who do not know one an-
other—is the foundation of the Blockchain’s trust. The fundamental premise

is the genuine, non-worthless exchanges between these unidentified parties.

* Transparency: The transaction copying procedure makes the Blockchain trans-
parent. Each transaction, as stated above, gets duplicated to either computer
in the Blockchain network. Every participant has access to all transactions,

therefore every activity is visible to everyone using the Blockchain.

* Security: Blockchain technology’s high level of security is attained at the point
of network entrance for each user. because every user of the Blockchain re-
ceives a special ID that is connected to their account. The trustworthy chain of

the cryptographic hash is blockchain security.

1.13.2 The Blockchain disadvantages

* Energy: The Blockchain’s high energy consumption is its biggest drawback.
Power usage is required to maintain a real-time ledger. Every time a new node
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is created, it connects with every other node at the same time [39].

* Cost: A lot of energy is required for each cryptocurrency transaction. Very
little likelihood exists that technological development will be able to remedy
this problem. Also, there’s a chance that unresolvable energy problems will

overlap with the storage problem.

* Immaturity: Since blockchain technology is still relatively new, people do not
place a lot of trust in it and are not yet willing to invest in it. Nevertheless,
a number of blockchain-based applications are flourishing across numerous
industries, but more people’s trust in the technology is still needed before it
can be fully utilized.

1.14 Blockchain today

1.14.1 Cryptocurrencies

There are 1,833 cryptocurrencies listed with a market cap of $200 billion, and they
have been around since 2009. Cryptocurrencies are an alternative to the conven-
tional central banking system because they can be used to exchange electronic cash
while using strong encryption to ensure the security of funds and transactions. Let’s
learn more about a few of them [34].

1.14.1.1 Bitcoin

With the introduction of bitcoin, which has shown to be very safe and robust from a
network and protocol point of view, decentralization of currency was made feasible
for the first time. It is the first use of blockchain technology that combines a peer-
to-peer network, according to this definition. The Bitcoin protocol is used by nodes
in this peer-to-peer network to communicate with one another [75]. With Bitcoin,
the double spending issue is overcome through a distributed ledger where each

transaction is permanently recorded [74].

1.14.1.2 Ethereum

The Ethereum idea was first presented by Vitalik Buterin in November 2013. Ethereum
is a decentralized platform that employs blockchain technology and smart contracts
to handle money in order to avoid downtime and outside influence. In May 2015,
Ethereum’s initial release was made. It is an application that functions precisely as

intended, with no chance of fraud, censorship, or downtime [28].
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1.15 Conclusion

During this chapter, we outlined in detail the blockchain, its principles, and its use-
fulness as it became clear why many people are interested in this new technology
and are thinking of developing it in order to achieve efficiency. In the next chapter,
we will see an area in which we apply the blockchain, as it is completely different to

digital currencies.
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Chapter 2

Electoral Systems

2.1 Introduction

In the previous chapter, we represented the background of Blockchain technology,
and how the characteristics made it supported by many domains and applications,
one of which the Elections or Voting.

In this chapter, we will see how blockchain offers a platform for elections, and

how it makes it easier, faster, and cheaper and the main aim is safer.

2.2 Definition of elections

The electoral system is a set of laws governing the procedures for casting votes in
elections to the representative assembly and converting those ballots into seats in
that legislative chamber. The term electoral code, which it uses to mean a broader
set of rules for assessing the validity and validity of elections, denotes the process by
which the electoral system decides the composition of the Parliament or Assembly,
taking into account the totality of the votes cast [35].

2.3 History of Elections

Elections, the process of appointing individuals to leadership positions or making
decisions on behalf of a group, have a long and varied history around the world.

Here is a brief overview of the history of elections in different parts of the world [27]:

1. Ancient Greece: Most male Athenians had the right to vote by the fifth century
BC. Voting became very popular as many other Greek nations imitated the

democratic model of Greece. Even when the Macedonian dynasty took control
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3.

4.

24

of the city-states, it persisted. Even after their democratic constitutions had
been curtailed, the Greek city-states still chose their own magistrates [18].

Roman Empire: Roman tribes frequently held elections. Rome created an ex-
tremely intricate voting system that combined direct and indirect democracy.
They also pioneered the secret ballot, which is today recognized as being cru-
cial to conducting free and impartial elections. Elections in ancient Rome were

sometimes violent and bloody [10].

Medieval Europe: In certain European nations throughout the Middle Ages,
elections were used to choose kings or other leaders, although wealthy aristo-
cratic families frequently had a significant impact on the outcome. The Magna
Carta, which was ratified in England in 1215 and laid the groundwork for
contemporary democratic values, established the notion that even rulers were
subject to the law [66].

Modern Era: Elections are now a crucial component of democratic societies
all across the world in the modern period. Modern democratic systems were
made possible by the late 18th century American and French Revolutions, and
several nations have subsequently adopted them. Elections are now used
to choose representatives at all levels of government, including municipal,
state/provincial, and national levels. In many nations, the right to vote is seen
as a basic human right [18].

Features and Characteristics of Electoral Systems

A democratic electoral system can be said to be one where:

elections are regular and fair.

votes are of equal value.

the will of the majority is achieved.

the interests of minorities are taken into consideration.
there is a high level of participation by the electorate.

voting is accessible.

There are three main characteristics of any electoral system that determine how
it works [33]:
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* District Magnitude: Here, the term "representatives" refers to the number of
candidates who won in the district or riding. They might be either single- or

multi-member ridings.

* Ballot Structure:Number refers to the number of voting preferences that a
voter is permitted to mark on a ballot. A single preference for a party or
candidate, multiple preferences amongst parties and candidates, and ranking
candidates in order of preference weighting are all options.

e Electoral Formula: Given the size of the district and the chosen ballot format,
this refers to the process through which votes are converted into seats. It could

have cutoff points that specify the number of votes required to win an election.

2.5 Types of Electoral System

As any system in the world, the electoral system can be divided into a single winner
and multiple winners [38].

2.5.1 Single winner systems

To elect a single winner is to elect the candidate with the most votes, this guides us

to other types of single-winner systems like:

1. First-past-the-post voting (FPTP): Each voter may select just one candidate,
and the one receiving the most votes wins. The winner may get a plurality of
votes, an absolute majority of votes (greater than 50%), or neither. The system
is often referred to as a simple plurality or a single member plurality (SMP).
This type of system is also known as a simple majority system when there are
just two candidates. FPTP is used in the United Kingdom, Canada, India, the
United States, Algeria and many other countries [67].

2. Two round system (TRS): Every voter selects one candidate. A candidate is
deemed the winner if they earn more than 50% of the votes. Otherwise, the
other candidates are removed, and the top two vote-getters are selected as the
only contenders for a second round of voting. Each voter in the second round
has the opportunity to select one of the two surviving candidates, and the
winner is determined by receiving the most votes. The method, often referred
to as run-off voting and double-ballot, is frequently referred to as 2RS. The
TRS is used in countries such as France, Mali, Togo, Egypt, Iran, Belarus and
Ukraine [24].
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2.5.2 Multiple winners systems

To elect multiple winners, one could of course simply extend the first-past-the-post
system and elect multiple candidates with the highest number of votes. There are

many systems in multiple winner systems like [52]:

1. Block vote (BV): A voter may select n candidates. The top n candidates are
then proclaimed the victors after the candidates are ranked according to the
amount of votes they have received. Multiple non-transferable votes and plurality-
at-large voting are other names for the procedure (MNTV) [61].

The BV is used in Lebanon, Bermuda, Laos, Thailand, Kuwait, the Philippines

and other countries.

2. Single non-Transferable Vote (SNTV): method, in which voters are only per-
mitted to select one candidate, can be viewed as a blockvote system. The fun-
damental advantage of SNTV is that it facilitates the representation of minority
parties. The system gets more proportional the more seats there are in the con-
stituency. The SNTV system is used for parliamentary elections in countries

such as Jordan, Taiwan, Japan [41].

2.6 Advantages and disadvantages of Electoral systems

As every system [49] any election system has some advantages and disadvantages,

and here are some of them:

2.6.1 Advantages of Elections:

* Voice of the people: The best method for individuals to express themselves
and have a say in who governs them is via elections. It empowers people to
decide who will lead them and what policies will have an impact on their daily
life.

¢ Peaceful transfer of power: A peaceful transition of power from one govern-
ment to another is made possible through elections. This aids in preserving

stability and averting disputes that can result from governmental changes.

¢ Legitimacy: Elections give the government and the policies it enacts legiti-
macy. People are more inclined to recognize and view as legitimate leaders

those who were chosen via free and fair elections.
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Accountability: Politicians are held to a higher standard by elections. Politi-
cians that break their promises or engage in dishonest behavior are more likely
to lose support from the electorate.

Encourages political participation: Elections promote involvement in and
commitment to politics. They provide individuals the chance to learn more

about political problems and engage in politics on a deeper level.

2.6.2 Disadvantages of Elections

Campaign financing: Elections can be expensive and require significant funds.
This can create a system where participants who have access to the most money

are more likely to win, even if they don’t have the best rules.

Low voter turnout: Election turnout is low, which might result in under rep-
resentation of several societal groups. As a result, policies may be created that
do not benefit all people equally.

Negative campaigning: Political campaigns can involve harsh attacks between
candidates rather than a focus on substantive matters. This may result in a de-

cline in voter turnout and a lack of confidence in the political system.

Manipulation and fraud: Elections may be rigged or influenced, producing
unjust results. Political instability may result from this, which might under-

mine the legitimacy of the administration.

Polarization: Political polarization, in which people grow increasingly di-
vided and less amenable to compromise, can be exacerbated by elections. This

may result in deadlock and a lack of advancement on crucial policy matters.

So, to reduce the costs and improve voter participation, as well as to make the elec-

tion process more secure and legitimate, the solution is to use high-tech that can han-

dle the perfect security and transparency for the voters: an E-voting system based
on blockchain technology [45].
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2.7 Electronic voting

To reduce the impact of the disadvantages of traditional elections, high technology
offers a solution: electronic voting, where anyone can cast a vote, anywhere, any

time, and more secure.

2.7.1 Definition of Electronic voting

Electronic voting or e-voting allows electors to vote electronically and/or count
votes in elections. Electronic voting is an alternative to traditional forms of vot-
ing, such as postal voting or ballot papers. The term e-voting encompasses several
forms of voting using modern information technology. On the one hand, this term
refers to the use of electronic devices for casting and counting votes, such as voting
machines or vote counters. On the other hand, electronic voting also includes elec-
tronic voting methods in which voting takes place outside the polling station, such

as online voting [6].

There are some countries around the world how apply the E-voting: India, Brazil,
Estonia, Netherlands, Ireland, Paraguay and USA [57].
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Figure 2.1: Electronic Voting around the world

2.7.2 E-voting Stranght Points
Here some stranght points of E-voting[77]:
* Faster vote count and tabulation.

¢ Reduction of spoilt ballot papers as voting systems can warn voters about any
invalid votes (although consideration should be given to ensuring that voters
are able to cast a blank vote should they so choose).
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¢ Increased convenience for voters.

* Cost savings by using Internet voting.

2.7.3 E-voting Weaknesses Points

Here some weak points of E-voting [77]:

¢ Possible breach of the vote’s confidentiality, particularly in systems that handle

both voter authentication and voting.

¢ System certification is needed, but there aren’t any generally accepted certifi-

cation standards.

¢ Potential of fraud including extensive manipulation on the part of a small

number of insiders.

2.8 Blockchain-based E-Voting system

The use of blockchain in voting allows votes to be tracked and counted while being

visible to everyone, assuring voters of a safe and untampered voting system [45].

This using has some benefits to mentions :

1.

Blockchain ensures the security of votes by introducing a seemingly impene-
trable system.

Anonymity is provided to the voters while voting to encourage more people

to take part in the voting system.

Tackling the processing time in traditional system blockchain can gather and
process votes quickly and efficiently.

In case of manipulation of the system such as stealing or change of votes, the
changed data could be identified easily as other connected nodes are in sync.

Providing the solution to a DDoS attack, this attack might result in a few nodes
becoming online but once the nodes are brought back and synced the system
will work avoiding any single point failure, ensuring consistency and avail-

ability.

Considering long-run use, the system is considered to be cheaper and safer

than any other standard database applications in the long run.

Online voting provides an increase in the participation of voters by giving
accessibility to the elderly, disabled, and reluctant youth.
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2.9 Examples of Blochchain in Voting systems

In this section, we present some of the states of the art relevant e-voting systems that
use blockchain as a service.

29.1 Agora

Is a complete and auditable blockchain-based voting solution for governments and
institutions [13]. Agora uses its tokens on the blockchain for elections that govern-
ments and institutions buy them for from every eligible voter [43] [68].

2.9.2 Netvote

Is a blockchain-based decentralized voting network runs on the Ethereum blockchain [68].
Netvote uses decentralized optimized applications (dApps) for the system user in-
terface. The Admin dApp allows election administrators to set up elections rules,
create ballots, set and open registration rules and vote closed. Voter dApp is used

by individual voters for registration, voting and can be integrated with other de-
vices (like biometric readers) for voter identification [43].

2.9.3 Votem

Votem is a blockchain-based mobile voting technology that enables voters from
around the world to vote online conveniently and securely. Votem simply believes
that voting should be easy and impenetrable to cheating. Votem is doing everything
in its power to change the way we vote and believes that mobile voting would make
a huge difference if they brought modern voting to the world [16].

2.9.4 Voatz

Voatz is a privately held American business that generates revenue by offering a
blockchain-based private mobile voting application. One of Voatz’s advantages is
that their system will provide three records so users can confirm their vote and en-
sure it was tallied. The ballot receipt, paper ballot, and blockchain’s data are all
included. An "Anonymous ID" will encrypt all of these records. In contrast, the veri-
fication procedure may be carried out with confidence in these three documents[55].
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2.9.5 Horizon State

Is a corporation that performs the function of creating a transparent, verifiable, and
reliable digital voting platform that is tamper-resistant utilizing blockchain technol-
ogy (Horizon State, 2022). Each customer receives a dedicated server infrastructure
from them. As the market is not highly confidence in e-voting, this creates a compet-
itive advantage. The security and customizability capabilities have unquestionably

risen thanks to the special server cluster[55].

2.10 Conclusion

In conclusion, election systems are crucial for the functioning of democratic soci-
eties. As they provide a mechanism for citizens to choose their representatives and
hold them accountable. There are various types of election systems, and it is impor-
tant to ensure that election systems are designed to be fair, transparent, and accessi-
ble to all eligible voters.

Blockchain technology has been proposed as a solution to some of the challenges
faced by traditional election systems. By providing a secure and transparent way to
record and count votes, blockchain could help to prevent fraud and increase trust
in the electoral process. Additionally, blockchain-based systems could potentially
increase voter accessibility and participation, particularly for those who are unable
to physically attend a polling station.
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Chapter 3

Design of blockchain-based e-voting

3.1 Introduction

Decentralized apps (DApps) are computer programs that run on a distributed com-
puting system. These have been popularized recently by the distributed ledger
technologies underlying projects such as Bitcoin and Ethereum. Unlike the client-
server architecture that powers most internet apps, DApps interact with app logic
deployed on a blockchain, enabling transparent, verifiable, and immutable records
of each transaction. When built on blockchain networks, DApps can contain their
own suite of associated smart contracts that are used to encode business logic and
allow persistent storage of state.[46].

The state of the art that we have established in the previous chapters has allowed
us to understand and clearly situate the basic concepts for the design and realization
of our project. Thus, in the process of developing our system, we propose a design
that will describe it in an unambiguous way.

In this chapter, we will present the global design, which explains the components
of this system. On the other hand, we have made detailed design modeling with the
UML (using case diagrams to give a global vision of the functional behavior of our
system and sequence diagrams). to make a scenario of our system). Then we made
a data flow diagram to explain how an activity works. We end this chapter with a

conclusion.

3.2 Global Architecture

In this section, we propose an overall blockchain-based system architecture that
helps solve the problems of electronic voting, as shown in Figure 3.1. The overall

system architecture consists of a private blockchain with a public interface, a server,
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and a blockchain. It’s also consists of users (voters, and candidates), and the admin-

istrator of the system.

Administrator User

Interface

Server

O

P‘:I

REESZ

Blockchain

Figure 3.1: Global Architecture

3.2.1 Interaction of user Sign in

If any citizen went to vote, a form had to be filled out by entering the details through
an interface, such as first and last name and telephone number. These information’s
are sent to the server, where it asks the blockchain to check for the existence of
any preview accounts; if there is not, a new account will be created; otherwise, a
notification will be sent to the user that the account exists, with a suggestion to

update its own information.
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3.2.2 Interaction to cast a vote

After the user gets an account, he can display the list of candidates. After choosing
the candidate, a casting vote is done, which is stored in the blockchain as a confir-
mation of choice. After the confirmation, a notification will be sent to the user by
the interface.

3.2.3 Interaction of administrator with the system

The administrator verifies the list of voters by requesting a blockchain query to find
information about a specific voter. Also, the administrator has the authority to add
candidates, update their information, and delete them from the database if any of
them violate any rule of the election system. After the deadline for the election, the

admin can display the results to know the winners.

3.3 Use case System

The purpose of using use cases in software development is to capture and describe
the functional requirements of a system from the perspective of its users or external
entities. Use cases provide a high-level view of the system’s behavior and help
stakeholders understand how the system will be used to achieve specific goals or
tasks.

System

v, Register

Voter
Admin
Login

Register
Candidates _/<J—|
'

Add Voters
Admin

1L
i

i

Open Voting WX
Period

Close Voting N2
Period

Figure 3.2: Use case of the system
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As shown in Figure 3.2, our proposed system contains two main actors: the ad-
ministrator, who is the system’s master ruler, and the voter, who casts the vote. Each
actor in the system has some operations (use cases) to do. The administrator has six

functions to perform:

1. Login to the system as an admin.

2. Register the candidates for the vote.

3. Add voters by approving their demand for registration.

4. Open the vote period to give people the opportunity to vote.
5. Close the vote period after the delay is over.

6. Finally, show the results of the votes cast.
And the voter, the second actor, how has four functions to perform:

1. Register to the vote.
2. After the registration, login into the system to cast the vote.
3. Make the vote by choosing one of the candidates.

4. Check the results after the close of the vote period.

3.4 Detailed architecture

Sequence diagrams are a type of interaction diagram in software engineering and
systems analysis. They depict the flow of messages and interactions between var-
ious objects or components within a system over a specific period of time. The
purpose of sequence diagrams is to visualize the dynamic behavior of a system and
understand how different objects collaborate to achieve a particular functionality or

use case.

3.4.1 User Sequence Diagram

The user sequence diagram in Figure 3.3 shows all user interactions with system sce-
narios, with registration occurring first. The user has to fill out the form by entering
information such as his full name, Ethereum address, and phone number through
the interface. The server collects data about the voter that will be approved by the
administrator of the system. After the approval, the voter can now login, and he can
display the list of candidates, cast a vote, and view the vote result after the end of
the voting period. If he is a candidate, the same scenario applies as for a voter.
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_User ‘ | _:Interface | | _:Server | |_:Blockcham ‘
T T

T
| |
| |
Register | Reguest Reguest |
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|

|
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|

|

| Admin aprove
! Approved Success Success

|

g foroved | g Success | g Success |
1 I I
| | |

|
|Request Candidat

! Reguest Reguest

|

|

|

| Display List Success Success

< T4 T4 T

| | |

Cast Vote | Reguest | Reguest |

Success

Success Success

|
|
T
|
|
|
|
Display result Request Request !

Display Success Success

R B e
!

Figure 3.3: User Sequence Diagram

_-Admin | | _Interface | | _Server | | _:Blockchain |
T T T T
1 1 1 1
I I I I
i Login - Reguest | Reguest |
i
i
1
! Login Success Success
H 1 1 1

1 1 1
| Add Candidates | Request | Reguest |
1
1
1
| goandidate Added Success Success
1 I I I
i Add voters i Reguest i Reguest i
1
1
| Voters added Success Success
1
| Satart WVote ' Reguest ! Reguest !
|
1
! Vote Started ¢ Success Success
! i i i

1 1 1
! End Vote | Request | Reqguest |
i
1
i
1 wvote Ended Success Success

Display Result ! Request ! Reguest !

;Result Displyed I Success I Success

Figure 3.4: Admin Sequence Diagram

3.4.2 Administrator Sequence Diagram

The admin sequence diagram in Figure 3.4 shows the admin’s interactions with the
system. To access the system, the administrator must first authenticate himself by
entering the necessary information in a form such as his full name, e-mail, etc. After
that, he can add the candidates, approve or deny the voters, and start and end the
vote period. At the end, the admin can display the results.

3.4.3 Data Flow Diagram

The purpose of data flow diagrams (DFDs) is to visually represent the flow of data
within a system or process. DFDs provide a clear and concise way to depict how
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data moves from one component to another, highlighting the inputs, outputs, and
transformations that occur.

The Figure 3.5 represent the flow-data of the system, The process starts with
checking the registration of the voter; after confirming the registration, he can login
and display the candidate list; after that, he can cast the vote; after the successful
casting of the vote, a transaction to the blockchain is made; after that, the voter can

view the result of the vote and logout of the system.

T

Register Woter
/l._ a9

Mo

Is voter
Registred

Woter Login

AL

Displaw
cadidate list

L

Cast wote

L

Woting
Sucesseful

L

Transaction
Made

L

[ Wiew Results | -é©

Figure 3.5: Data Flow Diagram

L e N S Y

3.5 Conclusion

In this chapter, we first presented the overall design and components of the system,
and second, we presented the detailed design using Unified modeling language
(UML). The next chapter is devoted to the implementation phase of our systems.
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Implementation

4.1 Introduction

An implementation is a transformation of the system design to an application that
could run on hardware. Thus, in this chapter, we first present the different tools used

in this transformation, and second, we present the result of the implementation.

4.1.1 System Configuration and Operating System

The project is run on an Intel(R) Core(TM) i5-6300U processor running at 2.40GHz
or 2.50GHz and using 8 Go of memory. The project is carried out with Windows 10
Pro version 22H?2.

4.1.2 Node.js

A JavaScript runtime environment that is open-source and cross-platform is called
Node.js. It is based on the V8 JavaScript engine in Chrome, which runs and parses
JavaScript code. Because of its event-driven, non-blocking I/O approach, Node is
quick and light. In order to set up our environment for creating smart contracts, we
tirst install the Node Package Manager (NPM) that comes with Node.js [51].

nede

Figure 4.1: Node.js Logo
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4.1.3 Ganache

Developers frequently utilize Ganache, an open source software, to build local blockchain
networks for testing and development. By using Ganache to simulate a blockchain
network on their local PC, developers can efficiently test various situations and trou-
bleshoot their blockchain applications. Ganache facilitates the rapid creation of dis-
tributed apps utilizing Ethereum [70].

Ganache

Figure 4.2: Ganache Logo

4.1.4 Metamask

MetaMask is a crypto wallet that can be used on Chrome, Firefox, and Edge browsers
as a plugin. Metamask enables users to access the Web3 ecosystem of decentralized

applications (dapps) [30].

| g

Figure 4.3: Metamask Logo
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4.1.5 Remix IDE

Remix IDE is an open-source program with flexible access to many useful plugins
and the convenience of user-friendly graphical user interfaces. With the Solidity
programming language, it can be a suitable partner for engineers throughout the
smart contract life-cycle. More importantly, Remix can also serve as a viable training
environment for mastering Ethereum. Solidity newbies should also note that Remix

IDE is available as a desktop, online, or VS-Code extension [76].

A\ 4

Figure 4.4: Remix-IDE Logo

4.1.6 Truffle

Truffle Framework is a popular development environment for Ethereum, a decen-
tralized contract platform. These contracts are apps that work exactly as programmed
without the possibility of downtime, censorship, or third-party interference [29].

TRUFFLE

Figure 4.5: Truffle Logo
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4.1.7 Web.js

Interacting with the Etherem Blockchain using a developing client. It is a set of li-
braries that enables you to carry out operations like sending ether between accounts,
reading and writing data from smart contracts, creating smart contracts, and many
other things [58].

Figure 4.6: Web3.js Logo

4.1.8 React.js

The React or React.js Framework is an open source JavaScript framework and library
developed by Facebook. It is used to quickly and efficiently create interactive user
interfaces and web applications with much less code than regular JavaScript [42].

Figure 4.7: React.js Logo
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4.1.9 Visual Studio Code

On the desktop, VS-Code or Visual Studio Code is a quick yet effective source code
editor that runs on Windows, macOS, and Linux. In addition to a robust ecosystem
of extensions for other languages and runtimes (such C++, C#, Java, Python, React,
PHP, etc.), it provides built-in support for JavaScript, TypeScript, and Node.js [5].

Figure 4.8: Visual Studio Code Logo

4.1.10 JavaScript

A language for writing scripts that generate dynamic web page content. It creates
things like dropdown menus, animated graphics, and dynamic backdrop colors to

enhance how website visitors interact with online sites [20].

d5

Figure 4.9: JavaScript Logo
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4.1.11 Solidity

A high-level, object-oriented language used to build smart contracts, which are com-
puter programs that control how accounts behave within the Ethereum state.C++,
Python, and JavaScript are all influences on the Ethereum Virtual Machine (EVM)-
specific programming language known as Solidity. In addition to supporting inher-
itance, libraries, and advanced user-defined types, Solidity is statically typed [32].

Figure 4.10: Solidity Logo

4.2 Environment configuration

First, using Power-Shell at the command prompt, we will create a directory that will

house our project files Fig 4.11:

EN Windows PowerShell - O X

PS5 D:%>» mkdir BlockVote

Directory: D:h

LastWriteTime Length HNam

BlockWVote

cd Blockvote

ockvote>

Figure 4.11: Create Project Directory
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Before starting, Truffle must be installed on your computer (make sure you have
NodeJs already installed). To do this, open a terminal or power-shell terminal and
run this command Fig 4.12:

EN Windows PowerShell — O >

PS5 D:%BlockVote> npm install truffle

Figure 4.12: Install truffle compiler

Next let’s create our back-end project using Truffle, we run truffle init, this will

set up the following basic structure in our directory shown in Fig 4.13 and Fig 4.14

EN Windows PowerShell — O >

BS5 D:\BlockVote>» truffle init

Figure 4.13: truffle init command

This PC # Local Disk () » BlockVote

.

[] Name Date modified Type
contracts 2023-05-01 20:18 File folder
migrations 2023-05-01 20:18 File folder
test 2023-05-01 20:18 File folder

"h‘ . . - fir N e Ty N
Ljftruﬁle-mnﬂg.ﬁ 2023-053-0119:20 J5File

Figure 4.14: Directory structure of project
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The figure 4.14 present the basic structure of directory witch has:

4.3

contract: This folder contains the smart contracts of the project.
migrations: The folder here is where the scripts for contract deployments are.

test: This folder contains the files to test the application and the smart con-

tracts.

truffle-config.js : This is Truffle’s configure file. For example, here we will put
the network that we will use to deploy our application (localhost, testnet ...
etc).

Writing Smart Contract

To build the decentralized application, the first thing to do is create an Ethereum

smart contract named Election.sol in the contracts directory. The Solidity compiler

here is the default version (the latest one). We use Remix-IDE in this step to write

and compile the smart contract, before implement it in vscode.

Five state variables were defined in the smart contract as Fig 4.15 :

1.

4.

5.

address public admin: Address of the administrator of the contract, which is

the account for deploying the smart contract.

uint256 candidateCount: Candidate count with an unsigned integer of 256

bits in size to store the number of added candidates to the contract.

uint256 voterCount: : Votercount with an unsigned integer of 256 bits in size
to store the number of voters added to the contract.

bool start: A boolean variable Start by defining the start of the election.

bool end: A boolean variable End by defining the end of the election.

candidateCount;

voterCount;
start;

Figure 4.15: State Variables of the smart contract
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Because the Solidity language is influenced by language-oriented programming,

a constructor is included in the smart contract to initialize the state variables, as
Fig 4.16.

constructor() -

admin =

candidateCo

Figure 4.16: Constractor of the smart contract

Data structures were created with attributes by creating a candidate struct, an elec-
tion details struct, and a voter struct. These structures store all the needed at-

tributes. as Fig 4.17, Fig 4.18, and Fig 4.19.

Candidate {
ndidateId;

Count;

-¥

Figure 4.17: Struct Candidate

ElectionDetails {
adminName;
adminEmail;
adminTitle;
electionTitle;

organizationTitle;

1
J

ElectionDetails electionDetails;

Figure 4.18: Struct Election Details
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name ;

phone;
isVerified;

Figure 4.19: Struct Voter

Solidity’s mappings are a hash table that stores information as key-value pairs,
where a key can be any of the built-in data types (aside from reference types) and

the value can be of any type. as Fig 4.20 and Fig 4.21.

voterDetails;

Figure 4.21: Mapping Voters

Now, let’s talk about the functions in the Solidity smart contract. There are two
kinds of them: functions and callback functions, the same as setters and getters in
other languages.

In the smart contract of the project, six (06) functions are set as setters :

42



4.3 Writing Smart Contract Chapter 4

addCandidate(

onlyAdmin

Candidate newCandidate =
Candidate({

candidateId: candidateCount,

Figure 4.22: Function Add Candidate

In this Fig 4.22, int the function addCandidate, only the administrator has the
right to add new candidates to the application, the main information about the can-
didate is the full name, and the slogan (Why does he present himself as a candi-
date?).

ion{) onlyAdmin {

Figure 4.23: Function End Election

In this Fig 4.23, the function endElection has two Boolean variables, end with

true, and start with false.
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__name, _phmneﬂ

.sender,

1
erDetails[ . er newVoter;
ers.push(

voterCount += 1;

Figure 4.24: Function Register as Voter

The figure Fig 4.24, present the function registerAsVoter, which is a request from
the voter to be accepted into the election application after the registration with the

electronic address, name, and phone number.

verifyVoter( verifedstatus voterAddress

onlyAdmin

verifedstatus;

Figure 4.25: Function verify voter

The function verifyVoter in Fig 4.25 Verify the state of a voter by his etherium

address; does he make the vote or not? The output of this is a boolean.
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)i
s[candidateId].voteCount +=

.sender].has

Figure 4.26: Function Vote

The function vote in Fig 4.26, verify the state of the voter, if he does make the
vote cast or not, by his candidateld. A vote count increment occurs each time a

voter casts the vote; here, voting is only for ones.

setElectionDetails(
_adminhame,
_adminEmail,
_adminTitle,
] ionTitle,
_organizationTitle

onlyAdmin

electionDetails = ElectionDetails(
_adminName,

_adminEmail,
_adminTitle,
_electionTitle,
_organizationTitle

Figure 4.27: Function set election details

The function setElectiondetails, with four local variables:
adminName, adminEmail, adminTitle electionTitle, and prganisationTitle. After
full fill the details the vote can be start. Note here that only the administrator can

manage these details.
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Now, let’s see the call back functions

getAdmin()

admin;

onlyAdmin() {

(

sender == admin};

Figure 4.28: Function getAdmin

The function getAdmin in figure Fig 4.28 return the etherium address used to
deploy the contract and the address of the admin, and there is a modifier that only
the admin has the right to access.

candidateCount;

Figure 4.29: Function Get Total Candidates

The function geTotalCandidate in Fig 4.29, return the number of registered can-
didates to make the stats after the close of the vote period.

voterCount;

Figure 4.30: Function Get Total Voters

The function getTotal Voter in Fig 4.30, return the number of voters who cast the
vote.
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Figure 4.31: Functions Get Start and End vote

The functions getStart and getEnd are two functions that return the boolean state
of the vote.

ionDetails()
adminName,

adminEmail,
admi

e
e

tionTitle,
izationTitle);

m m

Figure 4.32: Function Get Election Details

The function getElectionDetails return after the deployment, and by the etherium
address the information of the admin.

4.4 Compiling the Smart Contract

After the compilation is successfully run, a JSON file generated automatically by the
Solidity compiler under the name "(.../build/contracts/election.json)", which pro-
vides details about the functions in the smart contract that can be exposed to exter-
nal clients as in Fig 4.33.
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EN Windows PowerShell — O >

T T

ockVotehcontracts

] your con

piling

piling

Figure 4.33: Compiling Smart Contract in Solidity

4.5 Migration and Deployment of the smart contract

Now, the smart contract is ready for deployment. and for this, a connection to the
blockchain for deployment is needed. Truffle provides a virtual blockchain for test-
ing purposes under the two commands "truffle develop" and "truffle migrate" in
the terminal. The steps in Fig 4.34, Fig 4.35, Fig 4.36 and Fig 4.37.

Figure 4.34: Smart contract Beginning of Deployment
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truffle (develop)> truffle migrate

Compiling your contr

> Compiling
Compiling
> Artifacts

Compiled successfully using:

commit.7dded404 .. Emscripten.clang

Starting migrations...
Hetwork name:
> Hetwork id

Block gas limit:

Figure 4.35: Smart contract Beginning of Migration

Figure 4.36: Smart contract Starting Migration
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Figure 4.37: Smart Contract Deployment

ompiling .“contrac

Contract: Election

Figure 4.38: Testing the Smart Contract
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Now, after the deployment has been successfully completed, a test is run using
a JavaScript file named test.js,as shown in Fig 4.38.

4.6 Front-end/User Interface

After completing all preceding measures, we proceeded to construct the client side
in order to establish interaction with the Voting smart contract. We imported a
number of accounts from Ganache to Metamask and linked our web browser to
the blockchain via Metamask, which in turn connected to our personal Ganache
blockchain. This facilitated our capacity to function on behalf of our service users.

Importing web3js into our application by creating a file named getWeb3.js as
shown in figure is one of the primary steps in connecting our client-side application
to the blockchain.

Js getWeb3js X

Gl=>
esolve, reject) => {
G

3 (window.ethereum) ;

await window.ethereum.enable();

Figure 4.39: Web3js file in application

4.7 System Interface

After the import of some account Metamask in the main project folder, precisely the
client folder, type the command $ npm start, and the server will run on port 3000
and show the main application page in the default web browser in Figures:

Fig 4.40, Fig 4.41 and Fig 4.42 .

51



4.7 System Interface Chapter 4

@ Blockiote App x + voo= x

G (0 @ localhost:3000/#loaded 2 % *EB G - Im»0& :

4 ADMIN Verification Add Candidate ® Registration B, Voting B Results

{ Your Account: 0xc8a7766502B37976Eb001f137fdcAd011b773DD2 ]

The election has not been initialize.

Set up the election.

Figure 4.40: The main application page -Admin Eth Adresse-

About Admin

Full Name

First Name ‘

Last Name ‘

Email

eg. you@example.com ‘

Job Title or Position

eg. HR Head ‘

Figure 4.41: The main application page -About Admin-

About Election

Election Title

eg. Local Election ‘

Organization Name

eg. Lifeline Academy ‘

Figure 4.42: The main application page -About Election-

Do not forget to add candidates.

Go to add candidates page.

Start Election

Election Status

‘ Started: False Ended: False

Figure 4.43: The main application page -Start Election-
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The administrator must fill out the form with his own information, such as his

full name, email, job title, and information about the nature of the election, and start

the process.

After the process starts, the admin adds the candidates, and we note here that

every addition needs a transaction with Metamask, as the Fig 4.44 show:

8 BlockVote App X G oogleSearch - asy w3l X | 4

<« C ¥ @ localhost:3000/AddCandidate?#loaded

4) ADMIN Verification

Add a new candidate

Total candidates: 0

Header

[

Candidate 02

Slogan

We raise the challenges of the future

Add

B MetaMask Notification - o X
@ Ganache Network
@ erinisotor @ e
http://localhost:3000
OxelE..1713 : ADD CANDIDATE @
DETAILS DATA  HEX

®s ted> @

Gas L 0. 0.02ETH
Total 0.02 0.02ETH
e ==

[ Candidates List

[ No candidates added.

H P Type here to search

Figure 4.44: Add Candidates to election

The list of candidates after adding the complete as Fig 4.45 :

[ Candidates List

‘ 0. Candidate 01: Trust me , I'm The Servant of the people

‘ 1. candidate 02: We raise the challenges of the future

Figure 4.45: Candidates List

Now, the voters can register to cast their votes, and we have to mention here
that every imported Metamask account is simulated as a voter account. Note that
a transaction is made after every registration as show Fig 4.46 and Fig 4.47. After
the registration, the administrator approves the demands for voter registrations as

shown in Fig 4.47.
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MetaMask Notiication - o x
& BlockVote App X G oogleSearch - dazys uimillpals X | + L dit:

@ Ganache Network

@ o @ e

http://localhost:3000

L C ¥ @ localhost:3000/Registration?#loaded aQ 2 A

4) VOTING PAGE

[ OxelE..1713 : CONTRACTINTERACTION @

Total registered voters: 1 .

DETAILS DATA  HEX

Registration

Register to vote @ site suggested > @
Gas L] 0.02 0.02ETH
Account Address Name Phone number * Very likely in < 15 seconds. Maxfee: 0.02 ETH
OxE3EdSbCC61bABBA35156F11369bES001bACES616 ‘ Voter 02 ‘ 0772098765
. Total 0.02 0.02ETH
ot Amount + gas fee. Max amount: 0.02 ETH
Make sure your account address and Phone number are correct.
Admin might not approve your account if the provided Phone number nub does not matches the
account address registered in admins catalogue K

{ Your Registered Info ]

H L Type here to search

Figure 4.46: Voter registration

& Blockote App x o e B MetaMisk Notification = o =
@ Ganache Network
<« C { @ localhost:3000/Verification#loaded Qe "
l Administrator . OxelE.ITIZ
4) ADMIN Add Candidate ® Registration
http://localhost:3000
OxelE..1713 : VERIFYVOTER @
Verification .
Total Voters: 3
DETAILS ~ DATA HEX
List of registered voters
@ site suggested > @

Account address 0x71762CbbSDDF5f7a2EC3 99EAS49B3ach54bA7DAf Gas [] 0.02 0.02ETH

Name Voter 01 Very likely in <15 seconds. Maxfee: 0.02 ETH

Phone 0671001658

Voted False Total 0.02 0.02 ETH

Amount + gasfee Max amount: 0.02 ETH
Verified False
Registered True
Approve

Account address OXE3EASDCCE1DABBA35156F1 1369bES001bACES 616

Name Voter 02

Phone 0772098765

Voted False

H P Type here to search S i > & 18°C Mostly cloudy NG
Figure 4.47: Appove voters

Verification
Total Voters: 3

List of registered voters

AC: Dx71f62CbbSDDF5f7a2EC399EAS49B3ach54bA7Ddl
Name Phone Voted

Voter 01 0671001658 False

AC: DXE3Ed5bCC61bABBA35156F11369bES001bACESE16
Name Phone Voted

Voter 02 0772098765 False

AC: 0x218424154c907b9304fbC11caElc3B480968D3f1
Name Phone Voted

Voter 03 0551347896 False

Figure 4.48: List of approved voters
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After the approval of voters, they can cast their vote by choosing one of the
candidates. Note that there is always a transaction to confirm the action,as shown
in Figures Fig 4.49 and Fig 4.50.

@ BlockVote App X G oogleSearch - dazys cwaill o3l X |+ v - X
< C (Y @ localhost:3000/Voting#loaded aret ¢eEC - Im»x0& :

localhost:3000 indique
¥) VOTING PAGE B Results
fote andidate 01 with I1d 0.

Candidates

Total candidates: 2

Candidate 01 =0
Trust me , I'm The Servant of the people

Candidate 02 x:
We raise the challenges of the future
[ That is all J

Figure 4.49: Cast vote to candidate

B¥ MetaMask Notification = | =

® Ganache Network

. Voter 02 . OxelE. 1713

http:flocalhost:3000

OxelE...1713 : VOTE @

DETAILS DATA HEX
@ Site suggested > @
Gas L ] 0.02 0.02 ETH
Very likely in € 15 seconds Max fee: 0.02 ETH
Total 0.02 0.02 ETH
Amount = gas fee Max amount: 0.02 ETH

Figure 4.50: Voter cast transaction
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Now that all the voters have cast their votes, the administrator ends the voting

process to display the result for the voters, as shown in Figure.

& BlockVote App X+

v - X
< G (t O localhost:3000/Results#loaded Qg * eEQ - ImM»0 :
4) VOTING PAGE ® Registration 8. Voting
Winner!
Candidate 01
Trust me , I'm The Servant of the 2
people >
Results
Total candidates: 2
1d Ccandidate

0 Candidate 01 2

1 Candidate 02 1

That is all J

P
L Type here to search o
H Pra=

8°C Mostly cloudy ENG

Figure 4.51: Election Results

4.8 Conclusion

Through a series of screenshots, we described the development tools we employed

to implement the project, the smart contract, and the key user interfaces of our ap-

plication in this chapter.
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General Conclusion

In conclusion, elections serve as the cornerstone of democratic societies, allowing
citizens to actively participate in the democratic process by choosing their represen-
tatives and shaping the government. However, traditional election systems often
face challenges such as a lack of transparency, potential fraud, and limited acces-
sibility. As a response to these drawbacks, there is a growing interest in exploring
new solutions that can address these issues.

This project proposes the use of a decentralized system and blockchain technol-
ogy to overcome the limitations of traditional voting systems. By leveraging the de-
centralized nature of blockchain, this approach aims to provide immutability, high
levels of encryption, and transparency in the electoral process.

Blockchain technology offers several potential benefits for elections. Firstly, it
ensures transparency by creating an immutable and auditable record of all transac-
tions or votes. This transparency increases trust in the election process and allows
for independent verification of the results. Secondly, blockchain enhances security
by making it extremely difficult to modify the recorded data without detection. The
decentralized nature of blockchain also reduces the risk of hacking or tampering
with the election data.

Moreover, blockchain technology can increase accessibility and convenience in
elections by enabling secure remote voting through digital identities and crypto-
graphic keys. This opens up opportunities for individuals who may face barriers in
participating in traditional elections, such as overseas citizens or people with dis-
abilities, to engage in the democratic process.

In summary, the use of blockchain technology in elections has the potential to ad-
dress the shortcomings of traditional voting systems. It offers transparency, security,
and accessibility, thereby enhancing the integrity and inclusiveness of the electoral
process. As further research and development in this field continue, the adoption of
blockchain-based voting systems may pave the way for more democratic and trust-
worthy elections in the future.
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