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Abstract

Managing data traffic in wired and wireless networks has become a mandatory
thing in light of the widespread spread of the Internet due to the increase in its users,
which led to an increase in the volume of data transmitted in it in an irregular and
overlapping manner, making it difficult to manage manually, and this requires the
creation of systems and protocols that facilitate the process of managing data traffic in
a regular and automatic And, as an example, among the areas that require accurate
data traffic management is traffic within cities, where traffic and parking have
become a serious problem and even exacerbated by the increase of cars everywhere,
which leads to many accidents and disruption of movement. And coinciding with the
spread of the use of the Internet,which may give greater opportunities to devise smart
systems that help in managing and regulating traffic automatically. In this work we
have created intelligent 10T-based systems to monitor and manage traffic and parking
systems, to facilitate traffic management for servers and parking for drivers.

Key words: Traffic management, wired and wireless networks, Internet Protocol,

Smart Systems
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General Introduction

General Introduction

The phenomenal commercial success of mobile devices, the explosive growth of
mobile and Internet users, and the emerging popularity of IP-based multimedia
applications are the main driving forces behind the development of wireless networks.

This evolution of networking will bring data and multimedia, to wireless
environments. It will operate on IP-based infrastructures to provide greater access to
the service. However, the current IP is designed for data applications with a single
class of service, best effort. Therefore, it is not enough to support real-time
applications that require diverse Quality of Service (QoS). Although IP can provide
greater flexibility of service in terms of spectrum efficiency and quality of service, it
is not the most appropriate choice in wireless environments.

Managing the traffic of wireless networks based on the Internet protocol
depends on several standards and software that are managed by telecom experts by
programming the servers on specific protocols and logarithms that work on managing
the movement of data among wireless networks by defining its path according to
different standards regulated by the protocols used within the networks, and the use of
these protocols are based on need. There are protocols that define the packet’s
transmission path and others to adjust the time difference between each packet and the
other.

Recently, traffic and parking have become a serious problem and even
exacerbated by the increase of cars everywhere which leads to frequent accidents and
disruption of movement. As it has become necessary to have smart systems that help
manage and organize the movement to ensure that recurring accidents are avoided due
to the absence of dedicated systems.

To understand this topic, we have divided this work into three chapters as follows:

On the first chapter, we will cover the basics of wireless networks based on
the Internet protocol (IP) and a simplified explanation of how data and packets are
transmitted within these networks based on routing and switching protocols.

On the second chapter, we will mention the routing and switching protocols
that network servers rely on to regulate data transmission, with an explanation of how
these protocols work and rules.

On the third chapter, we established a smart systems using Cisco Packet

Tracer Simulator based on 10T, to simulate smart systems that managing the traffic.

v
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Chapter [ Data in wireless networks

I.1 Introduction

Network traffic or data traffic is the amount of data moving across a network at
a given point of time. Network data in computer networks is mostly encapsulated
in network packets, which provide the load in the network. Network traffic is the main
component for network traffic measurement, network traffic control and simulation.

Proper analysis of network traffic provides the organization with the network
security as a benefit - unusual amount of traffic in a network is a possible sign of an
attack. Network traffic reports provide valuable insights into preventing such attacks

[1].

1.2 The wireless networks

Wireless networks are new networks or in another language, developed from
wired networks that depend on cables and connect all sides of the network to each
other through them, so that wireless networks came to get rid of cables and their
abundance, which caused several problems, including the difficulty of locating the

error if it occurred somewhere in the network.

Figure I 1 : Wireless router network diagram

Wireless networks are built and connected to each other by service providers
with different characteristics and the way they work. These providers connect all sides
of the network wirelessly while providing smooth and fast data transfer across
networks while providing stronger protection than their wired predecessor. Wireless
networks are also divided into several technologies that differ In their bandwidth,
some of them are technologies that cover large areas, such as MIN, and others only

work locally as a LAN.

)
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Chapter [ Data in wireless networks

1.3 Types of wireless networks

There are many types of wireless networks, such as WLAN, WMAN, WWAN,
WPAN, etc. Below, we discuss these types in detail.

1.3.1 Wireless Personal Area Network (WPAN)

The Wireless Personal Area Network (WPAN) provides a wireless connection
to devices that surround an individual’s personal space. In a typical network, the
WPAN makes use of a technology that enables wireless communication within a
range of 10 meters. This makes the WPAN a short-range network.
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Figure I 2 : Diagram of WPAN

The need to have WPAN is increasing rapidly. As more and more individuals
rely on electronic devices within their workspace or homes, a distinct need to have
stable wireless connection among the devices has emerged. An ordinary individual is
surrounded by computers, smartphones, smart TV, speakers, Wi-Fi powered devices,
and whatnot. Connecting all these devices can be a challenge. Throw mobility in the
mix and the challenge becomes impossible to handle. Because of its difficult nature, a

need to have strong and stable WPAN technology becomes a necessity.

1.3.2 Wireless Local Area Network (WLAN)
Sometimes called LAWN (Local Area Wireless Network), this type of network

occurs when any handheld device (preferably a smartphone) connects to the nearest
network with the help of a wireless connection. A WLAN can be built with any type
of wireless network protocol, but the most common way to ensure a connection is via
Bluetooth or Wi-Fi.
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Figure 1 3 : Diagram of wired and wireless LAN

WLAN support can range from two or more devices. However, once the
number of devices began to increase, such wireless networks became difficult to
manage. In addition, you will need to rely on repeaters or signal boosters to cover a
wide geographic location. WLAN caters to the needs of devices such as laptops,
mobile phones, tablets, game consoles, Internet audio systems, and Internet-powered

home appliances and electrical appliances.

1.3.3 Wireless Metropolitan Area Network (WMAN)

A wireless network that is intended to cover an area that ranges around 31 miles
or 50 kilometers is a WMAN. This specific branch of the network allows multiple
locations or buildings to stay connected within any metropolitan area. It is used to
connect different campuses of a single university, various blocks of a hospital, and
multiple office buildings. The secure connection does not require a network of cables
running from one building to the next. Instead, it relies on strong radio waves or

infrared light to transmit data.
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Figure | 4 : Diagram of WMAN
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Due to its strong wireless connectivity, WMAN is often used as a backup for
wired networks. Usually, the WMAN falls in between WWAN and WLAN.
Generally, this network is set up in a way that provides a connection between various
points of LANSs. Therefore, the main goal of WMAN is to provide a wireless

connection between two independent and fully-functional LAN nodes.

1.3.4 Wireless Wide Area Network (WWAN)

As the name suggests, this type covers a wide area of wireless networks. This is
achieved by wirelessly connecting coverage cells to provide services to extended
geographic locations. WWAN is usually used to cater to the smartphone market
through cellular service providers. To use this wireless network, a special WAN card

needs to be installed in the device.
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Figure 1 5 : Diagram of WWAN
This is different from ordinary Wi-Fi connections, because in Wi-Fi settings,
individuals can enjoy wireless services through any hotspot. However, for WWAN, a
specific handheld device needs to be specially configured to access any service

provider's network.

.4 High bandwidth networking technologies

The long distances made possible by advances in technologie such as optical
amplifiers, dispersion compensators, and new fibre aypes, resulted in the initial
deployment of DWDM technologie in the long-haul networks.

technologies became commercially viable in the long-haul market, it was the next

Once these

logical step to deploy them in the metro and eventually, in the access networks.
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Figure 1 6 : Diagram of the long distances technologies

Besides, as we know, the networks are now being asked to carry heavy data
loads, deliver streaming video and provide internet access to a rapidly growing
numbers of business and private users, therefore an enormous amount of bandwidth
capacity is required to satisfy the service demand by customers. As a result, DWDM

metro networks emerged at the right moment.

1.4.1 Long-Haul Network (LHN)

A long-Haul Network as the name implies is a network connecting several
regional or national networks together. Long-Haul Networks are the core of the global
network. These networks are also referred to as core or backbone networks and they
also interconnect other long-haul networks to extend global interconnectivity between
national domains.

Long-Haul optical fiber networks are now classifie in relation to their maximum
achievable distance without optical signal regeneration as:

e Long-Haul extended Long-Haul (ELH).
e Ultra Long-Haul (ULH)

The ranges of the transmission distances for these designations are:

e Long-Haul optical fibre networks from 600 to 1000 km.
e Extended Long-Haul (ELH) from 1000 to 2000 km.
e Ultra Long-haul (ULH) from 2000 to 4000 km.

Figure | 7 : Diagram showing how LHN links between WANs

)



Chapter [ Data in wireless networks

1.4.2 Metro Interoffice Network (MIN)
By definition Metro Interoffice Networks (MINs) or metropolitan area networks
provide the regional interface interconnecting the access network end users with the

Long-Haul Networks.
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Figure 1 8 : The structure of a metroplitan network

1.4.2.1 What is a Metro network?

The overall network infrastructure can be subdivided in three domains: Long-
Haul Networks, Metro Networks and access networks. Dominated by a small group of
large transnational and global carriers, long-haul networks connect the metro
networks. At the other end of the spectrum are the access networks. These networks
are the closest to the end users, at the edge of the metro network. Between these awo
large and different networking domains lie the metro networks.

The Metro network is a network running across the city, or it may span a
metropolitan area wherein several cities are connected on close proximity. In a typical
senario this might be in a range of 200-400 km.
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Figure 1 9 : Diagram showing how MIN and LHN links

1.5 The wireless technologies (Wi-Fi and WiMAX)

These modern technologies are considered one of the best wireless technologies
that provide wireless Internet service remotely, as these two technologies differ
among themselves in terms of the frequency range and the area that they can cover.

Bellow, we discuss these types in detail.
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1.5.1 Wi-Fi technology

Wi-Fi is the wireless technology used to connect computers, tablets,
smartphones and other devices to the internet.

Wi-Fi is the radio signal sent from a wireless router to a nearby device, which
translates the signal into data you can see and use. The device transmits a radio signal
back to the router, which connects to the internet by wire or cable [2].

1.5.1.1 What is a Wi-Fi network?

A WiFi network is simply an internet connection that’s shared with multiple
devices in a home or business via a wireless router. The router is connected directly to
your internet modem and acts as a hub to broadcast the internet signal to all your Wi-
Fi enabled devices. This gives you flexibility to stay connected to the internet as long

as you’re within your network coverage area [2].

1.5.1.2 How does Wi-Fi work?

Wi-Fi uses radio waves to transmit data from wireless router to Wi-Fi enabled

devices like the TV, smartphone, tablet and computer [2].

1.5.2 WIMAX technology
WIMAX, the Worldwide Interoperability for Microwave Access, is a
telecommunications technology aimed at providing wireless data over long distances

in a variety of ways, from point-to-point links to full mobile cellular type access.
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Figure | 10 : Diagram showing multicast/broadcast WiMAX system architecture

It is the final leg of delivering wireless broadband connectivity from a
communications provider to a customer and an alternative to cable and DSL. It is
based on a on Broadband Wireless Access standard of the Institute of Electrical and
Electronics Engineers (IEEE 802.16).
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WIMAX and Wi-Fi are complementary. While WiMAX is a broadband

connection to the Internet at service quality, Wi-Fi is a wireless local area network

[3].

1.6 The data in OSI model

The OSI Model (Open Systems Interconnection Model) is a conceptual
framework used to describe the functions of a networking system. The OSI model
characterizes computing functions into a universal set of rules and requirements in
order to support interoperability between different products and software. In the OSI
reference model, the communications between computing systems are split into seven
different abstraction layers: Physical, Data Link, Network, Transport, Session,
Presentation, and Application.
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Figure | 11 : Flow of data through the OSI model

Created at a time when network computing was in its infancy, the OSI was
published in 1984 by the International Organization for Standardization (1SO).
Though it does not always map directly to specific systems, the OSI Model is

still used today as a means to describe Network Architecture [4].
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1.6.1 The 7 layers in OSI model
The OSI model is split into 7 layers, each layer has a specific role to manage the

data while its transports through the network, and these layers as following:

1.6.1.1 Physical Layer

The lowest layer of the OSI Model is concerned with electrically or optically
transmitting raw unstructured data bits across the network from the physical layer of
the sending device to the physical layer of the receiving device. It can include
specifications such as voltages, pin layout, cabling, and radio frequencies. At the
physical layer, one might find “physical” resources such as network hubs, cabling,

repeaters, network adapters or modems.
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Figure 1 12 : Diagram showing the physical layer

1.6.1.2 Data link layer

At the data link layer, directly connected nodes are used to perform node-to-
node data transfer where data is packaged into frames. The data link layer also
corrects errors that may have occurred at the physical layer.

The data link layer encompasses two sub-layers of its own. The first, Media
Access Control (MAC), provides flow control and multiplexing for device
transmissions over a network. The second, the Logical Link Control (LLC), provides

flow and error control over the physical medium as well as identifies line protocols.
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Figure 1 13 : Diagram showing data link layer

1.6.1.3 Network layer

The network layer is responsible for receiving frames from the data link layer
and transform it to packets, and delivering them to their intended destinations among
based on the addresses contained inside the frame. The network layer finds the
destination by using logical addresses, such as IP (Internet Protocol). At this layer,
routers are a crucial component used to quite literally route information where it

needs to go between networks.

IP Packets
| | I I Packet Header | I 1 I | l Packet Header
e e L e s S o A A S e e s e >
5 VP
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Figure | 14 : Diagram of Network layer

1.6.1.4 Transport layer

The transport layer manages the delivery and error checking of data packets.
After receiving these packets, it will cut them into segments, and regulates the size,
sequencing, and ultimately the transfer of data between systems and hosts. One of the
most common examples of the transport layer is TCP or the Transmission Control

Protocol.
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TCP Protocol

Figure | 15 : Diagram of Transport layerSession layer

1.6.1.5 Session layer

The session layer provides the mechanism for opening, closing and managing
a session between end-user application processes, Communication sessions consist of
requests and responses that occur between applications. Session-layer services are
commonly used in application environments that make use of Remote Procedure
Calls (RPCs).
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Figure | 16 : Diagram of Session layer

1.6.1.6 Presentation layer

Presentation Layer is the 6th layer in the Open System Interconnection (OSI)
model. This layer is also known as Translation layer, as this layer serves as a data
translator for the network. The data which this layer receives from the Application
Layer is extracted and manipulated here as pert the required format to transmit over
the network. The main responsibility of this layer is to provide or define the data
format and encryption. The presentation layer is also called as Syntax layer since it is
responsible for maintaining the proper syntax of the data which it either receives or

transmits to other layer(s) [5].
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Figure 1 17 : Diagram of Presentation layer

1.6.1.7 Application layer

At this layer, both the end user and the application layer interact directly with
the software application. This layer sees network services provided to end-user
applications such as a web browser. The application layer identifies communication

partners, resource availability, and synchronizes communication.

HTTP Protocol
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Data; Bye

Data: O!

Figure | 18 : Diagram of Application layer
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1.7 Conclusion

Wireless networks came to facilitate and improve the process of access to the
Internet and communication between its users, and it has saved a lot for users of this
technology in general from developers and customers, as it worked to reduce the cost
and expand the covered area that was lacking in wired networks.

In this chapter we dealt with various newly developed technologies to suit with
the structure of wireless networks, where we have explained these technologies and
their work on managing data traffic while transmitting it across networks based on the
international general that called OSI model, which was established with the aim of
unifying the methodology of data flow in networks to be compatible between all
developers and companies of the world of technologies.

We also explained the different layers of OSI model and their position and how

they work, with attached illustrations showing their internal structure.
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1.1 Introduction

To manage the traffic flowing in networks, there are many protocols that work
to ensure the flow of data in the network in a regular and secure manner as needed,
despite the similarity of many protocols in their work, but there is an internal
difference between them in the way they work to transfer data, there are protocols that
work only to transfer data from the sender to the receiver without additions or
modifications, only data transmission.

Also, there are other protocols that transfer data from the sender to the receiver
in a secured and encrypted manner to ensure that it is protected from any penetration

or espionage that may happen to it while it is on its way.

11.2 Types of network protocols
There are three main types of network protocols, including network
management protocols, network  communication  protocols  and network
security protocols:
e Communication protocols include basic data communication tools
like TCP/IP and HTTP.
e Management protocols maintain and govern the network through protocols
such as ICMP and SNMP.
e Security protocols include HTTPS, SFTP, and SSL.
11.2.1 Network communication protocols
Communication protocols are vital to the functioning of a network. In fact,
computer networks can't exist without these protocols. These protocols formally
describe the formats and rules by which data is transferred over the network. This is a
must-have for exchanging messages between your computing systems and in
telecommunications, applying to both hardware and software. Communication
protocols also handle authentication and error detection as well as the syntax,
synchronization and semantics that both analog and digital communications must
abide by to function [6].
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11.2.1.1HTTP protocol

The Hypertext Transfer Protocol (HTTP) is an application layer protocol in
the Internet protocol suite model for distributed,
collaborative, hypermedia information systems. HTTP is the foundation of data
communication  for the World Wide  Web, where hypertext documents
include hyperlinks to other resources that the user can easily access, for example by
a mouse click or by tapping the screen in a web browser.

HTTP is a stateless application-level protocol and it requires a reliable network
transport connection to exchange data between client and server.In HTTP
implementations TCP/IP connections are used using well known ports (typically port
80 if connection is unencrypted or port 443 if connection is encrypted) [7].

https://blog.azion.com/edge

( l aormnain ..,'E:-f

Figure 11 1 : Basic URL Structure

11.2.1.1.1 How HTTP woks ?

HTTP is an application layer protocol built on top of TCP that uses a client-
server communication model. HTTP clients and servers communicate through request
and response messages. The three main HTTP message types are GET, POST, and
HEAD.

e HTTP GET: Messages sent to a server contain only a URL. Zero or more
optional data parameters may be appended to the end of the URL. The server
processes the optional data portion of the URL, if present, and returns the
result (a web page or element of a web page) to the browser.

e HTTP POST: Messages place any optional data parameters in the body of the
request message rather than adding them to the end of the URL.

e HTTP HEAD: Requests work the same as GET requests. Instead of replying
with the full contents of the URL, the server sends back only the header

information (contained inside the HTML section).
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GET /doc/test.html HTTP/1.1 > Request Line

Host: www.testlOl.com

Accept: image/gif, image/jpeg, */* Request
Accept L.:ngu':)gc: en-us \ Request Headers Message
Accept-Encoding: gzip, deflate | Header

User-Agent: Mozilla/4.0

Content-Length: 35
» A blank line separates header & body

bookId=12345&author=Tan+Ah+Teck Request Message Body

Figure 11 2 : Structure of HTTP request massages

The browser initiates communication with an HTTP server by initiating a TCP
connection to the server. Web browsing sessions use server port 80 by default,
although other ports such as 8080 are sometimes used instead.

After a session is established, you trigger the sending and receiving of HTTP
messages by visiting the web page.

HTTP is what's called a stateless system. This means that, unlike other file
transfer protocols such as FTP, the HTTP connection is dropped after the request
completes. So, after your web browser sends the request and the server responds with

the page, the connection closes [7].

11.2.1.2 TCP protocol

The Transmission Control Protocol (TCP) is one of the main protocols of
the Internet protocol suite. It originated in the initial network implementation in which
it complemented the Internet Protocol (IP). Therefore, the entire suite is commonly
referred to as TCP/IP. TCP provides reliable, ordered, and error-checked delivery of a
stream of octets (bytes) between applications running on hosts communicating via an
IP network. Major internet applications such as the World Wide Web, email, remote
administration, and file transfer rely on TCP, which is part of the Transport Layer of
the TCP/IP suite. SSL/TLS often runs on top of TCP.

TCP is connection-oriented, and a connection between client and server is
established before data can be sent. The server must be listening (passive open) for
connection requests from clients before a connection is established.

Three-way handshake (active open), retransmission, and error detection adds to
reliability but lengthens latency. Applications that do not require reliable data
stream service may use the User Datagram Protocol (UDP), which provides

a connectionless datagram service that prioritizes time over reliability [8].
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11.2.1.2.1 TCP segment structure

Transmission Control Protocol accepts data from a data stream, divides it into
chunks, and adds a TCP header creating a TCP segment. The TCP segment is
then encapsulated into an Internet Protocol (IP) datagram, and exchanged with peers.

The term TCP packet appears in both informal and formal usage, whereas in more
precise terminology segment refers to the TCP protocol data unit (PDU), datagram to
the IP PDU, and frame to the data link layer PDU: processes transmit data by calling on
the TCP and passing buffers of data as arguments. The TCP packages the data from
these buffers into segments and calls on the internet module to transmit each segment to
the destination TCP [8].

A TCP segment consists of a segment header and a data section. The segment
header contains 10 mandatory fields, and an optional extension field (Options, pink
background in table). The data section follows the header and is the payload data
carried for the application. The length of the data section is not specified in the
segment header. It can be calculated by subtracting the combined length of the
segment header and IP header from the total IP datagram length specified in the IP
header [8].

Offsets Octet 0 1 2 3
Octet | Bit 7 6/ 5 4/ 3 2/ 1/ 0 7 6/ 54|35 |21|0|76/54 321076543210

0 '] Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number (if ACK set)
Reserved N C|IE|U|A|IP|R|S|F
12 96 Data offset S W|C|R|C|[5(S|Y ]I Window Size
000 R|E|G|K|H|T|N|N
16 128 Checksum Urgent pointer (if URG set)
20 160

Options (if data offset > 5. Padded at the end with "0" bits if necessary.)
60 480

Figure 11 3 :Table of TCP segment header (packet details)

» Source port (16 bits)

Identifies the sending port.

» Destination port (16 bits)
Identifies the receiving port.

» Sequence number (32 bits)

Has a dual role:

&
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e |If the SYN flag is set (1), then this is the initial sequence number. The
sequence number of the actual first data byte and the acknowledged number in
the corresponding ACK are then this sequence number plus 1.

e |Ifthe SYN flag is clear (0), and then this is the accumulated sequence number
of the first data byte of this segment for the current session.

» Acknowledgment number (64 bits)

If the ACK flag is set then the value of this field is the next sequence number
that the sender of the ACK is expecting. This acknowledges receipt of all prior bytes
(if any). The first ACK sent by each end acknowledges the other end's initial sequence
number itself, but no data.

» Data offset (4 bits)

Specifies the size of the TCP header in 32-bit words. The minimum size header
is 5 words and the maximum is 15 words thus giving the minimum size of 20 bytes
and maximum of 60 bytes, allowing for up to 40 bytes of options in the header. This
field gets its name from the fact that it is also the offset from the start of the TCP
segment to the actual data.

» Reserved (3 bits)

For future use and should be set to zero.

> Flags (9 bits)

Contains 9 1-bit flags (control bits) as follows:

e NS (1 bit): ECN-nonce - concealment protection[a]

e CWR (1 bit): Congestion window reduced (CWR) flag is set by the sending
host to indicate that it received a TCP segment with the ECE flag set and had
responded in congestion control mechanism.[b]

e ECE (1 bit): ECN-Echo has a dual role, depending on the value of the SYN
flag. It indicates:

e Ifthe SYN flag is set (1), that the TCP peer is ECN capable.

e Ifthe SYN flag is clear (0), that a packet with Congestion Experienced flag set
(ECN=11) in the IP header was received during normal transmission.[b] This
serves as an indication of network congestion (or impending congestion) to the
TCP sender.

e URG (1 bit): Indicates that the Urgent pointer field is significant

e ACK (1 bit): Indicates that the Acknowledgment field is significant.
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All packets after the initial SYN packet sent by the client should have this flag
set.

e PSH (1 bit): Push function. Asks to push the buffered data to the receiving
application.

e RST (1 bit): Reset the connection

e SYN (1 bit): Synchronize sequence numbers. Only the first packet sent from
each end should have this flag set. Some other flags and fields change
meaning based on this flag, and some are only valid when it is set, and others
when it is clear.

e FIN (1 bit): Last packet from sender

» Window size (16 bits)

The size of the receive window, which specifies the number of window size
units[c] that the sender of this segment is currently willing to receive.[d] (See 8 Flow
control and 8 Window scaling.)

» Checksum (16 bits)

The 16-bit checksum field is used for error-checking of the TCP header, the
payload and an IP pseudo-header. The pseudo-header consists of the source IP
address, the destination IP address, the protocol number for the TCP protocol (6) and
the length of the TCP headers and payload (in bytes).

» Urgent pointer (16 bits)
If the URG flag is set, then this 16-bit field is an offset from the sequence

number indicating the last urgent data byte.

11.2.1.2.2 Connection establishment
Before a client attempts to connect with a server, the server must first bind to
and listen at a port to open it up for connections: this is called a passive open. Once
the passive open is established, a client may establish a connection by initiating an
active open using the three-way (or 3-step) handshake:
e SYN: The active open is performed by the client sending a SYN to the server.
The client sets the segment'’s sequence number to a random value A.
e SYN-ACK: In response, the server replies with a SYN-ACK. The
acknowledgment number is set to one more than the received sequence
number i.e. A+l, and the sequence number that the server chooses for the

packet is another random number, B.
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ACK: Finally, the client sends an ACK back to the server. The sequence
number is set to the received acknowledgment value i.e. A+1, and the
acknowledgment number is set to one more than the received sequence

number i.e. B+1 [8].

11.2.1.3 UDP protocol

In computer networking, the User Datagram Protocol (UDP) is one of the core
members of the Internet protocol suite. With UDP, computer applications can send
messages, in this case referred to as datagrams, to other hosts on an Internet
Protocol (IP) network. Prior communications are not required in order to set
up communication channels or data paths.

UDP uses a simple connectionless communication model with a minimum of
protocol mechanisms. UDP provides checksums for data integrity, and port
numbers for addressing different functions at the source and destination of the
datagram. It has no handshaking dialogues, and thus exposes the user's program to
any unreliability of the underlying network; there is no guarantee of delivery,
ordering, or duplicate protection. If error-correction facilities are needed at the
network interface level, an application may instead use Transmission Control
Protocol (TCP) or Stream Control Transmission Protocol (SCTP) which are designed

for this purpose [9].

32 bits

Source Port Destination Port

UDP length UDP checksum (optional)

Data

Figure 11 4 : UDP frame format

11.2.1.3.1 UDP datagram structure
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Figure 11 5 : Diagram of UDP datagram header
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A UDP datagram consists of a datagram header and a data section. The UDP
datagram header consists of 4 fields, each of which is 2 bytes (16 bits).[2] The data
section follows the header and is the payload data carried for the application.

The use of the checksum and source port fields is optional in IPv4 (pink background
in table). In IPv6 only the source port field is optional [9].
» Source port number

This field identifies the sender's port, when used, and should be assumed to be
the port to reply to if needed. If not used, it should be zero. If the source host is the
client, the port number is likely to be an ephemeral port number.

» Destination port number

This field identifies the receiver's port and is required. Similar to source port
number, if the client is the destination host then the port number will likely be an
ephemeral port number and if the destination host is the server then the port number
will likely be a well-known port number.

» Length

This field specifies the length in bytes of the UDP header and UDP data. The
minimum length is 8 bytes, the length of the header. The field size sets a theoretical
limit of 65,535 bytes (8-byte header + 65,527 bytes of data) for a UDP datagram.
However, the actual limit for the data length, which is imposed by the
underlying IPv4 protocol is 65,507 bytes (65,535 bytes — 8-byte UDP header — 20-
byte IP header) [9].

» Checksum
The checksum field may be used for error-checking of the header and data. This

field is optional in IPv4, and mandatory in IPv6. The field carries all-zeros if unused.

11.2.1.3.2 Comparison of UDP and TCP
There are many diffrents between UDP and TCP protocol, we will summarize

the difference between them in the following table:
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Stands For Transmission Control Protocol User Datagram Protocol

Protocol Connection Oriented Connectionless

Security Makes Checks For Errors And Makes Error Checking But
Reporting No Reporting

Data Sending Slower Faster

Header Size 20 Bytes 8 Bytes

Segments Acknowledgement No Acknowledgement

Typical Applications [ES=3:EN - VoIP

Figure 11 6 : Table showing the diffrents between UDP & TCP

11.2.1.4 IRC protocol
Internet Relay Chat (IRC) is a text-based communication protocol. Software
clients are used to communicate with servers and send messages to other clients. This

protocol works well on networks with a large number of distributed machines.

IRC Server
Channels Connected Users
amy IRC Client
it ardis rory IRC Client
doctor IRC Client
#Ftorchwood
river IRC Client
vgaliifrey jharkness IRC Client
rassilon IRC Client

Figure 11 7 : Basic IRC architecture for a server connects to clients

The basic architecture of IRC, shown in the figure above, is fairly
straightforward. In the simplest case, there is a single IRC serverto which
multiple IRC clients can connect to. An IRC client connects to the server with a

specific identity.
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Most notably, each client must choose a unique nickname, or “nick”. Once a
client is connected, it can communicate one-to-one with other users.

Additionally, clients can run commands to query the server’s state. IRC also
supports the creation of chat rooms called channels for one-to-many communication.
Users can join channels and send messages to the channel; these messages will, in
turn, be sent to every user in the channel [10].

IRC Client |
> IRC Server IRC Server —‘ IRC Client |

IRC Server IRC Server

IRC Client

| IRC Server

Figure 11 8 : Multi-server IRC architecture

IRC also supports the formation of server networks, where multiple servers
form a tree of connections to support more clients and provide greater capacity.
Servers in the same network share information about local events, so that all servers

will have a copy of the same global state [10].

11.2.2 Network management protocols

Network management protocols help define the policies and procedures used to
monitor, manage and maintain your computer network, and help communicate these
needs across the network to ensure stable communication and optimal performance
across the board.

Generally, network managers can use a management protocol to troubleshoot
connections between host and client devices. Management protocols provide network
managers with the host connection's status, availability, packet or data loss, and other
related information about the health of the network connection. The policies managed
by management protocols can be applied to all devices on the network, including
computers, switches, routers and even servers.

Two of the most common types of network management protocols
include Simple Network Management Protocol (SNMP) and Internet Control
Message Protocol (ICMP) [6].

&
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11.2.2.1 SNMP protocol

Simple Network Management Protocol (SNMP) is a networking protocol used
for the management and monitoring of network-connected devices in Internet
Protocol networks. The SNMP protocol is embedded in multiple local devices such as
routers, switches, servers, firewalls, and wireless access points accessible using their
IP address. SNMP provides a common mechanism for network devices to relay
management information within single and multi-vendor LAN or WAN
environments. It is an application layer protocol in the OSI model framework.

Typically, the SNMP protocol is implemented using the User Datagram
Protocol (UDP). SNMP Management Information Bases (called MIBs for short) are
data structures that define what can be collected from the local device and what can
be changed and configured. There are many MIBs defined by standards bodies such
as the IETF and 1SO, as well as proprietary MIBs defined by specific IT equipment

vendors such as Cisco and software vendors such as Microsoft and Oracle.

Manager

é/—-: Ul *\,\

AN

SNNMP Message Exchange

v .

Managed
Device

Agent

Figure 11 9 : Diagram of SNMP between agents and manager

There are three different versions of SNMP:
= SNMP version 1 (SNMPv1): This was the first implementation, operating
within the structure management information specification, and described in
RFC 1157.
= SNMP version 2 (SNMPv2): This version was improved to support more
efficient error handling and is described in RFC 1901. It was first introduced
as RFC 1441. 1t is often referred to as SNMPv2c.



https://www.thousandeyes.com/solutions/network-device-monitoring

Chapter 11 Traffic management of data

=  SNMP version 3 (SNMPv3): This version improves security and privacy. It
was introduced in RFC 3410.
SNMP version 2 is the most commonly deployed SNMP protocol version today.
The most recent version, SNMP version 3, includes new security features that add
support for authentication and encryption of SNMP messages as well as protecting
packets during transit.

11.2.2.1.1 SNMP runtime components

Hurnan MNetswrork
Inlatager

Ivlanagement 3vstem Ivlanaged Device

MNetwork Protocol
MManager Ivlessages A gent

o —
Ivlatiaged
.

L~

MNetwork MManagement
Hoftaare
Application

Figure 11 10 : Diagram of SNMP runtime components

These are the main runtime components in an SNMP-enabled environment:

» SNMP managed devices and resources: These are the devices and network
elements on which an agent runs.

» SNMP agent: This software runs on the hardware or service being monitored
by SNMP, collecting data on various metrics like CPU usage, bandwidth
usage or disk space. As queried by the SNMP manager, the agent finds and
sends this information back to SNMP management systems.

» SNMP manager: also referred to as SNMP server) This component functions
as a centralized management station running an SNMP management
application on many different operating system environments. It actively
requests agents send SNMP updates at regular intervals.

» Management information base (MIB): This data structure is a text file (with
a .mib file extension) that describes all data objects used by a particular device
that can be queried or controlled using SNMP including access control. Inside
the MIB there are many different managed objects which can be identified by
Object Identifiers. An Object Identifier (OID) is a MIB identifier that is used
to delineate between devices within the MIB. OIDs are uniquely generated as

numeric identifiers used for access to MIB objects.

.
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Figure 11 11 : OID tree

11.2.2.1.2 How does SNMP works?
SNMP works by sending messages, called protocol data units (PDUs), to

devices within your network that “speak” SNMP. These messages are called SNMP

Get-Requests. Using these requests, network administrators can track virtually any

data values they specify. All of the information SNMP tracks can be provided to a

product that asks for it. That product can either display or store the data, depending on

an administrator’s preferences.
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Figure 11 12 : Diagram of how SNMP works
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11.2.2.1.3 SNMP Get Packets v1, v2 and v3

Figure 11 13 shows the format of SNMPv1 and SNMPv2c get packets, which
mainly consist of the version, community name, and SNMP protocol data unit (PDU).

Packets of various SNMP operations are encapsulated in SNMP PDUEs.

heg?jer hsEer T EU:"amml;"it‘.i" R
— \‘“‘\\
Get/GetNext PDU
POU type | Reguest D 0 0 Variable bindings

GetBulk PDU

Momn Max

POU type | Reguest |D repeaters | repetitions Variable bindings

Response PDU

PDU type |RequestiD| =" Error Variable bindings
yp q status index 9

Figure 11 13 : Format of SNMPv1 and SNMPv2c get packets

Figure 11 14 shows the format of SNMPV3 get packets. The SNMP PDU format
of SNMPv3 is the same as that of SNMPv2c. SNMPv3 support authentication, and
the Context EnginelD, Context Name, and SNMP PDU fields can be encrypted in
SNMPvV3 packets.

IP | UDP . Max Securityl Security | Context |Context | SNMP
header |header | eroONMSIID 617l 2GS | yodel | Parameters EnginelD) Name | PDU

Figure 11 14 : Format of an SNMPV3 get packet

11.2.2.2 ICMP protocol

The Internet Control Message Protocol (ICMP) is a network layer protocol used
by network devices to diagnose network communication issues. ICMP is mainly used
to determine whether or not data is reaching its intended destination in a timely
manner. Commonly, the ICMP protocol is used on network devices, such as routers.
ICMP is crucial for error reporting and testing, but it can also be used in Distributed
Denial-of-Service (DDoS) attacks.
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11.2.2.2.1 What is ICMP used for?

The primary purpose of ICMP is for error reporting. When two devices connect
over the Internet, the ICMP generates errors to share with the sending device in the
event that any of the data did not get to its intended destination. For example, if
a packet of data is too large for a router, the router will drop the packet and send an
ICMP message back to the original source for the data.

A secondary use of ICMP protocol is to perform network diagnostics; the
commonly used terminal utilities traceroute and ping both operate using ICMP. The
traceroute utility is used to display the routing path between two Internet devices. The
routing path is the actual physical path of connected routers that a request must pass
through before it reaches its destination. The journey between one router and another
is known as a ‘hop’ and a traceroute also reports the time required for each hop along
the way. This can be useful for determining sources of network delay.

The ping utility is a simplified version of traceroute. A ping will test the speed
of the connection between two devices and report exactly how long it takes a packet
of data to reach its destination and come back to the sender’s device. Although ping
does not provide data about routing or hops, it is still a very useful metric for gauging
the latency between two devices. The ICMP echo-request and echo-reply messages

are commonly used for the purpose of performing a ping.

ECHO REQUEST |E‘
ECHO REQUEST
Host ¢ Server
A

Figure 11 15 : Echo-request and echo-reply in ICMP
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11.2.2.2.2 How does ICMP work?

Unlike the Internet Protocol (IP), ICMP is not associated with a transport layer
protocol such as TCP or UDP. This makes ICMP a connectionless protocol: one
device does not need to open a connection with another device before sending an
ICMP message. Normal IP traffic is sent using TCP, which means any two devices
that exchange data will first carry out a TCP handshake to ensure both devices are
ready to receive data. ICMP does not open a connection in this way. The ICMP
protocol also does not allow for targeting a specific port on a device [6].

11.2.2.2.3 ICMP parameters

ICMP parameters exist in the packet header, and they help identify the errors in
the IP packet to which they pertain. The parameters are like a shipping label on a
package. They provide identifying information about the packet and the data it
contains. That way, the protocols and network tools receiving the ICMP message
know how to handle the packet [6].

Ty e St C o cbomurny

Figure 11 16 : The structure of an ICMP packet

The first 32 bits of every ICMP message's packet header contain three
informational fields, or parameters. Those three parameters are the following:
1) Type: The first 8 bits are the message types. Some common message types include
the following:
% Type 0 -- Echo reply
% Type 3 -- Destination unreachable
% Type 8 -- Echo
% Type 5 -- Redirect
The type provides a brief explanation of what the message is for so the
receiving network device knows why it is getting the message and how to treat it. For
example, a Type 8 Echo is a query a host sends to see if a potential destination system
is available. Upon receiving an Echo message, the receiving device might send back
an Echo Reply (Type 0), indicating it is available.
2) Code: The next 8 bits represent the message type code, which provides additional

information about the error type.

X
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3) Checksum: The last 16 bits provide a message integrity check. The checksum
shows the number of bits in the entire message and enables the ICMP tool to check
for consistency with the ICMP message header to make sure the full range of data was
delivered.

11.2.2.2.4 How ICMP is used in DDoS attacks?
ICMP flood attack

A ping flood or ICMP flood is when the attacker attempts to overwhelm a
targeted device with ICMP echo-request packets. The target has to process and
respond to each packet, consuming its computing resources until legitimate users

cannot receive service.

L <

Figure 11 17 : ICMP flood attack

Ping of death attack

A ping of death attack is when the attacker sends a ping larger than the
maximum allowable size for a packet to a targeted machine, causing the machine to
freeze or crash. The packet gets fragmented on the way to its target, but when the
target reassembles the packet into its original maximum-exceeding size, the size of
the packet causes a buffer overflow.
Smurf attack

In a Smurf attack, the attacker sends an ICMP packet with a spoofed source IP
address. Networking equipment replies to the packet, sending the replies to the
spoofed IP and flooding the victim with unwanted ICMP packets. Like the 'ping of

death," today the Smurf attack is only possible with legacy equipment.

.
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11.2.3 Network security protocols

Network security protocols work to ensure that data in transit over the network's
connections stays safe and secure. These protocols also define how the network
secures data from any attempts to review or extract said data by illegitimate means.
This helps ensure that no unauthorized users, services, or devices access your network
data, and this works across all data types and network mediums being used.

Usually, network security protocols rely on encryption and cryptography to
secure data so that only special algorithms, formulas and logical keys can make this
data accessible. Some of the most popular protocols for network security include
Secure Socket Layer (SSL), Secure File Transfer Protocol (SFTP) and Secure
Hypertext Transfer Protocol (HTTPS) [6].

11.2.3.1 SSL protocol
Secure Sockets Layer (SSL) is a protocol developed by Netscape for

establishing an encrypted link between a web server and a browser. SSL is an industry
standard which transmits private data securely over the Internet by encrypting it. It is
used by many websites to protect the online transactions of their customers [11].

SSL is a network security protocol primarily used for ensuring secure internet
connections and protecting sensitive data. This protocol can allow for server/client
communication as well as server/server communication. Data transferred with SSL is

encrypted to prevent it from being readable [11].

Encrympteadc Comnmmeaction SCuure HHTTEeES

Figure 11 18 : Diagram of SSL security

11.2.3.1.1 How does SSL work?

* In order to provide a high degree of privacy, SSL encrypts data that is transmitted
across the web. This means that anyone who tries to intercept this data will only see a
garbled mix of characters that is nearly impossible to decrypt.

* SSL initiates an authentication process called a handshake between two
communicating devices to ensure that both devices are really who they claim to be.

* SSL also digitally signs data in order to provide data integrity, verifying that the

data is not tampered with before reaching its intended recipient.
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Figure 11 19 : Diagram of how SSL work

11.2.3.1.2 Why do we need SSL?

With so much of our day to day transactions and communications happening

online, there is very little reason for not using SSL. SSL supports the following

information security principles:

Encryption: protect data transmissions (e.g. browser to server, server to server,

application to server, etc.)

Authentication: ensure the server you’re connected to is actually the correct server

Data integrity: ensure that the data that is requested or submitted is what is actually

delivered.

SSL can be used to secure:

>
>

Online credit card transactions or other online payments.

Intranet-based traffic, such as internal networks, files sharing, extranets and
database connections.

Webmail like Outlook Web Access,

Communications Server.

servers Exchange and Office
The connection between an email client such as Microsoft Outlook and an
email server such as Microsoft Exchange.

The transfer of files over HTTPS and FTP(s) services, such as website owners
updating new pages to their websites or transferring large files.

System logins to applications and control panels like Parallels, cPanel and
others.

Workflow and virtualization applications like Citrix Delivery Platforms or
cloud-based computing platforms.

Hosting control panel logins and activity like Parallels, cPanel and others [11].

&
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11.2.3.2 SFTP protocol

Secure File Transfer Protocol (SFTP), as its name might suggest, is used to
securely transfer files across a network. Data is encrypted and the client and server are
authenticated [6].

SFTP has pretty much replaced legacy FTP as a file transfer protocol, and is
quickly replacing FTP/S. It provides all the functionality offered by these protocols,
but more securely and more reliably, with easier configuration. There is basically no
reason to use the legacy protocols any more.

SFTP also protects against password sniffing and man-in-the-middle attacks.
It protects the integrity of the data using encryption and cryptographic hash functions,
and autenticates both the server and the user [12].

11.2.3.2.1 man-in-the-middle attacks
A Man-In-The-Middle attack (MITM) is an attack against a cryptographic
protocol. As the name implies, in this attack the attacker sits in the middle and

negotiates different cryptographic parameters with the client and the server.

11.2.3.2.2 How SFTP works

SFTP is a client-server protocol that can be launched either as a command line
or through a Graphical User Interface (GUI).

v" In command line setup, the user types in specific command lines to generate
the SFTP protocol.

v' The GUI option makes use of a program that abstracts the use of SFTP
visually for end users.

The SFTP protocol runs over the SSH protocol using the normal SSH port 22
and supports multiple concurrent operations. The client identifies each operation with
a unique number that must match the server response. Requests can be processed
asynchronously. The SFTP protocol is initiated only when the user logs into an SSH
server to avoid leaving additional ports exposed or maintaining additional
authentications.

Before you can use an SFTP, you need both an SFTP client and server. An
SFTP client is the necessary software that provides you with the ability to connect to
the server. It also makes it possible to upload files to be stored to the server, as well as

download files that are already being stored [13].
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Figure 11 20 : Diagram showing how SFTP works

An SFTP server is the place in which files are stored and retrieved. The server
provides its services so users can store and transfer data safely. The server uses the
SSH file transfer protocol to keep the connection secure. A software vendor may store
software updates on their SFTP server so that customers can download secure files
with an SFTP client.

An SFTP server requires both communicating parties to authenticate themselves
either by providing a user ID and password, or by validating an SSH key (or both).
One half of the SSH key is stored on the computer of the two clients (private key),
while the other half is loaded on the server and associated with their account (public

key). Only when the SSH key pair matches, authentication occurs [13].

11.2.3.3 HTTPS protocol

HTTPS is the abbreviation for hypertext transfer protocol secure, or secure
hypertext transfer protocol. HTTPS is the secure version of HTTP. Data sent between

the browser and server is encrypted to ensure protection [6].

11.2.3.3.1 How HTTPS works

Unlike HTTP, HTTPS uses a secure certificate from a third-party vendor to
secure a connection and verify that the site is legitimate. This secure certificate is
known as an SSL Certificate.

SSL is an abbreviation for "secure sockets layer". This is what creates a secure,
encrypted connection between a browser and a server, which protects the layer of
communication between the two.

This certificate encrypts a connection with a level of protection that is

designated at your time of the purchase of an SSL certificate.
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Figure 11 21 : Diagram of how HTTPS works

An SSL certificate provides an extra layer of security for sensitive data that you
do not want third-party attackers to access. This additional security can be extremely

important when it comes to running e-commerce websites [14].

11.2.3.3.2 How is HTTPS different from HTTP?

Technically speaking, HTTPS is not a separate protocol from HTTP. It is
simply using TLS/SSL encryption over the HTTP protocol. HTTPS occurs based
upon the transmission of TLS/SSL certificates, which verify that a particular provider

is who they say they are [14].
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Figure 11 22 : Difference between HTTPS and HTTP

When a user connects to a webpage, the webpage will send over its SSL
certificate which contains the public key necessary to start the secure session. The two
computers, the client and the server, then go through a process called an SSL/TLS
handshake, which is a series of back-and-forth communications used to establish a

secure connection.To take a deeper dive into encryption and the SSL/TLS handshake.
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11.3 Differents devices of data management in networks

11.3.1 IPS device

An Intrusion Prevention System (IPS) is a network security tool (which can be a
hardware device or software) that continuously monitors a network for malicious
activity and takes action to prevent it, including reporting, blocking, or dropping it,
when it does occur.

It is more advanced than an Intrusion Detection System (IDS), which simply
detects malicious activity but cannot take action against it beyond alerting an
administrator. Intrusion prevention systems are sometimes included as part of a Next-
Generation Firewall (NGFW) or Unified Threat Management (UTM) solution. Like
many network security technologies, they must be powerful enough to scan a high

volume of traffic without slowing down network performance [15].

11.3.1.1 How does an intrusion prevention system work?
An intrusion prevention system is placed inline, in the flow of network traffic

between the source and destination, and usually sits just behind the firewall. There are
several techniques that intrusion prevention systems use to identify threats:

e Signature-based: This method matches the activity to signatures of well-
known threats. One drawback to this method is that it can only stop previously
identified attacks and won’t be able to recognize new ones.

e Anomaly-based: This method monitors for abnormal behavior by comparing
random samples of network activity against a baseline standard. It is more
robust than signature-based monitoring, but it can sometimes produce false
positives. Some newer and more advanced intrusion prevention systems use
artificial intelligence and machine learning technology to support anomaly-
based monitoring.

e Policy-based: This method is somewhat less common than signature-based or
anomaly-based monitoring. It employs security policies defined by the
enterprise and blocks activity that violates those policies. This requires an
administrator to set up and configure security policies.

Once the IPS detects malicious activity, it can take many automated actions,
including alerting administrators, dropping the packets, blocking traffic from the

source address, or resetting the connection [15].
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Figure 11 23 : Diagram of IPS device in network

11.3.1.2 Types of intrusion prevention systems
There are several types of IPS, each with a slightly different purpose:

e Network intrusion prevention system (NIPS): This type of IPS is installed
only at strategic points to monitor all network traffic and proactively scan for
threats.

e Host intrusion prevention system (HIPS): In contrast to a NIPS, a HIPS is
installed on an endpoint (such as a PC) and looks at inbound and outbound
traffic from that machine only. It works best in combination with a NIPS, as it
serves as a last line of defense for threats that have made it past the NIPS.

e Network behavior analysis (NBA): This analyzes network traffic to detect
unusual traffic flows, such as DDoS (Distributed Denial of Service) attacks.

e Wireless intrusion prevention system (WIPS): This type of IPS simply
scans a Wi-Fi network for unauthorized access and kicks unauthorized devices
off the network [15].

11.3.2 The firewall device

A firewall is a security device computer hardware or software that can help
protect your network by filtering traffic and blocking outsiders from gaining
unauthorized access to the private data on your computer.

Not only does a firewall block unwanted traffic, it can also help
block malicious software from infecting your computer.
Firewalls can provide different levels of protection. The key is determining how much

protection you need.
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11.3.2.1 How does a firewall work?

To start, a firewalled system analyzes network traffic based on rules. A firewall
only welcomes those incoming connections that it has been configured to accept. It
does this by allowing or blocking specific data packets units of communication you
send over digital networks based on pre-established security rules.

A firewall works like a traffic guard at your computer’s entry point, or port.
Only trusted sources, or IP addresses, are allowed in. IP addresses are important
because they identify a computer or source [16].

N
Internet

Firewall

, @ =

Private network

Figure 11 24 : Diagram of firewall in network
11.3.2.2 Types of Firewalls

» Packet filtering: a small amount of data is analyzed and distributed according
to the filter’s standards.

> Proxy service: network security system that protects while filtering messages
at the application layer.

» Stateful inspection: dynamic packet filtering that monitors active connections
to determine which network packets to allow through the Firewall.

» Next Generation Firewall (NGFW): deep packet inspection Firewall with

application-level inspection [17].
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Figure 11 25 : Types of Firewalls
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11.3.3 Intrusion detection system (IDS)

An intrusion detection system (IDS) is a system that monitors network traffic

for suspicious activity and alerts when such activity is discovered.
While anomaly detection and reporting are the primary functions of IDS, some
intrusion detection systems are capable of taking actions when malicious activity or
anomalous traffic is detected, including blocking traffic sent from suspicious Internet
Protocol (IP) addresses.

IDS can be contrasted with an intrusion prevention system (IPS), which
monitors network packets for potentially damaging network traffic, like IDS, but has
the primary goal of preventing threats once detected, as opposed to primarily
detecting and recording threats.

11.3.3.1 How do intrusion detection systems work?

Intrusion detection systems are used to detect anomalies with the aim of
catching hackers before they do real damage to a network. IDSes can be either
network or host-based. A host-based intrusion detection system is installed on the
client computer, while a network-based intrusion detection system resides on the
network.

Intrusion detection systems work by either looking for signatures of known
attacks or deviations from normal activity. These deviations or anomalies are pushed
up the stack and examined at the protocol and application layer. They can effectively
detect events such as Christmas tree scans and Domain Name System (DNS)
poisonings.

An IDS may be implemented as a software application running on customer
hardware or as a network security appliance. Cloud-based intrusion detection systems

are also available to protect data and systems in cloud deployments.
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Figure 11 26 : Intrusion Detection System model
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1.4 Internet of Thing (1oT)

Internet of Things and Internet of Everything are two words that commonly
refers to the new trend to have small, cheap and always connected devices used to
send data to a backend cloud based applications. This opens up a new set of
possibilities and products that companies are developing and selling in both industrial
and consumer markets.
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Figure 11 27 : Figure shows structre of 10T
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1.5 Conclusion

We can say that it is impossible for any data flow within the network to take
place without the intervention of several factors, including various protocols and
devices that ensure the transfer of data from the sender to the receiver in an orderly
and secure manner.

In this chapter, we have detailed how data is passed based on specific protocols
and divided according to their types. In the beginning, we clarify the communication
protocols that help open a dialogue session between the two parties to agree on a
specific method for transferring their data. Then, we explained the work of
management protocols that organize, manage and arrange the flow of data in a smooth
and controlled manner to ensure full access to data packets without loss, down to the
security protocols, which ensure the safe transmission of data by encrypting and
securing it to avoid spying and eavesdropping and protect it from any external attacks.

We also mentioned some devices that are indispensable in modern networks and
that act as servers for security protocols, providing protection for the network on the

side of the hardware.
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I11.1 Introduction

Smart city is a term used to describe the use of smart technologies and data as
the means to solve cities sustainability challenges. Many cities are in the process of
making themselves smart, using data and technology to improve transport, energy use,
health and air quality or to drive economic growth [18].

This paper deals with the designing of smart traffic using Cisco Packet Tracer
7.3.1. The Cisco packet tracer simulator 7.3.1 version is utilized to design network as
well as the designing of the Internet of everything contrivances with classically
networking contrivances. In this paper the smart city is designed by utilizing the road

appliances such as Parking street lights, street cam, cars, and metal sensors...etc.

111.2 Cisco Packet Tracer Simulator

Packet Traceris a cross-platform visual simulation tool designed by Cisco
Systems that allows users to create network topologies and imitate modern computer
networks. The software allows users
to simulate the configuration of
Cisco routers and switches using a
simulated command line interface.
Packet Tracer makes use of adrag

and drop user interface, allowing

Cisco Packet Tracer

users to add and remove simulated

network devices as they see fit. The : : .
Figure 111 1 : Cisco Packet Tracer Simulator Logo

software is mainly focused towards

Cisco Networking Academy students as an educational tool for helping them learn

fundamental CCNA concepts. Previously students enrolled in a CCNA Academy

program could freely download and use the tool free of charge for educational use

[19].

111.2.1 Role in Education

Packet Tracer allows students to design complex and large networks, which is
often not feasible with physical hardware, due to costs. Packet Tracer is commonly
used by NetAcad students, since it is available to them for free. However, due to
functional limitations, it is intended by Cisco to be used only as a learning aid, not a

replacement for Cisco routers and switches. The application itself only has a small
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number of features found within the actual hardware running a current Cisco
IOS version. Thus, Packet Tracer is unsuitable for modelling production networks. It
has a limited command set, meaning it is not possible to practice all of the 10S
commands that might be required [19].

111.3The smart city Lab
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Figure 111 2 : Topology of the smart city

In this simulation, we created a smart city system that manage the traffic we
face everyday to reduce congestion and give priority to priority cars to cross without
delaying them, this system also helps to reduce repeated accidents daily, also it helps
to organize the work of parkings by developing a special site for drivers that allows
them to know the empty and seized places using the city's wireless system.

As we see in the figure, the city system is divided into three sections, ISP
section, smart traffic section and smart parking section, all of these sections are linked
to each other by the telecommunications technology based on wired and wireless
networks to give smoothness in the functioning of the system and provide safe access

to users without any problems.
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111.3.1 The ISP section (Internet Service Provider cloud)

In this part of the system, we see the ISP Cloud and The Cell Tower, the Cell
tower is an antenna that provides wireless access to the Internet with 3G/4G
technology for the ISP Cloud by connecting it to the Central Server and from there to
the ISP server that connects all sections of the system with each other and provides
access to the devices with the Internet services.

Figure 111 3 : Figure of the ISP section and Cell Tower

The ISP Cloud is the main section in the whole system, that containe three
servers, ISP Server, Central Server, DNS-HTTP-loT Server and loT office.
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Figure 111 4 : Figure shows the Servers in the ISP Cloud

E



Chapter 111 The smart traffic

111.3.1.11SP and CO Servers

The ISP Server is a Wi-Fi and Ethernet provider that gives the access to the
Internet for the whole system such as the smart devices. The central server transfer
the 3G/4G Internet from the cell tower that receive it by the coaxial cable and transfer
it to the ISP server as Ethernet technology, from that, the ISP server will be the

Internet Service Provider.

111.3.1.2DNS-HTTP-loT Server

We devided this server into three sections to provide three different services:

111.3.1.2.1 DNS-HTTP server

This server offers the service of converting the IPs of websites from numbers
such as 10.10.10.10 to domaine name (www.parking.com), in order to facilitate the
preservation of website names instead of IPs, but the HTTP protocol acts as an
intermediary, providing the service of showing the desired website to the users after
matching the datawith the DNS server.

111.3.1.2.2 10T server
We established the 10T server in order to contain all of the 10Ts of the smart

traffic and smart parking sections in its IoT monitor, by creating special accounts.

[T Departement

loT Officg

Figure 111 5 : Figure shows the 10T Server and office
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Figure 111 6 : Figure shows inside the 10T Server

Where each section has its own monitor on the 10T server that contains its 10Ts

devices, and through it the technician in charge of the IT departement can access to

the monitors from his 10T office by entering the 10T monitor and then typing the IoT

server’s IP address, then the username and password of the section that he wants to

access its monitor.

¥ |oT Office

Physical  Config

0T Montor

Attributes
| e ]

IoT Server Address: 203002
User Name: traffic
Password: traffic

Login

Figure 111 7 : Figure shows how to access the 10T monitor

which are “traffic”.

As that practical exemple we entered the smart traffic monitor by typing

203.0.0.2 (lIoT Server IP), then the username and password of the traffic monitor
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¥ 10T Office O X
j%/sical Config Desktop Programming Attributes
loT Monitor

IoT Server - Devices
» @ Emergency Vehicle (PTTOB10Y75W-)
» @ car 1 (PTTO810YI45-)
» @ car 2 (PTTO8107B5C-)
» @ Traffic Light 1 (PTT0S10E81L-)
» @ Traffic Light 2 (PTT08101CT2-)
» @ car 4 (PTTO810TMOB-)

» @ Car 3 (PTTO810IWOM-)

Home | Conditions | Editor | Log Out

Figure 111 8 : Figure shows the smart traffic loT devices

After that, it will show us the smart traffic 10Ts devices where we can see their

status as we see in the picture above, and we can configure it by setting custom

conditions according to the service we need.

¥ |oT Office — O X
Physical Config Desktop Pregramming Aftributes
loT Monitor
IoT Server - Device Conditions Home | Conditions | Editor | Log Out
Actions Enabled| Name Condition Actions
Edit || Remove |Yes Oon Park Space 1 Metal Detection > 0 |Set Park Street Cam On to true
‘ Edit || Remove [Yes On1 Park Space 2 Metal Detection > 0 |Set Park Street Cam On to true
Edit || Remove |Yes Onl11 |Park Space 3 Metal Detection > 0 |[Set Park Street Cam On to true
‘ Edit || Remove |[Yes On111 |Park Space 4 Metal Detection > 0 |[Set Park Street Cam On to true
Edit || Remove |Yes Oniili|Park Space 5 Metal Detection > 0 [Set Park Street Cam On to true
Match all:
e Park Space 1 Metal Detection = 0
z e Park Space 2 Metal Detection = 0
Edit || Remove |Yes Off e Park Space 3 Metal Detection = 0 Set Park Street Cam Cn to false
e Park Space 4 Metal Detection = 0
* Park Space 5 Metal Detection = 0
| Add

Figure 111 9 : Smart park loTconditions

In this case, we have set some of the conditions to make the parking’s cam turns

on when the metal detection detect the cars when they parks, in order to record the

car’s monitoring to know its movement accurately, else the parking’s cam stay off to

reduce the stockage of the data that will be recorded.
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111.3.2 The smart traffic section

In this department, we established a smart system that ensure us a smoothness
traffic as well as avoiding congestion and giving priority to priority cars where we did
this through configuring and programming using JavaScript for the servers of this

section with several commands, as we will explain below.

Figure 111 10 : The smart traffic section

111.3.2.1 The structure of the smart traffic section

As shown in the picture, there are many smart 10T devices and servers with
different functions such as cars, traffic main sensor, traffic lights, and wired and
wireless connection devices to ensure the communication between them.

Where we designed this part with the main aim of giving priority to crossing the
emergency car in this example, by programming the sensor to a specific area (blue

area), with predetermined X/Y coordinates.
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Figure 111 11 : Design of the smart traffic section
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Figure 111 12 : Picture shows practical exemple of the traffic light

111.3.2.1.1 The programmed commands on the traffic server

When the traffic sensor receive the data packets of the emergency car based on
the UDP protocol in the real-time that contains the emergency car's coordinates every
0.3 second in order to match its current coordinates with the previously programmed
coordinates using JavaScript, and this to organize the traffic on the road and not delay

the priority cars from performing their tasks on time.
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Figure 111 13 : The JavaScript file of the traffic server




Chapter 111 The smart traffic

The picture above shows the programmed JavaScript file on the traffic server,

and the main commands are shown bellow:

111.3.2.1.2 The programmed commands on the emergency car

The picture above shows the programmed JavaScript file on the emergency car,
and the main commands are shown bellow:

¥ Emergency Vehicle

Specifications VO Config Physical Config Thing Editor Programming Attributes
[ }

Old Car (JavaScript) - main.js
|Open| INew| |Delete| |Rename| [Import]

= ‘|

<]

7 war dszib-= "10.318.10.3%;
g€ wvar port = 81;

S war count = 0;

10 wvar state = O;

11T wvar soccket;

48 v function lcop() ¢

49 wvar cooxds = getX()+", "+get¥():
S0 console.log{coords):;

51 // =2end one msg evVeEry =ec

52 socket.=2end{dstIP, port, cocxds):
53 deliay{300):;

54 i

Figure 111 14 : The JavaScript file of the emergency car
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111.3.2.1.3 The programmed commands on the traffic light

In the picture above, we see the programmed JavaScript file on the traffic light,

and the main commands are shown bellow:

¥ Traffic Light 1
Specifications VO Config Physical Config Thing Editor Programming Attributes
traffic_light (JavaScript) - main.js
\Open| |[New| Delete| |Rename/ [Import]
|
27 » function testlight () {
S~ if (lastlight != currLight) {
& 23 if (currLight == §) tuznRed():
| 30 i1f (currLight == 2) turnGreen();
31 }
320 | 1
33
34 ~ function turnRed() {
35~ //if {analogRead{&0) !'= 0) |
36 (RO, 1)
37 analoghirite (R0, 0);
38 lastlight = O;
35 /73
40 1
41
42 v function turnGreen() {
B 43~ if (analogRead(2d) == 0) {
44 analoghirite (R0, 2);
435 lastlight = 2;

Figure 111 15 : The JavaScript file of the traffic light




Chapter 111 The smart traffic

111.3.2.2 The structure of the smart parking section

As shown in the picture above, there are many smart 10T devices and servers
with different functions such as cars, parking sensor, parking cam, smartphone and
metal dectors.

Where we designed the smart parking system with the main aim to organize
car’s parks and avoid disrupting movement inside it, also provide a security system
that makes the parking camera turns on whenever a car parks, and creating a website
on the parking sansor using JavaScript directed to drivers to facilitate the process of

parking the cars by looking at the vacant places using this site.
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Figure 111 16 : Figure shows the smart parking structure
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111.3.2.2.1The security system inside the parking

These two pictures show how the algorithm of the parking camera works, the
left picture refers that the camera is off because there is no car in the parking places,
in the other side, the right one, there are two cars parks in the parking, that’s why we

see the camera is on.
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Figure 111 17 : Pictures of how's the parks cam works
In application of the previous conditions programmed on 10T server, which are
that if the metal detector detect a car, it will send a message via the IoT server

commanding the camera to record.
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Figure 111 18 : The work conditions of the camera based on the metal detector
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111.3.2.2.2The website oriented to car park users

This is the website interface that directed to the drivers when they can see the
car park status if there are free places or not. They can access to it using their smart
devices (smartphone, laptop...) by going to “Web Browser” and typing
“parking.com” that related with the parking server IP in the DNS server which is

“10.10.10.10”.

B smaphoned(1) - 8 Smartphoned(1) - O

Physical  Config  Desiioc  Programming  Attributes Physical  Config Desiiep Programming  Aftributes.

> =il T T

Figure 111 19 : The website directed to the drivers

Related with the security system that we explained in the previous pages, when
we saw two cars parks in the parking spot 1 and parking spot 3, the parking camera
turns on according to the conditions in the 10T server, but in the parking site the
drivers will see that the parking spot 1 and parking spot 3 are taken as the picture

bellow shows.

B Smartphoned(1) — O

Physical Config Desktop Programming Attributes

Figure 111 20 : The website interface when some parking places are taken
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111.3.2.2.3 The programmed commands on the parking server
In the picture above, we see the programmed JavaScript file of the car park
website on the parking server and the main commands are shown bellow:

1 baz poxt = 1234;
S VAT dstIfF = "10.30.10.3%;
3
4 var scgkes:
S wvar count = 9;
L3
7 wvar BTML zop = ‘<HIMLY)
8 <HERD>\
9 <TITLE>Parking Managex</TITLE>N
10 <STYLE>\
11~ sonTatner{y
iz Wwidch:100%k:\
13 packyground-coior: DeepSkyBiue:\
1< N
15« sheaderx ()
16 width:Z0082\
13 packground-colcor: DeepSkySiue:\
is coior: #0C133C:\
i9 » fRIlN
22 width:I00%;\
21 Daskground=colozy green:\
54« function sezup() !
55 sSacket = nay UDPSocke=():
53
57 // sthen receiving data
Sg » socket.onReceive « funcrTticen(ip, port, data)
59 Sarial.princlin("recaivad fzom
&0 + 3p+ "1™ & POZT + "z \h\t"™ + data);
€1 }:
52
€3 / stars UDP socke: on pors
£5 Serisl.princin(seckes.pegin(pose)):
&5
&8 Serial.printin(HITEServer.scars(£0) )2
r
68 |}
Vv faastion pdacastie fol, 00,75, 0405%) |
% ar i gie=""
EE vz i diva"";
W g ket
b1 VeI By GLv=""
b7 vaz pa_diw"";
M iyl
g0 | $i800 = Kl sTpl T ioentan myleatackproondscalont NI Tnarinny ot 1 TeNIpinanenCidin
i© jalsk gl 4iv o '(huy Lon"pltapeatan p styiae"bachyreund-colez  BCEETI Rarking apot L 1o fxes. /pXCioansariidiny's

Figure 111 21 : The JavaScript file of the parking site
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I11.4Conclusion

The transmission of the data from the sender device to the receiver it goes
through several stages that cannot be dispensed with because each layer has dedicated
areas in which it works and controls the smooth flow of data.

The smart city system has several advantages that help us to ensure the smooth
flow of the movement within the city in its various forms, depending on the
technology of wired and wireless networks and their connection to each other through
servers, allowing smooth movement of data through them.

In this chapter, we have created two systems related to the traffic management
within the city, the first is the smart traffic system, through which we programmed
traffic lights to give priority with the green light for priority cars by programming the
traffic server associated with it to ensure that accidents are avoided and that priority
car tasks are not obstructed.

As for the second system, it was the smart car park, through it we created a
website for drivers in general, through which they can view the places available inside
it in real time, and this is to ensure avoiding congestion and disruption of movement

and also improving the quality of services like these places.
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General Conclusion

Due to the large population growth, which leads to an increase in the percentage
of congestion inside and outside cities, which causes disruption of movement in its
various facilities due to old systems, most of which do not depend on the Internet and
smart systems that allow finding solutions to such problems based on artificial
intelligence and the interconnection of things to each other by wired and wireless
networks, Through which users are connected to service providers who can be
programmed with smart systems that provide the service of managing data traffic and
traffic within cities to provide security and regulate movement within them.

After completing the research on the importance of networks in general and the
difference in their technologies according to the mediums used in them, whether
wired or wireless, and how the data transfers and managed, it is not possible in any
way to dispense with them because it is the only way to create a link for information
communication between various entities.

In this research, we have created two smart systems using CiscoPacket Tracer
that can be applied on the ground to regulate movement within cities in all its forms.
In the first section, we programmed traffic lights to give priority to cars with different
priority, and this prevents disruption of their work and to avoid congestion and
accidents that may occur if they remain approved on the old system, while in the
second section, the smart car parking system provides ease in finding vacant parking
spaces for drivers in a smart and innovative way, depending on the website we
established instead of the traditional method.

As a future perspective for this work, it is possible in the future to program the
traffic lights responsible for identifying the priority cars if they are in a state of
urgency or not, as well as for car parks that can be developed in the future by creating
an application that enables drivers to reserve a parking instead of going and booking
in the old way. It is also can be developed by linking all the parking lots among
themselves so that the server can deliver drivers to the nearest car park using GPS in

the event that this parking lot is full.
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