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A]ostract

IoT a newly emerging term meant the new generation of Internet (network) that allows
the understanding of interconnected devices over the Internet Protocol. These devices
include sensors, sensors, sensors and various artificial intelligence tools and others. This
definition goes beyond the traditional concept of connecting people with computers and
smartphones over a network One global and through traditional known IP. What dis-
tinguishes Internet things is that it allows the person to be free from the place, that is,
the person can control the tools without having to be in a specific place to deal with a
particular device.

However, despite the advantages provided by the Internet, there is a problem that re-
mains difficult to protect the information transmitted through the Internet Protocol and
this is due to the large number of connected devices in the network, which reached in
2020 more than 20 million and this made hackers Internet make it a treasure for them
In this study, we chose to study the actions and methods used to reduce the risks faced
by the Restricted Application Protocol (COAP). This protocol, which relies only on the
transition protocol, Serve ((UDP, because Internet things in terms of transmission of
information based on the user data protocol because it is the best in terms of speed
compared to the Transmission Control Protocol (TCP).

There have been numerous studies and researches on the field of protection in relation
to the restricted application protocol. Among these studies is the study of the Indian
researcher Raza, who relied on the technology of transport layer in the data schema
(DTLS), which relies mainly on the technology of encryption between the information
transmitted and this leads to the nature of confidentiality The network hackers will have
great difficulty getting it

This Project aims at clarifying the restricted application protocol, clarifying some of the
attacks that may be exposed, and the studies that have been carried out in this field, as
well as simulating a DOS attack on a network using the Cooja program.

Key words:

10T, IDS, Security, Cooja.



Abbreviations

DoS Denial Of Service
HIDS Host based Intrusion Detection System
IDS Intrusion Detection System

IoT Iinternet Of Things
NIDS Network based Intrusion Detection System
CoAP Constrained Application Protocol
MQTT Message Queue Telemetry Transport
UDP User Datagram Protocol
XMPP Extensible Messaging and Presence Protocol
DTLS Datagram Transport Layer Security Transport layerSecurity
M2M Machine To Machine

TCP Transmission Control Protocol
IP Internet Protocol
RFID Radio FrequencyIDentification
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General Introduction

IOT has emerged as a result of convergence of many factors, including ease of com-
munication and in addition to reduce the problems of communication, but this is not
enough because of the change of the network and composition of several things &Devices)
have become vulnerable to many attacks and this is because the information has been
distributed to several places (devices) )

[n the information society, the security of computer systems is a crucial issue. The con-
trol of the information processed and shared within these systems is a problem that is

all the more delicate as the number of users of these systems is important. With more
than 24 billion devices connected by 2020 [2]

[oT has many layers (Service layer, application layer, physical 1ayer). The application
layer is very important as it contains the top-level communication protocols that gener-
ate and handle the sensitive [oT data. Consequently, the integration of efficient security
mechanisms in the application layer is very important. In this work, we have addressed
a detective solution against Dod threats targeting CoAP protocol.

This document is organized into four chapters. The first chapter presents generalities
on [oT. The second chapter presents the protocol CoAP, while the third chapter studies
the security issues in CoAP. Finally, chapter four brings the description of the solution

that we have been working on, as well as the evaluation results. .



Chapter 1

Generalities about IoT

1.1 Introduction

Today, we are living in the era of smart technologies which represents a "ubiquitous
computing" or “web 0.3” [3], and this leads us to the need to keep pace with these smart
technologies to study or know how to use Internet of Things (IoT) has emerged strongly
as a more prosperous area to express this kind of a new technology [3].

It is not the first technology in this field, but also the cloud computing technology has
been used to represent the ubiquitous computing world[3].

The vision of IoT according to Kevin’s vision was to enable networked devices to prop-
agate their information about physical world objects through the web. In recent years,
the most of the IoT proposed architectures are used, web semantic to publish informa-
tion through the social networks; for instance, the iPhone has innovated service is Nike
+ iPod to record information and published it on the social networks and the social
network [4].

In this chapter, we will give the history and some definition for IoT, challenges and

Researches works and many other generalities.

1.2 M2M History :

e The first telemetry system was rolled out in Chicago way back in 1912. It is said

to have used telephone lines to monitor data from power plants.

e Telemetry expanded to weather monitoring in the 1930s, when a device known as

a radiosonde became widely used to monitor weather conditions from balloons.

e In 1957 the Soviet Union launched Sputnik, and with it the Space Race. This has
been the entry of aerospace telemetry that created the basis of our global satellite

communications today.
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e Broad adoption of M2M technology began in the 1980s with wired connections
for SCADA (supervisory control and data acquisition) on the factory floor and

in-home and business security systems.

e In the 1990s, M2M began moving toward wireless technologies. ADEMCO built
their own private radio network to address intrusion and smoke detection because

budding cellular connectivity was too expensive

e In 1995, Siemens introduced the first cellular module built for M2M [5].

1.3 10T Definition

1.3.1 Cisco Definition

The Internet of Things (IoT) is the network of physical objects that contain embedded
technology to communicate and sense or interact with their internal states or the external

environment.

1.3.2 Simple Information of IoT

o Internet of Things (IoT) comprises things that have unique identities and are

connected to the Internet.

e The Internet of Things (IoT) is a novel paradigm that is rapidly gaining ground

in the scenario of modern wireless telecommunications.

e The basic idea of this concept is the pervasive presence around us of a variety of
things or objects — such as Radio-Frequency Identification (RFID) tags, sensors, ac-
tuators, mobile phones, etc. — which, through unique addressing schemes, are able
to interact with each other and cooperate with their neighbors to reach common

goals [5].
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Figure 1.1: 10T[6]

1.4 JoT Domains

Potentialities offered by the IoT make possible the development of a huge number of

applications, these can be grouped into the following domains:
e Transportation and logistics domain
e Healthcare domain
e Smart environment (home, office, plant) domain

e Personal and social domain [7]

Transportation Smart Personal and -
portat Heathcare s . Futuristic
and logistics environments social

- . Comfortable Social N
Logistics = Tracking homes foffices m networking Robot taxi
Assisted Identification Industrial Historical . -

L — o — — N = infarmation
driving authentication plants queries madsl
Mobile || Data collectio _| Smartmuseum | Lasses || Enhanced
ticketing fon and gym = EAMe room

Environment
—] monitoring — Sensing — Thefts
—,
|| Augmented
maps

Figure 1.2: Applications Domains and Relevent Major Scenarios [7]
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1.4.1 Exemple of Applications

1.4.1.1 Transportation and logistics

Advanced cars, trains, buses as well as bicycles along with roads and/or rails are becom-
ing more instrumented with sensors, actuators, and processing power. Roads themselves
and transported goods are also equipped with tags and sensors that send important infor-
mation to traffic control sites and transportation vehicles to better route the traffic, help
in the management of the depots, provide the tourist with appropriate transportation

information, and monitor the status of the transported goods [7].

Assisted Drive[8] Mobile Tickets [9] Augmented Maps[10]

Figure 1.3: Transport Domain Application

1.4.1.2 Healthcare domain

Many benefits provided by IoT technologies to the healthcare domain and the resulting
applications can be grouped mostly into the tracking of objects and people (staff and
patients), identification and authentication of people, automatic data collection and

sensing [11].

There is much application for this domain:

A

Figure 1.4: Healthcare Domain
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1.4.1.3 Smart environments domain

A smart environment is that making its “employment” easy and comfortable thanks to
the intelligence of contained objects, be it an office, a home, an industrial plant, or a

leisure environment|7].

loT-based
Smart
Environments

Smart Industry

Smart Home

Smart Grid

Figure 1.5: IoT Based Smart Environement [12]

1.4.1.4 Futuristic applications domain

The applications described in the previous sections are realistic as they either have been
already deployed or can be implemented in a short/medium period since the required
technologies are already available. Apart from these, we may envision many other ap-
plications, which we herein define futuristic since these rely on some (communications,
sensing, material and/or industrial processes) technologies that either is still to come or

whose implementation is still too complex [7].
e Robot taxi
e (City information model

e Enhanced game room

1.5 10T Characteristics

They have in IoT 7 important Characteristics (see the figure 1.6)
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Figure 1.6: Characteristics of IoT

. Connectivity: this does not need much further explanation. Devices, sensors, they
need to be connected: to an item, to each other, actuators, a process and to ‘the

Internet’ or another network

. Things: anything that can be tagged or connected as such as it’s designed to be
connected. From sensors and household appliances to tagged livestock. Devices

can contain sensors or sensing materials can be attached to devices and items

. Data: data is the glue of the Internet of Things, the first step towards action and

intelligence.

. Communication: devices get connected so they can communicate data and this

data can be analyzed

. Intelligence: the aspect of intelligence as in the sensing capabilities in IoT devices

and the intelligence gathered from data analytics (also artificial intelligence).

. Action: the consequence of intelligence. This can be a manual action, action based
upon debates regarding phenomena (for instance in climate change decisions) and

automation, often the most important piece[13].

. Ecosystem: the place of the Internet of Things from a perspective of other tech-
nologies, communities, goals and the picture in which the Internet of Things fits.
The Internet of Everything dimension, the platform dimension and the need for

solid partnerships[13]
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1.6 10T Architecture

Application layer
Service Layer
Network cominication layer

Sensor Layer

Figure 1.7: Four Layers in IoT

1. Sensing Layer: The first layer of the Internet of Things consists of Sensor-connected

IoT devices, it is used to gather data from objects the characteristic of this layer

Lowest Abstraction Layer

- With sensors we are creating digital nervous system

Incorporated to measure physical quantities

Interconnects the physical and digital world

Collects and process real-time information|[2]

2. Gateway Network Layer: it provides the infrastructure to support over the wired
or wireless connection among things, The various IOT devices of layer 1 need to
be connected to the internet via a more powerful computing device called the IoT
gateway which primarily acts as a networking device. So, similar to how a WiFi
router helps us connect many laptops, phones and tablets to the internet at home,
the IoT gateway aggregates data from numerous sensing devices and relays it to
the cloud [14].

3. Service Layer: It is used to

Create and manage the services required by user application

Capturing of periodic sensory data

Data Analytics (Extracts relevant information from massive amount of raw
data)

Streaming Analytics (Process real time data)

Ensures security and privacy of data[2]
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1.7 Challenges and Recent Research Directories

e Networking:
Generally, the Networking issue has great relevance on the Internet because it
includes some of the important factors which use to manage networks. First of
all, traffic and protocols that have a significant impact on the behaviour of the
network, these points are mentioned in[15] D. Giusto et al. Sought to deal with
networking challenges via mobile Ad-Hoc Network. The authors have used mobile
ad hoc networks (MANET) interconnected to fixed networks by a different gateway.
In IoT, can’t be predicted where the object moved, and the object may be needed
to transmit from network to another. The biggest problem is in dynamic gateways
change and the difficulty of identifying the location of things. The MANET consists
of a number of self-organized mobile nodes or objects and is considered as a way
to maintain a connection, additionally Multi-homed ad-hoc is seen as an extension

to the existing infrastructure in IoT.

e Routing :

Routing process means selecting the best path between the source and the destina-
tion to complete the communication process successfully. There are various ways
to determine the best path based on the communication protocol type such as a
number of hops, costs, and bandwidth. Can be classified routing protocols into two
main categories are i) Reactive protocols: the path is established after transmission
request is made, ii) Proactive protocols: initial path before the request is made. In
[12], Sudip Misra et al. proposed the protocol under the name of “fault-tolerant
routing protocol” for IoT. This protocol was designed by using learning automata
(LA) and cross-layer concept. LA dealing with optimization problems to choose
optimal solutions, the need to cross-layer is saving energy of the items of IoT (i.e.
RFID).

e Heterogeneity :
The IoT environment is the best-known example to represent the heterogeneity
issue because it contains a plethora of the different devices in their nature; the
main objective of IoT is creating a common way to abstract the heterogeneity of

these devices and achieving the optimal exploitation of their functionality.

e Interoperability :
Interoperability concept can be defined as the ability to create systems or devices
cooperating with each other in an efficient way. In [16] Jussi et al. sought to use
the semantic level interoperability architecture for pervasive the computing and
IoT; the architecture relies on the semantic information sharing solutions called
“smart-M3".
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e Quality of Service (QoS) :
Ideally, QoS is defined as “the amount of time that is taken to deliver the message
from the sender and the receiver” if this time is equal or less than pre-specified
time requirement the QoS is achieved. ITU re-defined QoS concept as a degree of
conformance of delivering service to the user by the provider with the agreement
between them. For QoS assurance, must cope with service models to determine

which degree of QoS for each Internet service.

e Scalability :
Scalability is one of the most important challenges of IoT, which means how to deal
with the sustainable growth of the Internet in an efficient manner. In other words,
“Scalability is the ability of a system or network to handle the growing scale of any
environment without an effect on performance”. Currently, the Internet comprises
around 9 billion devices with a next era of the Internet which known Web 0.3 or
ubiquitous computing it is expected to reach 24 billion devices, the increasing of

this number have a broad impact on the performance of the network.

e Virtualization :

Virtualization is known as the ability to share hardware resources among multiple
operating systems. The virtualization technology allows for the multiple operat-
ing systems and software like applications or services to run upon the same server
through creating more than virtual machine inside the physical machine. The vi-
sion of this concept helps to increase the performance of the network via increasing
utilization, maximizing scalability, saving cost, etc.

Actually, there are three areas used to represent the virtualization technology,

namely, i) network virtualization, storage virtualization, and server virtualization.

Figure 1.8: Challenges in IoT
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1.8 IoT Disadvantages

e Security: IoT creates an ecosystem of constantly connected devices communicating
over networks. The system offers little control despite any security measures. This

leaves users exposed to various kinds of attackers.

e Privacy The sophistication of IoT provides substantial personal data in extreme

detail without the user’s active participation

e Complexity: Some find IoT systems complicated in terms of design, deployment,
and maintenance given their use of multiple technologies and a large set of new

enabling technologies.

e Flexibility: Many are concerned about the flexibility of an IoT system to integrate
easily with another. They worry about finding themselves with several conflicting

or locking systems[16].

e Compliance: IoT, like any other technology in the realm of business, must comply
with regulations. Its complexity makes the issue of compliance seem incredibly

challenging when many consider standard software compliance a battle [16].

1.9 IoT Protocols

There are many protocols in IoT:

e Application Layer Protocol:
1. Constrained Application Protocol (CoAP): We will talk about him in the next
chapter.
2. Message Queue Telemetry Transport (MQTT): It is suitable to connect em-

bedded devices, network with application

3. Extensible Messaging and Presence Protocol (XMPP): It is suitable for multi-

party chatting, voice and video calling and tells the community
4. Advanced Message Queuing Protocol(AMQP): It is wire-level protocol
5. Data Distribution Service (DDS): It is used for multicasting application [17]

e Infrastructure Protocols:

1. Routing Protocol for Low Power and Lossy Networks (RPL): This protocol
is standardized by IETF. This routing protocol supports simple and complex
traffic models like i. Point to point ii. Point to multi-point iii. Multi-point to
point [17]
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2. 6LoWPAN (IPV6 Low power wireless personal area network): This standard

provides header compression to reduce the data transmission overhead, for-

warding to link- layer to support multi-hop delivery.

3. IEEE 802.15.4 (Zigbee): This protocol was created to specify a sub-layer
as Medium Access Control (MAC) and Physical Layer (PHY) for low rate

wireless private area networks (LR-WPAN).

It provides reliable communication, operability on different platforms and a

large number of nodes [17].

Application Layer

Transport Layer

Network Layer 6LoWPAN
Data Link Layer IEEE 802.15.4 MAC
Physical Layer IEEE 802.15.4 PHY

Figure 1.9: Protocols in IoT

1.10 Conclusion

Throughout this chapter, we have presented some relevant generalities on the internet
of Things. The next chapter will be devoted to the study of CoAP protocol on which

our solution is focused.



Chapter 2

The Constrained Application Protocol

2.1 Introduction

IoT protocols are divided into several parts Application protocol, Infrastructure protocol
and influential protocol. In the application layer, there is a protocol that is similar to
the HTTP Protocol. That protocol is called CoAP(Constrained Application Protocol).
The Internet Engineering Task Force (IETF) working group has designed this protocol
to be used for M2M applications, IoT objects and suitable for constrained devices that
have limited resources [18].

In this chapter, we will give a presentation of the CoAP protocol and its main features.
Then, we will define structure protocol CoAP, after that we will study the main difference

between protocol CoAP and other protocol.

2.2 What’s Protocol CoAP ?

The Constrained Application Protocol (CoAP) is a web transfer protocol at the applica-
tion layer intended to be used with constrained devices (e.g., low-power node, sensors,
switches or actuators) and constrained (e.g., low-power, lossy) networks [19].

The Constrained Application Protocol (CoAP) was designed for the Internet of Things
(IoT) deployments, assuming that UDP [RFC0768] can be used unimpeded [20]. It en-
ables those nodes to be able to talk with other constrained nodes over the Internet [21].
The protocol is designed for machine-to-machine (M2M) applications such as smart en-
ergy and building automation [22].

CoAP is based on REST architecture, the protocol considers the various objects in the

network as resources [22].
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Figure 2.1: Overview of CoAP Protocol for Constraint Devices [22]

2.2.1 REST Architecture

Representational State Transfer (REST) is a style of architecture based on a set of
principles that describe how networked resources are defined and addressed. REST is
an alternative to SOAP and JavaScript Object Notation (JSON).

It is important to note that REST is a style of software architecture as opposed to a set
of standards. As a result, such applications or architectures are sometimes referred to
as RESTful or REST-style applications or architectures.

An application or architecture considered RESTful or REST-style is characterized by:

e State and functionality are divided into distributed resources

e Every resource is uniquely addressable using a uniform and minimal set of com-
mands (typically using HTTP commands of GET, POST, PUT, or DELETE over
the Internet)

e The protocol is client/server, stateless, layered, and supports caching [23].

In REST architecture, a REST Server simply provides access to resources and REST
client accesses and presents the resources. Here each resource is identified by URIs/
global IDs. REST uses various representations to represent a resource like text, JSON

and XML. Recently, JSON is the most popular format being used in web services [24].
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| Application |

Figure 2.2: Rest Architecture [23]

2.3 The main features of CoAP

CoAP has the following main features:

e Web protocol fulfilling M2M requirements in constrained environments [24].

UDP binding with optional reliability supporting unicast and multicast requests
[24].

Low header overhead and parsing complexity.

Asynchronous message exchanges.

URI and Content-type support.

Simple proxy and caching capabilities [25,26].

2.4 CoAP Architecture

The CoAP protocol is closely aligned to the traditional web stack based on HTTP.
However, UDP is used instead of TCP at the transport layer. CoAP uses binary encoding
unlike the textual encoding of HTTP but otherwise, both are based on RESTful APIs
and request-response method. This one-to-one mapping between the two stacks makes
it possible to interwork the two protocols via a proxy. Within the constrained network,

CoAP is used but elsewhere CoAP messages can be translated into HT'TP. Such proxies
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may reside in the edge of a cloud. It’s also possible to bypass such a proxy and deploy
CoAP end to end if cloud platforms support this [27,28,29].

* CoAP architecture has two layers, message layer and request/response layer.

2.4.1 Message layer

Is responsible for controlling the message exchange over UDP between two endpoints
[30].

2.4.1.1 What’s a typical message flow in CoAP

It may be tempting to think of sensor nodes as CoAP clients but in fact, they are
typically CoAP servers. But they could also be CoAP clients consuming information
available at other devices on the network [31].

In a typical CoAP flow, clients discover resources available at the server by asking
for URI path GET /.well-known/core. The server will reply with the content of type
application/link-format. Now that the client knows what resources are available, it
can request the content of a specific resource (such as temperature) by calling GET

/temperature. The server will respond with the value of that resource [31].

2412 Message Types

Message Layer supports 4 types message: CON (confirmable), NON (non-confirmable),
ACK (Acknowledgement), RST (Reset) [31].

e The Confirmable CON message The client then waits for an acknowledgement
response from the destination server. If at the end of a time T, the client has not
had an answer, he considers that the packet is lost and retransmits the message in

a random time interval to control the congestion of the network [31].

CoAP |nternet CoAP
Client Server

CON [MID: 0x1c66]
— GET /s/t
Token: Ox6a

ACK [MID: 0x1c66]
2.05 "Content” (text/plain) ___|
Payload: 23.5
Token: Ox6a

~—

Timeout
CON [MID: 0x1c66]

— GET /sit
Token: Ox6a

ACK [MID: 0x1c66]
2.05 "Content” (text/plain)
Payload: 23.5
Token: Ox6a

e—nno

Figure 2.3: Example of CoAP Message (CON) exchange
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Figure 2.3 explains the case when the client does not receive an ACK for its CON
within a certain time, it retransmits the same CON again until it gets acknowledged

or until the client runs out of retransmission attempts.

e The message Non-Confirmable (NON)[31]:
The client sends the message without waiting for an acknowledgement. In the
case where the recipient does not have the ability to perform the request, he can

respond with an RST message with the Message.

CoAP Internet CoAP
Client Server

NON [MID: Ox66a1]

Figure 2.4: Example of CoAP Non-confirmable Message (NON) exchange

e Acknowledgment ACK: This type of message acknowledges the customer and thus
ensures the good reception of the message [32].
An Acknowledgement message acknowledges that a specific Confirmable message
arrived. By itself, an acknowledgement message does not indicate success or failure
of any request encapsulated in the Confirmable message, but the Acknowledgement

message may also carry a Piggybacked Response [33].

e Reset RST message: Allows the server to reject the request sent by the client
[32]. A Reset message indicates that a specific message (Confirmable or Non-
confirmable) was received, but some context is missing to properly process it. This
condition is usually caused when the receiving node has rebooted and has forgotten
some state that would be required to interpret the message.

Provoking a Reset message (e.g., by sending an Empty Confirmable message) is
also useful as an inexpensive check of the liveness of an endpoint ("CoAP ping").
Message [32].

2.4.1.3 Message transport

There are 2 types: Reliable and Unreliable message transport

1. Reliable message transport: Keeps retransmission until get ACK with the same
message 1D. Using default time out and decreasing counting time exponentially
when transmitting CON. If recipient fail to process message, it responses by re-
placing ACK with RST [33].
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CON [0xBc56]

. 4

ACK [0xBe56]

F 3

Figure 2.5: Reliable Message Transport [33]

2. Unreliable message transport: transporting with NON type message. It doesn’t
need to be Acknowledged, but has to contain message ID for supervising in case

of retransmission. If recipient fail to process message, server replies RST [33].

NON [0xBe57]

L 4

Figure 2.6: Unreliable Message Transport [33].

2.4.2 Request/Response Layer

2.4.2.1 Model

1. Piggy-backed: Client sends request using CON type or NON type message and

receives response ACK with confirmable message immediately [34].
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CON [0x4d45] CON [0X4D46]
Get/temperature Get/ temperature
(Token 0x21) _ (Token 0x22) _
ACK [0x4d45) ACK [0x4d45]
2.05 Content 4,04 Not Found
[Token 0x21) (Token 0x22)
“20.1C" “Not Found”
3

Figure 2.7: The successful and Failure Response Results of GET [35]

2. Separate response: If server receive a CON type message but not able to response
this request immediately, it will send an empty ACK in case of client resend this
message. When server ready to response this request, it will send a new CON to
client and client reply a confirmable message with acknowledgment. ACK is just

to confirm CON message, no matter CON message carry request or response [18].

(above figure 2.8)

CON [Ox4d45]
Get/temperature
(Token 0x21)

F 3

ACK [0x4d45)

CON [0x4d45]
2.05 Content
[(Token 0x21)
" 20.1C"
ACK [Ox4d45]

Figure 2.8: A Get request with a separate response [35]

3. Non confirmable request and response: unlike Piggy-backed response carry con-
firmable message, in Non confirmable request client send NON type message indi-
cate that Server don’t need to confirm. Server will resend a NON type message

with response [36]
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L 4

NON [0x4d45]
Get/temperature
[Token 0x21)

'3

NON [0x4d45]

2,05 Content

(Token 0x21)
" 20.1C"

Figure 2.9: Non confirmable request and response [36]

2.4.2.2 Request Method Definitions :

The client requests an action using a Method code on a resource which identified by
Uniform Resource Identifier (URI) on a server [37].
The CoAP defines four different method codes:

- GET: operation to retrieve representation in resource identified by the URI request.

- POST: Submits information to be processed to a specified resource. The output
result depends on the target resource, usually, results in the target resource being

created or updated.

- PUT: requests that the resource identified by the URI be created or updated with

the carried information representation

- DELET: requests that the identified resource be deleted [38].

2.4.2.3 Response Code Definitions:

The server sends back to the client a response code indicates the outcome of the request

process. There are three classes of Response code

e Success 2.xx : This class indicates that the request has been successfully received
and processed. Here are some examples of response codes under this class: 2.01
Created, 2.02 Deleted

e Client Error 4.xx : This class indicates that the request from the client was not

valid or has an error. For example, 4.00 for a Bad request or 4.04 Not found this
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response code is like the common HTTP 404 which indicate that the request is
correct but the server could not find the resource identified by the URI.

e Server Error 5.xx : This class indicates that the server has an error or incapable

of processing the request. For example, 5.03 Service unavailable [32].

CoAP Status Code

201 Created

202 Deleted

203 Valid

2.04 Changed

2.05 Content

231 Continue

4.00 Bad Request

4.01 Unauthorized

4.02 Bad Option

4.03 Forbidden

4.04 Not Found

4.05 Method Not Allowed
4.06 Not Acceptable

4.08 Request Entity Incomplete
412 Precondition Failed

413 Request Entity Too Large
415 Unsupported Content-Format
5.00 Internal Server Error
5.01 Not Implemented

5.02 Bad Gateway

5.03 Service Unavailable
5.04 Gateway Timeout

5.05 Proxying Not Supported

Table 2.1: CoAP Code Status [32]

2.4.3 Message Format:

CoAP messages are encoded in a binary format. The message format is shown in Figure
2.10.

CoAP messages are encoded in a simple binary format. The message format starts with
a fixed-size 4-byte header. This is followed by a variable-length token value, which can

be between 0 and 8 bytes long.

o 8 16 32

Ver‘ T | TKL ‘ Code Message ID

-- - Token (if any) of TKL bytes - - -

--- Option (if any) - - -
1|1|1|1|1|l|1|1| - - - Payload (if any) - - -

Figure 2.10: Structure/format of CoAP Message [38]
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The message format starts with a fixed-size 4 bytes header that contains five fields and

defined as follows:

e Version (Ver): 2-bit unsigned integer Indicates the protocol version number

e Type (T): 2-bit unsigned integer Indicates the message type CON (0), NON (1),
ACK (2), RST (3).

e Token Length (TKL): 4-bit unsigned integer Indicates the number of bytes of the
Token field.

e Code: 8-bit unsigned integer Indicates the status of a client and server request and

response.

e Message ID: 16-bit unsigned integer Contains the Message ID that used to detect
message duplication as well as to match ACK/RST to CON/NON message types.

Message contents | Description Bytes
Version * Protocol version 2 bats
Type = Confirmable (CON) - Must be acknowledged by the 2 bits
receiver with an ACK packet
« MNon-Confirmable (NON) - meszages that do not require

acknowledgement

wledpement (ACK) - Acknowledge a

able message

= Reset (RST) - Reject a confirmiable or remove an

obseiver

Token Length # Specifies the length of the token as 0 10 8 bytes i bits

Code * Response code analogous 1o HT TP response codes, can & bits

be a success message, client ermor, or server emor

Message 1D « ldentifier for each message sent, which in most 16 bits
implementations are likely sequentially assigned; not
very effective for security purposes

Options = Can be set 1o include one or more opiions, including a

subset of what's available via HTTF headers

FPayload » Body of message or specific format, if any

Table 2.2: Details of CoAP Message Components

2.5 CoAP vs Other Protocol

2.5.1 CoAPvs HTTP

Both protocols share same structure of REST and use the same methods. CoAP is
defined as the compressed version of HT'TP. However, HI'TP is an old protocol that is
stable and well used, while CoAP is very new and research is still ongoing. HTTP is a
heavy weight protocol on the internet as it required heavy code space implementation
and network usage [39].

In contrast CoAP is specially designed to be light in both implementation and in network

usage which make it more suitable for the small or class-1 devices. HTTP is supported
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with TCP while CoAP uses UDP (asynchronous request/repose) that can simply carry

message and transmit lost packets [39].

Application

Request/Response layer
Message Layer

Transport - UDP

Coap

Figure 2.11: CoAP layer vs HTTP layer

2.5.2 CoAP vs Mqtt

The MQTT and CoAP, both are designed to consider the long term vision that they need
to be used in lightweight environments. Both works well with low power and network
constrained devices. So the choice really depends on the application. If a M2M network
has to be created where messages must publish from one node to multiple interested
nodes, the best choice will be to use MQTT protocol. But if a M2M network has to be
created where commands must be sent to among nodes, CoAP will be the best choice for
that. For example to control an AC from the smart phone, CoAP would be the smarter
choice [39].

MQTT CoAP
Messaging Multipoint-to- Point-to-Point
transformation Multipoint communication
commination
Topics URI
Transport TCP-Based UDP-Based
Architecture Publish/Subscribe Request/Response
model model
Layers Single layered Two sublayer:
Request/Response
and Transaction
Security SSL/TLS SSL/DTLS
Reliability 3 QoS levels 4 QoS levels
Performance Lower delays Lower overhead and
analysis lower packet loss

Table 2.3: MQTT VS CoAP
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Protocol | Transport Messaging Zg’gf’u‘,’g ﬂ% m e Security ?g::: Arch
(1000's)
CoAP uDP Rgst/Rspnse Excellent Excellent nglTszM gj;ﬂ:nmai l'jrt;l;?nfvlf:i Tree
lemm;,ua UDP ;:?5;5’;):59 Fair Fair IUK;IEM None Medical Star
DDS upP ;:‘:’j;:;;“se Fair Poor “;?;ﬂﬂ" 0;}5:;1 Military Bus
DPWS TCP Good Fair HEaRAM o;ﬁ:;l Web Servers |  SH
];gil;': TCP Rgst/Rspnse | Excellent Fair mK'_fIT;ﬁM D}:?Kal sm;gi:?’\y Sﬁ‘;r
MQTT TCP ;;?;;:;;hse Excellent Good le__sl’:if:M g}?{llﬁnmai IoT Msging Tree
SNMP upp Rgst/Response | Excellent Fair TUKSEM O;‘llig:;l Mi:;:;:;g g;]s;:
UPnP ];;':]b:ggg';?e Excellent Good ng{i‘:M None Consumer FZEl;’E(rIii:rm
ZeroMQ uDP Eﬁ;‘g;?e Fair Fair mﬁﬁ“ 0;11115:;1 CERN P2P

Table 2.4: CoAP VS Other protocol

2.6 When used Coap

CoAP should be on priority for the following three factors:
e Quality of service with confirmable message .
e When multicast support is needed.

e Very low overhead and simplicity

2.7 Disadvantages of CoAP:

There are also some disadvantages of CoAP:

e Message unreliability: UDP does not guarantee the delivery of datagrams. CoAP
adds a method to request a confirmation acknowledgement to confirm the message

was received. This does not verify that it was received in its entirety and decoded

properly.

e Standards are still maturing: CoAP is still evolving, although there is a lot of
market momentum behind it. It is likely to mature quickly as use becomes more

widespread.

e NAT issues: Network Address Translation (NAT) devices are commonly used in
enterprise networks and cloud environments. CoAP can have problems communi-

cating with devices behind a NAT since the IP can be dynamic over time.
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2.8 CoAP Application

We can use this protocol Smart Grid and Building Automations, Legacy protocols like
BACnet may be mapped as CoAP resources and respective communication data may be
mapped to CoAP messages to have automated building applications. CoAP multicasts

may be used for effective group communications like every sensor of a type in a room.

2.8.1 CoAP Application for Smart Homes

Information application, control equipment and communication equipment in Smart
home networks have the characters of low-cost and unimportant.

CoAP could be seen as the best protocol choice for home communication networks.
Smart home network provide controlling and monitoring power of home devices.
Energy control systems employ smart socket management and monitor power consuming
equipment to provide voltage, current and other energy information [40].

It could understand accident warning, remote control and dynamic energy saving. The
system structure is shown in below fig. Every data collection node with CoAP client
could exchange information with other nodes. CoAP could both be installed in LAN or
Internet [35].

In this system, CoAP-HTTP proxies are employed to provide HT'TP client connection
to CoAP resources and vice versa.

In system networking, date collection nodes consist of one proxy, smart socket and
wireless data collection module. Energy information and environment information of
equipment is collected by the smart socket and transported to data collection module
through wireless channel, then send serial data to proxy to process and pack data. Con-
trol server analyzes all the data and stores them in database. The system integrates
home network and Internet, users can access system webpage to remotely control switch,

manage configuration, query energy consumption, etc. (Figure 2.12)
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Data
Collection
Node

Weh = Data
SaFvar Collection
Mode

Weh
BEmwer

Data
Brower Collection
Node

Figure 2.12: Energy Control System [40]

2.9 Conclusion

In this chapter, we have deeply presented CoAP protocol that will make a platform for
our realized work. The next chapter will be dedicated to the presentation of the security

problems of CoAP along with a review on the existing countermeasure solutions.



Chapter 3

Study of Security Aspects of Protocol
CoAP

3.1 Introduction

In the previous chapter, we introduced some important parts in CoAP protocol that
are related to its security problems such as the potential vulnerabilities. The current
chapter, will studies some security aspects in that protocol and highlight some relevant

related works especially those that addresse the protection of CoAP against DoS threats.

3.2 Some Conventional Concepts

3.2.1 Security

Security is a key element in enabling widespread adaptation of IoT technologies and
applications. Since IoT is the integration of multiple heterogeneous networks, it should
address compatibility issues between different networks that are subject to security issues
[41].

3.2.2 Securing a Network

involves taking into account all possible risks, such as malicious attacks, accidents, soft-

ware or hardware defects, or human errors and reducing them as much as possible [42].
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3.2.3 Security Services

Computer security is a set of means implemented to reduce the vulnerability of a sys-
tem against threats to ensure: authentication, confidentiality, identification and non-
repudiation [43][44][45].

e Authentication: to enable secure communication between devices in the IoT, au-

thentication must first be ensured.

e Confidentiality: regarding confidentiality, this service is to guarantee the only en-
tities that can access and modify the data are only authorized entities and as it

ensures that the information is read only by authorized persons.

e Non-repudiation: The integrity of the data is to determine if the data has not been

altered or modified during the communication .

e Identification: Whose role is to define the identities of the users, IoT is known by
the inclusion of various objects so they must be identified in a way to ensure secure
communication between them.

There are two ways to identify these objects, the first is to physically repair them
by using RFID, QR code and the second is to equip each one of these objects with

a means of wireless communication [45].

3.3 Security attacks in IoT

3.3.1 Dos and DDOS attack

Denial of service or distributed denial service of service attack is an attempt to make a
machine or network resource unavailable to its intended users. Basically sending more
requests than a capacity of web server [43].
Its simple When the attack is performed from one source to one destination its DOS
attack (see the figure 3.1 ). When attack is performed from multiple source to one
Destination its DDOS.( see the figure 3.2 )
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Figure 3.2: DDos attack

3.3.1.1 Types of DoS Attack

We can see from figure 3.3 what is a DoS attack for each layer : Physical, MAC, network

and application layer
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Types of attack
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Figure 3.3: Types of DoS attacks

3.3.1.2 Common DDoS attack types

They have many attacks commently used ddos attacks like [45]

a_

UDP Flood : A UDP flood, by definition, is any DDoS attack that floods a target
with User Datagram Protocol (UDP) packets. The goal of the attack is to flood
random ports on a remote host. This causes the host to repeatedly check for the

application listening at that port, and (when no application is found) reply with an
ICMP ‘Destination Unreachable’ packet[46].

Ping of Death: a ping of death (“POD”) attack involves the attacker sending multiple
malformed or malicious pings to a computer. The maximum packet length of an IP
packet (including header) is 65,535 bytes. However, the Data Link Layer usually
poses limits to the maximum frame size — for example 1500 bytes over an Ethernet
network. In this case, a large IP packet is split across multiple IP packets (known
as fragments), and the recipient host reassembles the IP fragments into the complete

packet.

HTTP Flood : In an HTTP flood DDoS attack, the attacker exploits seemingly-
legitimate HTTP GET or POST requests to attack a web server or application.
HTTP floods do not use malformed packets, spoofing or reflection techniques, and
require less bandwidth than other attacks to bring down the targeted site or server.
The attack is most effective when it forces the server or application to allocate the

maximum resources possible in response to every single request.

Botnet : A botnet refers to a group of computers which have been infected by mal-
ware and have come under the control of a malicious actor. The term botnet is a
portmanteau from the words robot and network and each infected device is called
a bot. Botnets can be designed to accomplish illegal or malicious tasks including
sending spam, stealing data, ransomware, fraudulently clicking on ads or distributed
denial-of-service (DDoS) attacks.( see the figure 3.4).
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e- DNS amplification attack : all amplification attacks exploit a disparity in bandwidth
consumption between an attacker and the targeted web resource. When the disparity
in cost is magnified across many requests, the resulting volume of traffic can disrupt
network infrastructure. By sending small queries that result in large responses, the
malicious user is able to get more from less. By multiplying this magnification by
having each bot in a botnet make similar requests, the attacker is both obfuscated

from detection and reaping the benefits of greatly increased attack traffic [45].

f- Black Hole Attack: become part of many routes, drop all packets.

Bot Bot

Figure 3.4: Bootnet attack

Attacker Malicious packet-larger then 110,000 bytes Target
Victim

& LG

Normal IP packet-maximum size: 65,538 bytes

Figure 3.5: DNS amplification

3.4 Common security techniques
they have many technique of security like encryption , cryptography ..

e Encryption: that mechanism provides security against passive attacks like eaves-
dropping. Sensor network mostly run in public or wild area over inherently un-
confident wireless channels. It is therefore insignificant for a device to eavesdrop

or even add messages into the network. The traditional key to this problem has
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been two espouse techniques such as method authentication codes, symmetric key

encryption schemes and public key cryptography [47].

e Cryptography: cryptography constitutes the main theoretical concept, along with
key infrastructures, underlying approaches that ensure integrity and confidentiality.
Elliptic curve cryptography (ECC) has been recognized as a viable approach for
WSN.ECC is a promising alternative to RSA-based algorithms, as the typical size
of ECC keys is much shorter for the same level for security [48].

o Artificial Intelligence: used in this technique machine learning.
e Security protocols: used the protocol security ( leap , spins , snips)

e IDS(Intrusion Detection System ) : this solution for simulated for next chapter ,

and explained in next section .

e And we have more other solution .

3.4.1 Security protocols

e LEAP protocol: LEAP is also a very popular security solution in WSN and it was
proposed by Zhu et al in 2004. Localized encryption and authentication protocol
(LEAP) is a key management protocol used to provide security and support to
sensor networks. It uses micro TESLA (timed, efficient, streaming, loss-tolerant,
authentication) to provide base station broadcast authentication and one-way-hash-

key to authenticate source packet [49].

e SPINS: It stands for Security protocols for sensor networks. It is an economical
security scheme with low overhead. SPINS consist of two components called micro
TESLA and SNEP. Micro TESLA’s purpose is to provide authenticated broadcast,
since this communication mode is standard in WSN. The problem solved by it
is that the authenticated broadcast requires a costly asymmetric mechanism that
sensor nodes cannot afford usually. The protocol emulates asymmetry by sending

encrypted messages and key information independently [50] .

3.5 Securing CoAP protocol

3.5.1 DTLS(Datagram Transport Layer Security )

Security for CoAP protocol requires the existence of an additional encrypted protocol
as a cover, similar to traditional XML-data representations and protocols (e.g., HTTP
and Transport Layer Security (TLS)) [51].
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The CoAP uses a UDP protocol and encryption is most commonly accomplished using
Datagram Transport Layer Security (DTLS) and sometimes with IPSec. A binding of
DTLS to CoAP is required to secure the messages. DTLS is applied in the transport
layer and the fundamental AES/CCM provides confidentiality, integrity, authentication,
and non-repudiation. DTLS is based on the Transport Layer Security (TLS) protocol
and not the application layer. DTLS records are 8 bytes longer than in TLS. Once a
handshake on DTLS is completed an additional [52].

13 bytes will be over headed overhead per datagram. The process of handshake comes
in outgoing and incoming messages scenarios. In the incoming scenarios the protocol
will verify through decryption and decompressing. For outgoing, the protocol applies
encryption algorithm, add authentication code (MAC) and compress the message as
shown in Fig 7. As the header of 6LoWPAN compression employs 10 bytes and CoAP
header 4 bytes, therefore the focus is to compress the DTLS [51,52].

Climnt Hello I

| Vearify Reguest |

Client Fello

| Server: Hello, exchange kew . server hello |

=

l Client: key exchange and change cipher Spec I

I Change cipher Spec finish l

Figure 3.6: HandShake process [51

3.5.1.1  Security modes defined for CoAP

e NoSec: this alternative assumes that security is not provided in this mode or in

the CoAP transmitted message.

e PreshardKey: this mode is enabled by sensing devices preprogramed with symmet-
ric cryptographic keys. This mode is suitable for applications that support devices
that are unable to employ the public key cryptography. Also, applications can use

one key per device or one key for a group of devices.

e RawPublicKey: the mandatory mode for devices that require authentication based
on public key. The devices are programmed with pre-provisioned list of keys so

that devices can initiate a DTLS session without certificate.

e Certificates: supports authentication based on public key and application that
participate in certification chain. The assumption of this mode is that security
infrastructure is available. Devices that include asymmetric key and have unknown

X.509 certificates can be validated using the certificate mode and provisioning
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trusted root keys [53].

3.5.2 IDS(Intrusion Detection System )

3.5.2.1 Definition

An Intrusion Detection System (IDS) is a tool or mechanism to detect attacks against
a system or a network by analyzing the activity in the network or in the system it-self.
Once an attack is detected an IDS may log information about it and/or report an alarm.
Broadly speaking, the detection mechanisms in an IDS are either signature based or

anomaly based [54].

3.5.2.2 Types of IDS

e Signature : based detections match the current behavior of the network against
predefined attack patterns. Signatures are pre-configured and stored on the device
and each signature matches a certain attack. In general signature based techniques
are simpler to use. They need, however, a signature of each attack and must also
store it. This requires specific knowledge of each attack and storage costs grow
with the number of attacks. This approach is more static and cannot detect new

attacks unless their signature is manually added into the IDS [54].

e Anomaly : based detection tries to detect anomalies in the system by determining
the ordinary behavior and using it as baseline. Any deviations from that baseline
is considered an anomaly. On one hand, anomaly based systems have the ability
to detect almost any attack and adapt to new environments, but on the other
hand these techniques have rather high false positive rates (to raise an alarm when
there is no attack) as deviations from the baseline might be ordinary. Also, they
have comparatively high false negative rates (no alarm when there is an attack) as

attacks might only show a small deviation that is considered within the norm [54].

3.5.2.3 IDSinloT

Intrusion Detection Systems (IDS) are devices or software applications that monitor net-
work or system activities for malicious activities or policy violations and send reports to
a management station.

On constrained nodes in 6LoWPAN networks. Based on the novel requirements of the
IoT, we propose SVELTE , a lightweight yet effective intrusion detection system for
the IoT. We also compliment SVELTE with a distributed mini-firewall in order to filter
malicious traffic before it reaches the resource constrained nodes.

We design SVELTE for a 6LoWPAN network that uses message security technologies,
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such as IPsec and DTLS to provide end-to-end message security [55].

The placement of an IDS is an important decision that reflects the design of an IDS
and the detection approaches. Keeping in view the resource constrained nature of the
devices and the IoT setup , we use a hybrid, centralized and distributed, approach and
place IDS modules both in the 6BR and in constrained nodes.

SVELTE intrusion detection system: This a lightweight and effective IDS First designed
specially for IOT . It have an integrated firewall, it consists of6LoOWPAN Mapper that
Get the information about network and construct it using RPL (IPv6 routing Proto-

col).In detects intrusion by analyzing the mapped data [56].
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Figure 3.7: IDS in IoT [56]

e Network-based Intrusion Detection System (NIDS)
This is a category of intrusion detection system where every transmitted packet
through the network isproperly analysed. The NIDS can detect harmful packets
that are calculated to be ignoredby a firewall’s filtering guidelines. A network based
IDS sensor has two interfaces and one of them is manageable. The IDS manage-
ment console communicates with the sensor through the management interface.
The other interface of the IDS is in promiscuous (listening) mode and is not ac-
cessible over the network hence not manageable. The observing interface is linked
to the network section that is being observed. The sensor observes each packet
that crosses the network section. Network based sensors apply known attack sig-
natures to every frame. If it detects a match against any signature, it alerts the

management console [50].

e Hybrid Intrusion Detection method
This method of intrusion detection in internet of things was proposed by Sedjelmaci
et al in [57] based on the use of Game Theory. This method mixed the usage of
signature and anomaly ways for IoT intrusion detection. It achieve this by creating

the game model of intruder and normal user.
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3.6 Related works for Securing CoAP

Many researchers are currently focusing on the IoT security issue; therefore, a lot of

security solutions have been provided

a-

As proposed by Raza et al, they proposed mechanisms to exploit the compression ca-
pabilities of 6LoOWPAN to compress the DTLS (Datagram Transport Layer Security)
headers and messages. Since DTLS was designed for the internet not for constrained
IoT devices, it is a heavyweight protocol with too long headers to fit in a single IEEE
802.15.4 MTU (Maximum Transmission Unit).

Therefore, 6LOWPAN is used in IoT to compress the long IP layer headers. The au-
thors also defined the Record header, Handshake header, Client Hello message, and
the Server Hello message and their compression techniques.

One of the results showed that for the DTLS record header the number of additional
bits can be reduced by 62 However, their study faces a weakness that it did not go

further to ensure that compression would not affect the security.

As proposed by Kothmayr [53] and proposed by Kothmayr et al. | a security solution
based on RSA, the most widely used public cryptography algorithm. Their goal was
to achieve high interoperability and low overhead. However, because of the overhead
of DTLS handshake process, RSA consumes a large amount of energy which considers

a weakness feature for IoT devices.

Therefore, as proposed by Raza and al. , another solution by using DTLS compression
as well. The authors proposed Lithe — an integration of DTLS and CoAP for the IoT.
Lithe consists of four components: DTLS, CoAP, DTLS header compression (using
6LowPAN), and a CoAP-DTLS integration module which was developed to allow
the application to access CoAP automatically The evaluation results show significant
gains in the processing time, network response time and energy consumption by
reducing the packet size. With this work, they were able to avoid fragmentation or
decrease the number of fragments by using compression when the payload was slightly

above the fragmentation threshold.

As proposed by Ukil et al, the authors proposed a lightweight security approach using
AES (Advanced Encryption Standard) 128-bit symmetric key algorithm. They came
up with an Auth-Lite approach which enables the authentication mechanism, and by
modifying the CoAP header, they came up with CoAPLite which enables lightweight
security for CoAP. But this approach faces a weakness that it can only be used in
vehicle tracking systems, and it depends on the application, so for other applications

it may or may not be efficient.
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3.7 Conclusion

In terms of security, CoAP can be seen as not yet mature. This is because there are still
many security challenges with that protocol. The biggest challenge is to keep the high

performance while maintaining the security standards and providing protection.



Chapter 4

Conception And Implementation

4.1 Introduction

The Internet things has many problems but the most sever one is how to save energy
while providing QoS-effective communications with acceptable security services. DoS
attacks target to subvert all of the aforementioned aspects, and that is why they are
considered among the most dangerous attacks in the IoT.

This chapter consists of two parts: the first one presents the assumed network model, as
well as the threat model. The second part of the chapter provides detailed presentation

of the realization and evaluation contexts of our solution.
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4.2 Conception

In this parts we start by the design of the network, threat, solution

4.2.1 Model Dos attaque (C/S)

Denial of service or distributed denial service of service attack is an attempt to make
a machine or network resource unavailable to its intended users (the attack has been
addressed with more details in chapter 3) .

The figure bellow contains 4 client and 1 server only 1 client is hacker, now it is very
important to detect this attacker used the solution (Detection Intrution System). The

countermeasure has been also detailed in the previous chapter.

Server

Figure 4.1: Dos attack Client and Server

4.2.2 Model Of Solution

The role of solution is to detect and blaklist malicious CoAP clients that attempt to
exercise DoS attack. So, when any client send more request in 1 clockseconds() greater
than a given threshold, that CoAP client will be henceforth considered as attacker. When
the number of time the same malicious CoAP client had been detected as DoS attacker
reaches a well-determined isolation threshold, we should blacklist that client node. The

figure bellow models all of this discussion.
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Send request ( 1d client, DATA)
. Server
Client

- Test if the id client in
Base id of blacklist .

Send message("you're attack")

" Increment the nbr of

request of this client
nb++

Testlf the nbr inferieu}""ﬁbr}

Yes . threshold

Send the response of request

thré.;}"i"""}d 8

T_gstwif'”iysolation
) ... client more isolation
Add the id of client in black list-.. threshold

Send the response of request

Figure 4.2: Archetecture of solution Detection attack
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4.2.3 Pseudo code of the solution

{If(ev==tcpeyent)
{if (hagker. detected == 0)

Step3

Lif (Testblak(black list. request->tid) == 0)

{.handle. incomine. data0):
. 1 1 1
if ((current_timel - current_fime) <= 1)
{if(sameid == request->tid)

{ clienis[request-
=tid] nh=clients[request->tid] nh +1:

6 0 6 50 950 350 A0 36060 6 060 380 380 380 90 06 60 950 B0 A0 36 D80 D6 00 0 380 380 390 06 6 080 R 0

1-

N -7, M

i if (clients[request-=tid].nb =
threashHold

black, listi] = request-=tid:
gnergest, fush();
Lngrgie(:

1+t

S -7 7%
ifi==4)
{baskss. dstested==1:
bisale 1}

-

Figure 4.3: Pseudo code of the solution

4.2.4 Brief Explanation of the solution

This algorithm contains the following main steps:

The first step is when a request is received, here, we firstly compute the number

of request arriving per second for each CoAP server

The second step is when the number of request exceeds the threshold (the max

number of request that a CoAP client sends). Here we should add the concerned

Client to the black list.

The third step is when the black list contains the detected malicious CoAP clients.

The final step is to test if the detected malicious CoAP client ha been blacklisted

for more than once. Thus, the CoAP server should isolate it and never reply to its

future requests.
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4.3 Implementation

4.3.1 Introduction

This part contains the platform used for this simulation, and discuss the evaluation

results for this simulation.

4.3.2 Contiki OS

Contiki[58] is an open source OS for WSN sensor nodes. It is a lightweight and portable
OS written in C language and it is build around an event-driven kernel. This OS pro-
vides preemptive multitasking that can be used at the individual process level. A typical
Contiki configuration consumes 2 kilobytes of RAM and 40 kilobytes of ROM. A full Con-
tiki installation includes features like: multitasking kernel, preemptive multithreading,
proto-threads, TCP/IP networking, IPv6, a Graphical User Interface, a web browser, a
personal web server, a simple telnet client, a screensaver, and virtual network comput-
ing.

Contiki contains two communications : ulP and Rime

e ulP is a small stack of TCP / IP RFC-COMFORME that allows Contiki to com-

municate on the internet .

e Rime is a lightweight communication stack designed for low power radios. It pro-

vides a wide range of primitive communications

4.3.2.1 Contiki OS Architecture

The Contiki OS is based on a modular architecture. At the kernel level it follows the
event driven model, but it provides optional threading facilities to individual processes.
This kernel comprises of a lightweight event scheduler that dispatches events to running
processes. Process execution is triggered by events dispatched by the kernel to the
processes or by a polling mechanism. This polling mechanism is used to avoid race
conditions. Any scheduled event will run to completion, however, event handlers can
use internal mechanisms for preemption. Asynchronous events and synchronous events
are supported by Contiki OS. Synchronous events are dispatched immediately to the
target process that causes it to be scheduled. On the other hand asynchronous events are
more like deferred procedure calls that are en-queued and dispatched later to the target
process. The polling mechanism can be seen as high-priority events that are scheduled in
between each asynchronous event. When a poll is scheduled, all processes that implement

a poll handler are called in order of their priority. All OS facilities: senor data handling,
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communication, device drivers, etc. are provided in the form of services. Each service has
its interface and implementation. Applications using a particular service need to know
the service interface and an application is not concerned about the implementation of a

service [59].

4.3.2.2 Cooja Simulator

COOJA is a network simulator which permits the emulation of real hardware platforms.
COOQOJA is the application of Contiki OS concentrating on network behavior. COOJA is
capable of simulating wireless sensor network without any particular mote. Cooja sup-
ported following set of standards; TR 1100, TT CC2420, Contiki-RPL, IEEE 802.15.4,
ulPv6 stack and ulPv4 stack. There are four propagation models in the COOJA sim-
ulator which must be selected before starting a new simulation [60]. The first model
is constant loss Unit Disk Graph Medium (UDGM) and it take the ideal transmission
range disk in which motes inside the transmission disk receive data packets and motes
outside the transmission disk do not get any packet. The second model is distance loss
UDGM is the extension of constant loss UDGM and it also consider the radio inter-
ferences. Packets are transmitted with “success ratio TX” probability and packets are
received with probability of “success ratio RX”. The third model is Directed Graph
Radio Medium (DGRM) and it states the propagation delays for the radio links. Last
path loss model is multipath Ray-tracer Medium (MRM) and it uses the ray tracing
methods such as Friis formula to calculate the receiver power. MRM is also capable of
computing the diffractions, reflections and refractions along the radio links [61].

In a simulation we have several windows ( you can see the figure 4.4 )

1. The Timeline window: at the bottom of the screen, we display all communication
events in the simulation in time, very convenient to understand what is happening

in the network

2. The Network window: at the top left of the screen, shows us all the nodes in the

simulated network

3. The Mote Output window: on the right side of the screen, shows us all serial port

impressions of all nodes.

4. The Notes window at the top right is where we can put notes for our simulation

5. The Simulation control window is where we can start, pause and load our simula-

tion
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My simulation - Cooja: The Contiki Network Simulator

File Simulation Motes Tools Settings Help
6] Network Do O Simulation control (J@RY| () Notes LIS Timeline x

view Zoom 1| Run speed limit

Enter notes here The timeline shows

E— simulation events over
Start Pause Step Reload time. The timeline can be
used to inspect activities
i R EREEE of individual nodes as well
as interactions between
(‘\ Speed: nodes,
— === For each mote, simulation
(] Mote output B events are shown on a
File Edit View colored line. Different
colors correspond to
Time | Mote |Message diferent events. For more
information about a
particular event, mouse
click it.
The Events menu control
what event types are
shown in the timeline,

Currently, six event types
are supported (see
below),

Filter:

All motes are by default
shown in the timeline.
Motes can be removed
from the timeline by
right-clicking the node ID
on the left.

To display & vertical time

Timeline g9 | marker on the timeline,
8 e8se press and hold the
File Edit View Zoom Everts Motes mouse on the time ruler

T {top).
For more options for a
given evert, right click
the mouse for a popup
men

R I

Radio traffic v

Figure 4.4: Cooja Simulator

4.3.3 Simulation context

They have two but for this simulation , firstly etude the consomation energy and amliorer
the performance . secondly detecter the haker between many client for securite the
network WSN from dos or ddos attack .

I can get this Result of simulation because ability for the tools,In figure 4.5 bellow we

show the tools of simulation

Figure 4.5: Tools of Simulation

In table bellow we show the parameters of simulation
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Parameter Values

Simulator Cooja

Size of the simulation 350m X 350m

area

Number of motes 10

Time of simulation 4 min(240 second)

Platform Skv

Tvpe of mote 3 motes AR SSIVELS
7 motes coap clients

Table 4.1: Parameters of Simulation

4.3.3.1 Senario of Network

I used in sumulation 3 Server and 7 client melange (Clients and attacks) , In figure 4.6

bellow we show Senario of network

W
)|
x|

E] Network
Wiew Zoom

feg0::212:7400B0@d 2:740a:a:a0a

fe8D::212:7406f6363@12:7401:1:101
fe80::212:7407:7:707

fe80::212:7404:4:404
fe80::212:740f+50593 2.7408:8:308
fe80::212:7403:3:303

feB0::212:7402:2:202

Figure 4.6: Senario of Network
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4.3.4 Evaluation the result

a- Energy consumption
Formula to calculate energy consumption in cooja :
Energy (milliJule)= [ [(tempsLPM*0.545 milliampére ) + (tempsCPU*1.8 mA)+
(tempsTX*17.7 mA) +(tempsLISTEN * 20 mA)] * 3 volt | / 32768.
Times are expressed in ticks. 32768 is the number of ticks generated in a second, in
contiki 2.7.
Consumed energy amounts with the solution is less then without solution integration
(see the figure 4.7). This is because when we detect attackers we do not need to send

them responses. This makes the solution more energy-effective.

Energy

50
49
48
47
a5
45
a4
a3
42

Time

e Wit 50] 0 S0l

Figure 4.7: Energy with and Without Solution

b- Detection accuracy:
This parameter represents the percentage of full detections. Firstly, with different
values for isolation threshold. Figure 4.8 shows that with increased values for the
isolation threshold the detection accuracy decreases which is entirely logical.
The second case is with increasing number of attackers in the network. Figure 4.9
shows that when we have more attackers, the detection is reduced; this is due to the

possible network collisions.
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Detection acuracy with isolation accuracy
120%

100% 1
80%
80%
a0%
20% %
0%
1 2 3 4

Issolation Threshold

m—— Detectio n ACCyracy

Figure 4.8: Energy with and Without Solution

Detection rate with nbr attack

n
-
=]
=
Ln
=]
[=1

Nbr Attack

—Detection rate

Figure 4.9: Energy with and Without Solution

4.4 Conclusion

In this chapter, we have presented the essence of our work that is about a security
mechanism for CoAP communications in the IoT,explained the sumulator cooja . The

evaluation results confirm the effectiveness of the solution.



General Conclusion

Throughout this work we have presented the IoT then, we have addressed Application
layer security issues in IoT especially those related to CoAP protocol. Thereafter, we
have presented our solution that consists in DoS-resilient security solution for CoAP.
The obtained simulation results confirm its efficiency.

we see how COOJA network simulator enables the emulation different kinds of motes
and how the routing matrices are computed.

As future work, the solution can be enhanced by the consideration of many other forms

of DoS attacks, such as packet amplification combined with identity spoofing scenarios.
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